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HERRLYTE

ASGET YN T fEA bash(1) shell #i S Bl FRIBE R ANREHIER.

# <BA root WKPEZITHIEGRS>
$ <MEBAFKFIETHGS>

XS shell RMXS THHERIINS, S TalEN, EAEMT shell RRMHXOTATRMIIED PS1=/\¢""
F “ps2=' . XEEIFRENRLMERN shell RRFRETEERTE.

=
=

SJLTE bash(l) PIIMELE “sPs1” # “$Ps2” HIMERE,

ERZREERANITHRIE, FRTETHER, W “7E shell FRABSFHRG, BA Enter 1,7

XA MMERERBE - N RIEEE, GERZRRAFEEHEL, XEIBESSIREFIEET " ] the”, E
MBI BE— M ENRIEFRIEAEE, ERVENNEGSHERYEREAT 0", BLEAEREGIEERE
AR, FENEREBIMAEREA TIEXHEHBERRAITENEE, XERZIPBEEEGIHRINEEATERAE
FEAENAG.

=
=]

FREEQANGSSUT AL, RBERYTHANSRE,

EXAESERS| AR S R ETB NG | SEERITEMW FAR#HITiRE, #MfR aptitude safe-upgrade”,
EXARESEPS| AR B R E AR AR NG | SIEERITEIN FHEITIRE, F& deb-src”,

wmLMETHRMWEBSANFMIETR (i), BITFNFEEITIRIC, MK bash(l), FHASEIIEZ @D
AU TaRLRIRFER.

$ man 1 bash

manpage 2TEF T FHFARFEES P ER manpage IETS, W sources.list(5), EINAREIL AL T a5<RIRENFEED

-
=2

$ man 5 sources.list

info page TIRHAWE| S Z BRI TFNFMARINE, 91 info make, BIVFETBAUTHGSRIANEMES,

$ info make

XHZIEEWNE | SIEERMITEMN FRHITIRE, K"/ etc/passwd”, WFEEXH, {RAILAEA TGRSR
HENER.

$ sensible-pager "/etc/passwd”

B RBIFHNE | SEERAITEMFARHEITIRG, M&K/etc/apt”, REJBA TG SRR EBRIAE,



https://www.debian.org/doc/manuals/developers-reference/best-pkging-practices#bpp-desc-basics
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$ mc "/etc/apt/”

REBBIREBRITEMNFEFITIRE, &K vim, HFEIUBATIINGSRANENER.

$ dpkg -L vim
$ apt-cache show vim
$ aptitude show vim

—ANXAEETEERIE X BRIERENME , XHBIFBNE | SIEERIITEIN FAHITIRC, MR /usr/share/doc/base
#0” /usr/share/doc/base-passwd/users-and-groups.html”, 5&id EFJURL, #{&https://www.debian.org,
fReEJBAEIT A R a5 < SRIFESHE,

$ zcat "/usr/share/doc/base-passwd/users-and-groups.txt.gz” | sensible-pager
$ sensible-browser "/usr/share/doc/base-passwd/users-and-groups.html”
$ sensible-browser "https://www.debian.org”

BT ERANE | SEERMITEINFAEITIFE, FFE"$” B4R, MESTERM”, {REICAMA TG SRKIKNE
FY=iRIE,

$ echo "$TERM”

popcon ;R{TE

popcon FIBMAREMbEHEEENENRITE, ©HTEATE J 2018-07-01 15:49:36 UTC, B1& T #8id 169839
HEIIRE B 28 NEMBILER 197277 HIER,

B
BiEE amd64 INF2E (unstable) RIMEGECES R B S LT 59509 {4, popcon FIRE SIS IHRATE
H

BA “V:" FFSLRR “votes” B4 popcon BETE AR 7 “1000 * ( HENHEITE PC ERIELH popeon 1832 ) / (&MY popcon
B,

L “I." FFSLRTR “LEH B9 popcon BETTE AR I “1000 * ( HETRZEE PC LB popcon 1B ) / (&AM
popcon 23 ),

B

MITEVELL popcon FUBEANM AN EMNEZHAMENESZ, BiIFSRSETAEZMAITIIE, 6, S5 R1TEE
EEH R RZEIEER B “/bin” MWBR, IEHMRES “noatime” BEIMUAIEH R ZHEE, XHENARLEERME
BT “BZE (vote ) IfHEE,

REBRN

REBMRX/NBIBERMRBETHENENENEE, EET “apt-cache show” 3% “aptitude show” &% (H
BITE amd64 RMMAIZER ) WEM “LRXN, REMKNEAIR KiB (Kibibyte= TR 1024 Bytes FIE I ),
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BRNE—MNRENSTEERTRAME “FRE RNER— ENE, COAXTRUXFNEENS, 2
RERMOE, ENDEETIRTENSEI— 1,

=
EE

BXR/NGERE"(*) REBZX MR EENIERS HRERENEER T KRR PRV BR/NRENR,

LE AR RS Bug

MRIREM A Y B E(T 0], &E{EF reportbug(l) [6 debian-reference G EIRE bug, WA EFIRASGRENTD
RIEH RN, BEA diIff -u” B8 bug IREEME,

— LN FERE R IR EE

XBLHWHAFN—LREER:

- SINIRIVEIRE
- RERFFHBBNLZ2ER
« KISS (fRFFEIRMEMI )
- ANEEZRZHITEIRIT (overengineering )
- FEMRR BEX Y
- F—FRERERTERREEN
« RTFM (i FMEES
« fEfo)io) AT, SEEEERNLER
- HARWIME(ER root FIBHE, FAARZEER root
- NERELITBRUBEEIER A
- RERANEFMRARIEMRIGS
c (EREEETR SR ZA ) FEREEEEHNR
« MRS fRATEE S Z BI AR E X H root shell
- BRESEFERABMNR (USB BHE. BiLES

— LW HERAENSS

M Debian BRI RREI—LEHFE5IX, RAEIUSBNHERESS.

« “iIXRZ Unix, BAMEBMEBZRRBEIMES,  --- Miquel van Smoorenburg <miquels at cistron.nl>

« “Unix RAFPRIFH-- - ERXUEREREMAR, " - Tollef Fog Heen <tollef at add.no>

HEEARNEUnix 5% JIH T —LHBNES,



https://zh.wikipedia.org/wiki/KISS原则
https://zh.wikipedia.org/wiki/RTFM
https://en.wikipedia.org/wiki/Unix_philosophy
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Chapter 1

GNU/Linux #F2

BINAZI— N ENRE, MEFS)—THIME, BABENEEEHENN, BRLNBCHS]. AT HEIMF
FRES, HIFEMAE—EEAER,

Debian GNU/Linux PEE KAVIRITREBUnix B ER R, — M SHFPSEZMRERSE., RUONFESF XTI
Unix 1 GNU/Linux B9#8 {14,

BIEEEE A Unix IS, AEXRZMET GNU/Linux X1, XHFEHESATHETHRIFSERANEE.

xR
INRARTEAEFIZE Unix RERERT —BRIFEMNGSTIR, RAEEZEETRHXEFHAST, BFLCIEM
— > SLAK AR I8 F0 [T,

1.1 =HIaEM

1.1.1 shell R

BamzgzE, MRFRERER X BORXAMNEREER (Fl21 gdm3), BAMHBSBENFHERRE. RIRIRH
ENRA foo, BMLAERRERFHUN TR,

foo login:

MRMFELRT —1 GUI H11E, {5190 GNOME 3 KDE, BBAIREETE A Cul-Alt-F1 #AEREBRF, BRI LGET
Alt-F7 B3] GUI IME (B ERBBESHTXE 1.16 1),

EERRTRNT, FAARNAFRE, fl30 penguin, ARKREZER, & TFREAFNEZDHBERZELFRE,

P

nix €4, Debian 24 FHAFZAMNZHEXNEHEN, ARREFH/NSFEAM. F—TRAFPKSE

xR
BEiE U
BELTREPE#ITEIE, MY FIKSH root B~ adduser(8) I,

RGLMRIFE”/etc/motd” FHIFKIEISE ( Message Of The Day ) K48, EREBR— M LRRM.



https://www.debian.org
https://zh.wikipedia.org/wiki/GNU
https://zh.wikipedia.org/wiki/Linux
https://zh.wikipedia.org/wiki/Unix
https://zh.wikipedia.org/wiki/Multi-user
https://zh.wikipedia.org/wiki/Computer_multitasking
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/X_Window_System
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
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Debian GNU/Linux jessie/sid foo ttyil

foo login: penguin

Password:

Last login: Mon Sep 23 19:36:44 JST 2013 on tty3

Linux snoopy 3.11-1-amd64 #1 SMP Debian 3.11.6-2 (2013-11-01) x86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
foo:~$

IAE, {RFATE shell R, shell BBATIRAVER S,

1.1.2 X R4 TH shell IR

WRMBRT HERREE R X Window System, FIINETELRZ Debian FEE “KEIME" FFERGNOME #Y
gdm3, BAGFERNZAERKERABEEERAE, BARNAFBNZG ] NERIEHNALIKS, £ Tab #
(HkER ) TUER P RMER 2 ERE), the] MERRIRESD.

£ X B O TR shell BRFF, (RUFBEN—1 x LintRi2E12F, BI90 gnome-terminal(1), rxvt(1) B xterm(1), £
GNOME REME T, fRellmE “MARF" - “MY" - “Lin" RITFLIR,

RERJAE T FEME 1.1.6 TET,

FHE-EEEAL (W fluxbox) THE, AIERLBHEMNABRBEAL, IREZMERL, A TohERERFHE
EReRRERE,

1.1.3 root K/
root M P W VERB R PSS, FEXANKE, REEBEIT TENRASIEIS,

- 1% SHMMERARZE LRUEMXH, REREANRIXARXER
< RERG LEMXAIRBEEFINER

< RERG LEMIS A FHNESE

- RAPEREREFAKS

FCBRAXFI8Y root Mk, ER(RIEEF T FTERIER.

A
<:>‘%n

FAREMEMAHZE root Zh3.

JES =N

— X (BEEHIRE, W CD-ROM %, X3 Debian RARIGE R — MK ) FIMNPRETGES S EH3E root
AP ERSIARE, BAEXMERLT, £ root tkFE—MRIERTTE, BIEWIBRRTIENIZENXHER
FRAIVAFAEMMRRHITSENRE (BUE 1.23 W),



https://zh.wikipedia.org/wiki/Shell_(computing)
https://zh.wikipedia.org/wiki/X_Window_System
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Superuser
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1.1.4 root shell 2R
XEBEFHLERMAETILRTERIA root BB E3%13 root A9 shell IR,

- EFNRENERRERNT, BAroot FARFRER,
- £ GNOME KEIME T & “MAEF" - “M#E” - “Root £if”,
- HEBAFH shell RRFTFHEA “su -17,
- B FRFEHAAFPIIMEIRE,
- EEBRAFPHY shell RRFTEA “su”,

- XRFREFHIAFPHN—EIMRIRE,

1.1.5 GUI R4EIETHE

MRFHNRERAXELEESNNEENARAEIETR, RoIUE X LintEiled (140 gnome-terminal(1), rxvt(1) 8%
xterm(1) ) A root B9 shell IR7RFF FENE., ENE 1.1.4 TFIE 7.85 13,

O

S I

(i O

AETERREIER (190 gdm3(1) ) BIRARTFF FHA root RfEA root i BEN X BR/AKIESIESS.

OFr

i

Sty [l

H
=]
EREEERXBEEMN X Window FBITAZEERNETE GUI 72

&
=1
oF
c}
]|
=
>
B5
=
=)
&
NS
el
ju

1.1.6 EHIZEHIE

TEZFRIARY Debian REEH, B 6 NrINHRAYZE VT100FFFERIS, BJRAEEA Linux EHL LS5 shell, BRIE(REET GUI
WET, SWRATURRETE Alt #F F1—F6 Z—MREEMEFIGEIR, B—1FHEFEERITRIE
FEMK AR Z APIE, X2 AFMERHAR Unix B4, REZS LR,

WMBRIRAETF X Window Z4EH, (RETLAEIE Ctrl-Alt-F1 BEIEFEHIEGHS 1, UMERRZRTAE ctrl 8, &£
Alt BEF0 F1 &, {ReIA¥RT Alt-F7 [@Z] X Window System, E—RRIE{TEEMIZEFIE 7,

RtP] AMER L ITINIRE B — M EMIEFIE, FIEItHRESE 1,

# chvt 1

1.1.7 EMHEREGSITRRA

FEaLTHA Ctr1-D, BNERFRTZAM-Ctr1-#F d-#, BEIRIXMHA shell ;&5, MRIFELTFFHEHE, 5
RREEERERT. REXLZEFH “conrol D” AT AEFE, RFARFERIE shift-#, Ctr1-D BEJLAE
B5h AD, TE, fRBETBBEAN" exit” REHHLIT.

ARARALT x LIRIEIUZT () F, RAIMERXNRHA x LiRiRIEE .



https://zh.wikipedia.org/wiki/VT100
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1.1.8 EMXARG%
BT A EMIIAIRIER S —#%, Debian 2388 ATEHRIEZ SR TS IRIENES e, EIEHEBERT S

RXAMBEESHRNATE, ETFAFHRIERGE ANEEREFR XN TEMS, MRRGIBIREGTA, B
LXNIRFZEDRARFRR. (BN, FAIEFSEERNIREZEHERRILVH, )

TEEZAFPEELNT, ATUERGIITXARSR,

# shutdown -h now

TERAFPELNT, FJMERGLITRARS,

# poweroff -i -f

246, MNRHE “/etc/inittab” HEE “ca:12345:ctrlaltdel:/sbin/shutdown -t1 -a -h now”, BB4
{REIAFR R Ctrl-Alt-Delete (EBIRTZE Ctrl #. &£ Alt $#F0 Delete) Kx#l, S inittab(5) FKEXE S
iR

205 696 T,

1.1.9 JkE—NMIEEEFHIE

YT —LBIEME (BIIN “cat< “HHEINMY >7) F, BRAKIE, REJUESSITHA “reset”, {RrIBELE
EFELBIFEAANGS, FHATUEA “clear” KER,

1.1.10 BINFHIFLRIVEINGE

REELTHFEIREIMER Debian RAR/NRTREPIEM TEARY Unix INEE, EXIHFMS, R apt-get(8) TR —LE
ETFHLIRMEGSITH curses 3B (170 me 0 vim) KIBR— M AEBHER.

# apt-get update

# apt-get install mc vim sudo

MRFEBELLRTXLERAEE, BLARZEMWRGERER,

wER RITE X/v ] 1%ER

mc V:65, 1:239 1434 | XA EREXGEIERS

sudo V:473,1:730 | 3578 | AEEAFPE TS root FRAITEF

vim V:118, 1400 | 2668 Unix XA griEzs Vi BIi0ERR, — N EFRRPOINERIERS (InE
vim-tiny V:62, 1:967 1265

emacs25 V:13, I:21 19264 | GNU B/ Emacs, &7 Lisp B9 B XA YRiEEs

w3m Vi114,1:528 | 2303 | NXAER B RN A2

gpm V:12,1:20 497 Unix BRI AEFEEFHEETE (FiP#EiRE)

Table 1.1: BEEMXAENTZFEIIER

BRI AE R IFiE— LA E B3,
RR] AR FEM &GS T RIXLEE,



https://zh.wikipedia.org/wiki/缓存
http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
http://packages.qa.debian.org/m/mc.html
http://packages.debian.org/sid/sudo
http://qa.debian.org/popcon-graph.php?packages=sudo
http://packages.qa.debian.org/s/sudo.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/vim-tiny
http://qa.debian.org/popcon-graph.php?packages=vim-tiny
http://packages.qa.debian.org/v/vim-tiny.html
http://packages.debian.org/sid/emacs25
http://qa.debian.org/popcon-graph.php?packages=emacs25
http://packages.qa.debian.org/e/emacs25.html
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
http://packages.qa.debian.org/g/gpm.html
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REE TE KAV | AR

doc-debian 1:855 166 Debian ITE X#5, (Debian & W@ ) FIHEXE
debian-policy I.75 5339 | Debian REEFMFIERX IS
developers-reference 1304 | Debian FEEESTTHAES

maint-guide L4 986 Debian FeEIFEFMN

debian-history | L1 5034 | Debian NE[ASE

debian-faq 1:846 1277 | Debian & Dia]&R

Table 1.2: R EUE B HHTIR

# apt-get install package_name

1.1.11 ZNSNEFPIKS

WMREAERIFECHERF KA REIT FENGSIRE, (RATUERTENAGNEE-NMESIRPKE, i,
SIE— AP RR fish HIKS,

# adduser fish

[B1Z R A o)l
XFLIB—NEH fish MFKS, EMRGITME, RAIUMER TENG LSRRI MBFKSHENBFRERR,

# deluser --remove-home fish

1.1.12 sudo fi2E

S FERE B A TR, FIIEITEZEICAEM ERSRE Debian R4, EHE ERMACE sudo(8) RENIFHFAF
(BINAF penguin) RFWARFZEMIE root ZHLFEERISEE SR,

# echo ”"penguin ALL=(ALL) ALL” >> /etc/sudoers

A4, FICMER TGS EIREAR (FISIAF penguin) THEZMERKSEERNR,

# echo ”"penguin ALL=(ALL) NOPASSWD:ALL"” >> /etc/sudoers

XERITRHREEN S AP TIFLP AR ME—AFER.

O

i
%2 AP TR RERSHNEERPKS, BhE2SBESTENAGRS I,

VAV
FEERBIFH, AP penguin BIZRS RIS EHB root kS ZBEHF 2 BRI,



http://packages.debian.org/sid/doc-debian
http://qa.debian.org/popcon-graph.php?packages=doc-debian
http://packages.qa.debian.org/d/doc-debian.html
http://packages.debian.org/sid/debian-policy
http://qa.debian.org/popcon-graph.php?packages=debian-policy
http://packages.qa.debian.org/d/debian-policy.html
http://packages.debian.org/sid/developers-reference
http://qa.debian.org/popcon-graph.php?packages=developers-reference
http://packages.qa.debian.org/d/developers-reference.html
http://packages.debian.org/sid/maint-guide
http://qa.debian.org/popcon-graph.php?packages=maint-guide
http://packages.qa.debian.org/m/maint-guide.html
http://packages.debian.org/sid/debian-history
http://qa.debian.org/popcon-graph.php?packages=debian-history
http://packages.qa.debian.org/d/debian-history.html
http://packages.debian.org/sid/debian-faq
http://qa.debian.org/popcon-graph.php?packages=debian-faq
http://packages.qa.debian.org/d/debian-faq.html
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AV
@ EXMIEALT, EEANREE FRLEEIN THEEEITRAEEEISZHA. KIZAZILEHQAEITHRERE
BRIISARRIBIRAITEIR (FIGNLSFHANPR ), FRIEMATIRIG TEAHEXFRIEES],

JES =
AT I ZPRAVIREFE R B RIANPR, (R B EERAREHEZRIGE, MAREL sudo(8) KfEM root £X
PR,

xR
FEE HREANEAZNEE, sudo(8) FIARF—IMHZERZ LHNHEERAFPBRNEEMNREMAHE root ZE, X
AIUBMNESNEEANENHRITREIER, RRIUTRIEIZEMT A, Z—7HHE, FRIENEERAARXEN
PR,

1.1.13 AT

MAERBEEEIFE Debian RAELATLT, RERERAIEMXAFPKSHASE XL,

XRZE N Debian 24 (AMERRINER ) RIREIE SIS NRRDLEIFSNA AT RESAMIT, SR, FJEE(HA
BE-LRRETTUANA, EXOXEEMPIARNMIZFIZZ—TT, MEIZEFIE Debian T2 FHf,

BAEA TEN, I8 Debian RHELE—A % Unix RARE S,

« % 1.2 T (ESHE)

e

% 13 HEHFEAR)

s

« % 14 T ESHN)

« 58 1.5 75 (shell #1&l)
« 5 1.6 T (XEAEFN)

1.2 £ Unix XHERS

£ GNU/Linux FIEfhE UnixiERATR, XHERALARBRHR, AMENXEFBERIBEN /" HRHEXIINE,
WEMBRMMRMFELEXAERSE, SBERME—RN, BRCRHEITRE,

XL E R USBESZS MIEH, mount(8) ATFIERMRE LHEINXHRAMEIERNXHAN £, Bk
9, umount(8) IBEBXNE, ERIAK Linux AIZE, mount(8) HF LS AT O] LUE XY — S5 I E B 55 59
75, HETUEXHRAEHAIRLZEN, BN, NRE. IATHEN, WENXERAZFHIVEFEIT] A

#£/usr/share/doc/linux-doc-*/Documentation/filesystems/#%Zl,

Unix R4 EMMBE R, REEMARE CIMXER, BRFER, EEM Unix R L, RBEHNREN[EIES, Fl0
‘AT, BRE-AMXHRSG, FEFMBRANREAEN, XMEXYTF Windows RifZ—MERKIMLR,

1.2.1 Unix X4Em
THERR—L Unix XHEER,

« XERBE XHKNBEH, tHEiEii, "MYFILE” #1”"MyFile” EREIHINHG,



https://www.debian.org/doc/manuals/securing-debian-howto/
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_file
https://zh.wikipedia.org/wiki/Directory_(file_systems)
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- IREREBREXGRFNR, BRENFHR /7, FEIEER root HFHERER “/root” JBET,

- BNERBE-NEF, EFNESEEFEERT /7 MIMIFS, RERBMH. EMEFRE /7 (BF “®
4" % “RER") HEETERESS.

c BOAXHERERERBEE-—NEREXHR, BWXMAGR, HiZE, RINFLLHUNEINEFRAMEAERNE X,
X=AARNERRE X,

- FIEM2REXHRU “/" BRAE, #EESMERIXXGEZEE— /7, 81 Y/ BRRIEBR, &
by “/" AFRREENFER. BEZARENALD, BLMRXHNEH, XLETESSARR. ATEXD
LREXERIERFIF: “/usr/share/keytables/us.map.gz”, FiZ, AIMBIEENESR “us.map.gz” &
e R X2,

- RERERSHN, HIE “/etc/” M “/usr/”, FEFERMRRS HESHFTER, M “/etc/init.d/” Fl
“/usr/local/”, XEEGRIM “BRM", RAIMUE—MERTARERAM /" TIBMHEREIHE (—4X
) MERN—RBE. FEREAKCERN, RIRERE— M EAMEERBRN “RE" WH— 1 H, X
AENERER (“/7): BILFERERER, #A—SBEERT —AXHTENES, haENBENLti
Hfﬂé}hﬂﬁ?ﬁ%}}\ffﬁﬁi REZEIREER “. /" BARER. EAREHERTFEMAUE RN, UHE
IBLEH,

CHF-AMBRE RBRE-ABENERBEERNMNMAMSS. XREFREL, CP/M,OpenVMS,MS-

DOS,AmigaOSs, A MY Windows, XERFHFAE—NMREFER T —MRERBF, twrc:\, (REWLL, B8
ZFRBEREEFEES A TYRREFEREENXEGRAN—E59. SEE 122 11, )

EE

SRR UEXH BT EREENFRENENS, EREXLMEATIHMR— M ER. RFBRER—LES
LITEMESBREHREXNNF®, LU, SRS, T/, MEENSHFE {2 () [ 17 "\ /7 >< |
;D HEN % 0 S NRMFEE—NMXDERFHIGRE, (ERIFIEREF AN, EFFMTRIL. REaIUE
NBIAMEZEEAE, X XRIEFHRE, tbiiX¥ LikeThis”. 2B FEM Linux AFEBEFEXE PR E
FRZ=H8.

e
=

X/Nroot” PIREEE SRR BB root” X R BB R (froot) . MiZRIE L T XHMEEHEE.

=z
B

#iq path MIRTESEREX MR, WAJERTHIERNIREZ. BEBREEAXNEREFEET L FRAH.

ITFXHEROBEFMSIEE G R AR RN (?/usr/share/doc/debian-policy/fhs/fhs-2.3.txt.gz”
#0 hier (7). fRRIIZICEU TR —EAREE R A RFE ISR

Hx EE3EEES

/ EEES

/etc/ AR EENEENXH
/var/log/ RBEHEXHF

/home/ FIEIEENAEFRAFER

Table 1.3: EE B RXIVARIIR



https://zh.wikipedia.org/wiki/RT-11
https://zh.wikipedia.org/wiki/CP/M
https://zh.wikipedia.org/wiki/OpenVMS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/AmigaOS
https://zh.wikipedia.org/wiki/Microsoft_Windows
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1.2.2 XHERGIRNREN

ZE2 UNIX RFHIELE, Debian GNU/ Linux B R AREVIERBEFERSENMENEMFERE L, SEG
RENRE, IEHIEFIZEEOLHEBRUA—NWARNEWE “/ dev /7 TH.

B BR. REE (—MANMEFEEZRUENTIE ) 5 Debian GNU/Linux R4 _ERIIIRIR EEE — MU
inodefYEXIELER, 1A T HEXEM, FINABENAF, (FREE ) EBTHNA, Rie—XisniE, FF, M8
REEBRREXGRFEPIBERRKIRT Unix, MK Linux AN BERHAIT TR, HE, EEEXITEN
LIEEEITHHZMERE T AEX M R A HLE,

XANIYIET A AEEREN R —FHREZIFERBAN, BAXATRNBEFNG LTS TENENIREEITE
HERE, EETUNELBIHEEISITHENSRXAEBE ABIBEBRIERZENETHA .

N
NRIEFERFI XA MFYIELAR Z BN N KRR, BEIXANFSEEIT mount(8),

1.2.3 XEHFRFEMR
2 UnixRARISF R AR E X8 =K ZHMBI A,

- MBEXANGAF (u)
« XNXEFEANEMAF (g)
- FTEERIAF (o), EFFRA "R 1 “AEAN"

KR, S NMARRRTF T 5IENE,

« A[iE (r) MRAFFIBEENEXHNIRA.
- 75 (w) NRAFAMBEEIXXERE,
« AT (x) RBRATFFIBEEX M SHM—NE<iE T,

WFEFRRI, BINEMNRTFTFIIENE,

« /i (r) NRAFAEEIIEBERANASR,
- A5 (w) NERAVFATBEERINEMERB R EmAISH,
« ATRIT (x) ERAFFIBEE VIR B RENXHF,

EXE, —MERWTRTRERERNATZE REOSH, FAFRTMOIEEE, FlankNFISXe 8,
Is() BT ERXAFERMRES (F2), HEFHSE -1 &, SHRETINFERTIES.

C XHERE (E-AFR)

. SEHIBERIR (9 N, SASKERN—BRBARS, B, HENIIFER)

- GEEE AR

. XUFEENAPS

- BT ENAER

- UFR (FH) DBMMIKEAN

« XHERBHAFIETIE ( mtime )



https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/File_system_permissions
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tER
=HEX
EES

TS HEE
FHIRETR
RRETS
mREE

EEF

-
L

(n'OO‘O:—'Q.u‘_N}

Table 1.4: “1s -1" HHAE-NFHIIR

- XHHEF

chown(1) AT root M PAECAXAFBIFRBE. chgrp(1) AT XIFRIFTEE K root M IECISFFRERIZE, chmod(1) BT
XHHIFTEEEL root Mk LRSI FNSIHA REVIGIEIINFR, BIF—1 foo XHHIEARIEEMT,

# chown <newowner> foo
# chgrp <newgroup> foo
# chmod [ugoa][+-=][rwxXst][,...] foo

flgn, fReRICARRBBTREE—NERWMIEAF foo A, HHEL4A bar,

# cd /some/location/
# chown -R foo:bar .
# chmod -R ug+rwX,o=rXx .

B =/ NE N REIINPRAL,

« Set-User-ID(SUID) i (s B{ S &#xAFH x)
* Set-Group-ID(SGID) {if (s 3 S &AM x )
o RO (¢3X T BREMAFPHX)

R “1s -1 WLEMMGHEXEFE, WRRXLHH FTEMRITURIRE,

LN HITXHRE Set-User-ID iLiF R 1F— AP BB S/ ID B TX NI HATXE (190 root AF ), ZE{URY,
BRI HITXHHRE T Set-Group-ID LF 21— MNP AT ELERY ID iE1TiE X, (140 root 4 ), HFiXLE
REFTRESHET NG, RECIAFTANREZRINER.

E—NERLEIRE “Set-Group-ID” 1¥TF3E BSD MMt R, FIEEBEREEEIENXHIEETBRAEAE,

BL-ANERRE "R BRIPZERANXERREREE ZHN—TAPRER, A TRP—ANER “/tmp” X
HABARENREHLEAISHER FXHEATNEE, MBERAISNR, ERLEMEBRIREMNTL. N, %
XA UBER I EAAE B RE SR A P BIFRA 2 — M RR R X M.

XER— Bl HXREF,

$ 1s -1 /etc/passwd /etc/shadow /dev/ppp /usr/sbin/exim4

Crw------ T 1 root root 108, 0 Oct 16 20:57 /dev/ppp
-rw-r--r-- 1 root root 2761 Aug 30 10:38 /etc/passwd
-rW-r----- 1 root shadow 1695 Aug 30 10:38 /etc/shadow

-rwsr-xr-x 1 root root 973824 Sep 23 20:04 /usr/sbin/exim4
$ ls -1d /tmp /var/tmp /usr/local /var/mail /usr/src
drwxrwxrwt 14 root root 20480 Oct 16 21:25 /tmp

drwxrwsr-x 10 root staff 4096 Sep 29 22:50 /usr/local



https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
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drwxr-xr-x 10 root root 4096 Oct 11 00:28 /usr/src
drwxrwsr-x 2 root mail 4096 Oct 15 21:40 /var/mail
drwxrwxrwt 3 root root 4096 Oct 16 21:20 /var/tmp

chmod(1) B 5 —MEHERIURMIRSIFNPR, XFHRFRIVER 3 2 4 61/ \iEH] (R 8) B

8F JtER
CE—AEERF Set-User-ID (=4), Set-Group-ID (=2) I #5751 (=1) ZF0
BAEF FFPBIRTE (=4), FI'S (=2) # "IHIT (=1) XPRZF]
B=AEF HENPRRE E
FNERFN Hit AP NPRE £

Table 1.5: chmod(1) & X FNPRAIENFHEN

XITERREZXIPR EAHYER, WRMEE “Is -7 S<HERIRING (2-10), BN Z#HS (KR 2) RRXMG
FUARBR (“-" BRL 0, “rwx” /AL 1), fRRIZFICIEMARFENENRRE 3 TN AR \HFIRR,

IR IGIF

$ touch foo bar

$ chmod u=rw,go=r foo

$ chmod 644 bar

$ 1s -1 foo bar

-rw-r--r-- 1 penguin penguin 0 Oct 16 21:39 bar
-rw-r--r-- 1 penguin penguin 0 Oct 16 21:35 foo

N
MRIRFBETE shell FAARIARE “Is -1" BRHER, MEESFEABXSGS, W test(l), stat(l) F readlink(1),
shell RE®&HS, @ “[7 = “test”, wJEEthERE,

1.2.4 EHRIFFEXAFINR: umask

T+ 2AXBRAF R FA BT XX 432 shell RE &< umask RIPRMEI, S0 dash(1), bash(1), FNEEHS (7).

(XHIPR) = (IBKEIXEFNPR) & ~(umask 1H)

umask 8 I EINR IR B FXINFE J=2F 3
0022 rw-r--r-- - TrWXI -Xr-X NFTERFRIS
0002 “rwW-rw-r-- “rWXTWXTI - X NFrEHe] 5

Table 1.6; umask {8245

Debian 2KIAMERBAFFAALE (UPG ), B —MNAPRNARZHEHEESEIE— UPG, UPG MBRFMEEEN
BFER, IMEFRXAN UPG MNE—m A, BENENEFPEBBEECHFAANEZE, 1B umask iIRER 0002 TBIFE
ZE2T, (EEL Unix TR, IBFFEEERFIRER—MU users FEARIEEE WMIME, EXMIBEAT, BF
ZLEEL umask i85 0022 E—MFEE)

B
BT “umask 002" B A ~/.bashrc X&FTH UPG,
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1.25 —HAFPKNRER (4H)

ATEENRNAR —MSERF, IMNHFEZBIER “sudo vigr” 448 /etc/group AR{ER “sudo vigr
-s” Yw4E /etc/gshadow R RIZAMIR R, MEEFHZEEMER (HETT “exec newgrp” ) ABFAFAIAER
EO

=S
&, REILUEERIM—1T “auth optional pam_group.so” % “/etc/pam.d/common-auth” LAKRECE
“/etc/security/group.conf”, {EEESMNRIFTEMSFMALEE, (BIE 4 &)

£ Debian REH, BHIRERH—MXM, WRMEA—TAFIKFILRIFELIREHIEH, 90 CD-ROM # USB 18
121%, (REEEXAF N AHERERIRL R,

—LEZZNARRRMVARIFEMRANEER root RERIGRIELEAFEMXAHFIRE,

P Bl S FFIR &Ry iR

dialout REREERMBREORO (“/dev/ttys[0-3]7)

dip BIRPARIEO, SIEEIEERIRS IP &

cdrom CD-ROM, DVD+/-RW JXz/128

audio EINRE

video WImE&E

scanner ESE TV

adm AGEIEHE

staff —ERTREELFRIER: /usr/Tocal”, “/home”

Table 1.7: XFXHFiARIMEARFRHAIIZRETIR

BR

REEET dialout EABEERRE TR RS EERMT, FE.BWNR root AFPE"/etc/ppp/peers/”
NEEERCETIEXEEXEE, MATEET dip 4H, FTUBIER%S IP BEEPLZFEENS L,
EEANGSITIEEE pppd(8). pon(l) M poff(1).

RLEZMHARRBIARITFENIIMRANTE root MREITHENGS.

‘H RS
sudo AHEEMNEHIZIT sudo
Lpadmin RiTan LCUKITENFUERIEE RN, Bk, BIRFTENHL

Table 1.8: ZERMHRARUATHERSBITHAIIR

HASIREAPFIAN TR, S0 H base-passwd BIRH#AY“/usr/share/doc/base-passwd/users-and-gro
B, ZRThRARY “AFFIAE”,

BPFPMERZENEIEGS, S0 passwd(5), group(5), shadow(5), newgrp(1l), vipw(8), vigr(8), BAKz pam_group(8),

1.2.6 AfjE) &

GNU/Linux {45 =fhZE R pad (8] &,

=z
EE

ctime NEXHLIEEHT 8],
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ESi] EX (MEE Unix HEX)
mtime X EFECRRTE] (s -1)

ctime XEFRSEREE (s -1c)
atime X HFREMIAOEFIEE (Is - lu)

Table 1.9: B (B)Bf2EHRIF3R

=z
=)

atime 7£ GNU/Linux 4 LR ELERTREFNASE £ Unix BIE X BFRAREL

s BEANGE, BERTZXA4FTER mtime, ctime, 0 atime E 14,
s WEXHMFFBEEHENR, BTSSR ctime 1 atime B4,
« FEASE LR Unix REH, 1EB—MNXEIE LT TR atime B4,

c BN, BT MR atime B ; 7 GNU/Linux R L, ZNEEEEXHRRER “strictatime” S8
FHEA T,

« R GNU/Linux RANXEGRAER relatime” EIEE, F—IRIEXMG, SBMBEIEXHE, BorTiZzXHH
atime B, (M Linux 2.6.30 FFIAHIZRIAIT )

* 1R GNU/Linux REMXHRGEER noatime” FE, MIEF—P XY, RRRTXNHEH atime B,

JED=

ATHEIEBWERZRPEBRA XA RAMIZERNE, i T noatime” f'relatime” XM MEIED, W{E
AT strictatime” £, BIfERRIIIFIZIRIFEFHFEEERN atime BMXMERMSEF, (ER atime B
FRT mbox(5) XA EIRAAE. #187EF mount(8),

& touch(1) B IEREIFIEX HERIRT 8],
SHFATEIR, 1s <Mt FEREIFREBXE (“fFr_FR.UTF-8") 5IBMX (“C”) RE.,

$ LANG=fr_FR.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 oct. 16 21:35 foo
$ LANG=C 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

’R
£E% 925 TAEX “1s -1" @ik,

1.2.7 58
BWMGEIE— AN “foo” HHER—ANREMNHESE “bar”,

- WEHEE
- WOBXHEE R

- “1n foo bar”

« S HEEEN symlink



https://zh.wikipedia.org/wiki/Hard_link
https://zh.wikipedia.org/wiki/Symbolic_link
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- B RFIEE S — MR

- “1ln -s foo bar”

BEATEAR, rmGaLERPEZRHTHCNAMIIER,

$ umask 002

$ echo "0Original Content” > 1 foo

$ 1s -1i foo

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 foo

$ 1n foo bar # TEEEE

$ ln -s foo baz # FSHtE

$ ls -1i foo bar baz

1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 bar

1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> 2 foo
1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 foo

$ rm foo

$ echo "New Content” > 3 foo

$ ls -1i foo bar baz

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 bar

1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> 4 foo
1450183 -rw-rw-r-- 1 penguin penguin 12 Oct 16 21:48 foo

$ cat bar

Original Content

$ cat baz

New Content

BEHER UER - XERAALIE, HHAR—inode S, HIs(1) F “-1" ENERA,

FERHZELIREXERE “ruxrwxrwx” FIXHi5EMRER, W EEGIFAR, SERREBEIARIREREEREEAN MG
HE,

( : ) gy
FRAEREIFEEFIIER, SNUAZER—IMEANNTSHEEREEERMIERE, HSEmMmZEAEAS
A RES BN H R R EZIRAITIRIEIT,

P

EE
BEEANSHHELEREIHEESE, RIEMGE—MIIEHEREE,

7 BREBEINTHRENER, EIEMFEERMEELRMA 2 AR, .7 BREEIRER, BIERVEHER
FEEHEIF B RAVEIZMIEM,

INRARNII Windows iT#E Linux, {RERIFER Unix B L 5EERRT Windows RIEER) “REFFR" B2 4
BRI, BTEREXAHRAAPTIN, NMALEFEIHEXAFRFEXXFZENX S, EREHERIMERL, X
BENRELEMN,

1.2.8 wmBREE (F#HEL)

mREEE—MREE XM, MIERENETXH, ENZ—imdR, FEit, EWMHR FIFO, BIE#HSEH: 1R
NEERIRTREENRESAS —inTLR,

MERW— NG RBEEHITEAERE, BANTEASRELLL, BERSEANGERNEEFHRIZIER, 2EBIRESF
IR BEREAIMRENIE, EEMNANMNAERT, ERFHERE, SREEEMNERE, Gshell BHA9” 1| 2718
EINEE—HE, AT, —BEERTEM, ZMMNERMAIMTVER—Me<iT, EEHR-MAFET, BER
UNIX By — M EER MK LI,



https://zh.wikipedia.org/wiki/Named_pipe
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Zid FIAF

$ cd; mkfifo mypipe

$ echo "hello” >mypipe & # REIE&BIBIT

[1] 8022

$ 1ls -1 mypipe

prw-rw-r-- 1 penguin penguin 0 Oct 16 21:49 mypipe
$ cat mypipe

hello

[1]+ Done echo "hello” >mypipe
$ 1s mypipe

mypipe

$ rm mypipe

1.2.9 EIEF

ERFHZNATHREMNEREMERE, MIBETIRIEAZELE, ERMUTHREE (FIFO) FEAFHIEZEEE
AR ENZEHITEERR, WTFEETF, XEHERAZTEER—MNEET, HAFERR —MRFEMNFHIE,
ERHIEEIEE (IPC) H— 1T a, EENKIGITESBEMNELEEREDENZE, KRENNEHE BEBRNEE
F # UNIX iEEF .,

VN
Bid netstat -an” GLAURAENEERREEZITA THRLEERT,

1.2.10 E&XH

BENHBREZRENYIBRENENLE, NEE. Bf. ERFE B2, BENEEN—IMIFERHA, B
“/dev/console” iR,

IRENFEMAEE,

- SRBE—AFH
- AFRHEFAFEH

- mgeE, S0

- RS

- BIEAMBITAR, H#TU5

- MRS — A

- MRS

RETNESRIGETH, REUXHTEES HMRE, RIS RRETAER0ED, AXESARE, G

UAFSEAE (LRE SRR, LEOl, MRRTIAR XA HS AITEINIRE “/dev/1p0”, EFEHBIAGSREIEE
FIERO “/dev/ttyse”, BR, MRIFXLBEEMINOLTN, BUFTRESSB—IHRRIE, ARSI,

- =z
EE

EHARIFTEIN, R Ip(L).



https://zh.wikipedia.org/wiki/Inter-process_communication
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Unix_domain_socket
https://zh.wikipedia.org/wiki/Device_file
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BT REEIBAEE AT 1s(1) 13, STFATR.

$ ls -1 /dev/sda /dev/sr@ /dev/ttyS0O /dev/zero
brw-rw---T 1 root disk 8, 0O Oct 16 20:57 /dev/sda
brw-rw---T+ 1 root cdrom 11, O Oct 16 21:53 /dev/sro0
crw-rw---T 1 root dialout 4, 64 Oct 16 20:57 /dev/ttyS0
crw-rw-rw- 1 root root 1, 5 Oct 16 20:57 /dev/zero

- 7/dev/sda” EIRESE 8, XiFEFSZE 0, EFJAK disk HEMNAFIEE,

« 7/dev/sr0” EIRESE 11, RIRESZE 0, EFJUHE cdrom #HARAFILE,

- 7/dev/ttySe” IEIRESE 4, XKiIZEFSE 64, EFIUMK dailout BE#ARAFILE,
- 7/dev/zero” MERESRE 1, XKIEESE S5 EFUHEERFIEE,

A Linux REH, E”/dev’ ZTHIXHRAZBENHK udev() HLHIEFE,

1.2.11 HRIREXXH
R — LTRSS 3T,

REXE RE Mg oz H AR
/dev/null 1ZEY RO “NXEEREFER (EOF) ©
/dev/null EA TORE ( — N ERPIBIREFERN )
/dev/zero 1ZEY REP\O TF% (5 ASCII FRIEE 0 A=)

/\ =7 W [G:
/dev/random S ,}ré,)ﬁ,ﬂiﬁmgﬁﬁi BIREI— N EVFR, BENEMR (2
/dev/urandom 1ZEY MEEBE =R RREN E = E 2R B —  NENFRT
/dev/full EA REMEZEH (ENOSPC) Hix

Table 1.10: 455K B XETIFR

XL IR B XA EEH shell IFEEQKRSER (£E% 158 T )

1.2.12 procfs #[ sysfs

procfsKlsystsFI MU RS, SBIMET/proc” FI*/sys” Z &, BAKFHNEELHRBLAFSE. AR,
LR EREMN, MiHTH TR T RIRERRETOHEZI .

B&"/proc” HENEMETMNHRRHET A FER, BRNIFHRBARITAN (PID), BEEMHRELNFR
IR, Wps), FTUNEANEREWREER,

»/proc/sys” ZTHER, B TRAINERELRNZEITEHINED, (REFIUEREIM syscl() L fER, HE
EREMME/E BN /etc/sysctl.conf”, )

HATBRXMFRIARBIXXHE”/proc/keore” B, BERIFEHREE, INMNXGFTFHRUHNBRATERNEERZ, E
HWAXRIAXNZ, ER—NEMNXYE, EERAZRNTE, FTUAARMHIELD EE’JX/J\

»/sys” WTFHBERBE T ARMHIEIESEM, ENNEY, URENZENiERE, ERNBEE THRERELERNZ
BITERSHMEO,

2%E”proc.txt(.gz)”,”sysfs.txt(.gz)”, AR EMIE XA Linux WZXHE (”/usr/share/doc/linux-doc-*/Doc
XLEETHE linux-doc- * IR{EEEIIR I,



https://zh.wikipedia.org/wiki/Procfs
https://zh.wikipedia.org/wiki/Sysfs
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1.2.13 tmpfs

tmpfsR — MBI XHRE, EMXGEFRTFEEINMATR, BN, ITRFIETH mpfs BERTRERRIREIE R
PEIR RS X,

RABNFREAPNER, ”/run” BREFEEP mpfs, XHEFEE"/” HEH A R1E, SHEITUBREAN. EATESXHEHR
H®T HFEME=E), Bt T Filesystem Hierarchy Standar2.3 kR P BBR B RAIE :

« ”/var/run” - ”/run”

« ”/var/lock” - ”/run/1lock”

« ”/dev/shm” - ”/run/shm”

SE7tmpfs. txt(.gz)”, XHEAIF Linux A% (”/usr/share/doc/linux-doc-*/Documentation/filesyster
BRZT, BRHEE linux-doc-* 12{i,

1.3 Midnight Commander (MC)

Midnight Commander (MC) —"* Linux iR HELIRIMETH GNU R” ImEET])” . EAHFIRET -1 X2
AHFNLIRERARLE, XESHTF izANER Unix 552,

{RETRE R ERB TEHM G S RELRFIA N mc ” #Y Midnight Commander €1.

$ sudo apt-get install mc

A mc(1) GRS BB RN G Debian RA, EXREFHZEIAR. BERAAITRAE FERREE —LRNEBHNAR,
- 7/etc” REFBER

«” /var/log” REFBEF

«” /usr/share/doc” REFEHZE

«” /sbin” #1” /bin”

1.3.1 BEX MC

ATHERE MC RIRHRENB RFF cd BIHEE R, HEWEN ~/.bashrc” B&—/ " mc LR EMMZE,

. /usr/lib/mc/mc.sh

EE mc(1) (f£7-P” N E) WEE, NREAEEBIXERMAN, FeIUHEEEXBE)

1.3.2 EziMC
MC =] U #% B EER,
$ mc

MC B RBES TBENXMAHEE, BEIEMEAFREELE]. RFER F1 e UBERIFBRE. RRIFEZL
PREEFNINAE R AT LAER MC,



https://zh.wikipedia.org/wiki/Tmpfs#Linux
https://zh.wikipedia.org/wiki/Virtual_memory
https://zh.wikipedia.org/wiki/Page_cache
https://zh.wikipedia.org/wiki/Paging
https://zh.wikipedia.org/wiki/Filesystem_Hierarchy_Standard
https://zh.wikipedia.org/wiki/Midnight_Commander
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B
FLELLIREEUN gnome-terminal(1), THEEHEAVIREEAL A BB RIBERWMARIRTEFEEL, 7€ gnome-terminal BrJLLE
id"Edit”  "Keyboard Shortcuts” EITi% B R IFXZEHE,

MRIFEEFrFmES0IE, BRHREZEE, BRI -a” B MC s LTI BT R Itb 2L a)#,
MRZHFREERR MC PR EREM, "JASEE 9.4.6 7.

1.3.3 MC XHEIE
HINNFENEREREES TR, B—MEANERRIEEEREN N EE” RIEESUFISEINRES, BT

RE-LMERVRER, TIPHE gpm(8) BITHEHR, (RBR]UEFNHSITERRIFKEE. (E MC BH1TES
FRENEIRIERIRHE — EZIZAE shift #, )

TREER BYEINRE

F1 EExRE

F3 REBXEFEERR

F4 R

F9 BUE FIIRE

F10 1Bt Midnight Commander

Tab A& O]

Insert 8¢ Ctr1-T AT 2 XHERENIREXXHE, elR

Del RS CEE---1RE MC AEZE=MFRER)
P ot BRERE

Table 1.11: MC tREZRYE

1.3.4 MC <1715

- cd BYAEERFHEREFHREE R,

+ Ctrl-Enter orAlt-Enter ¥ X#HE2a<1T. £ cp(l) M mv(1) AR KEITRIE,
« Alt-Tab ERXHRB B ERT.

- BIERIN MC Gs S BHAIEEARER; #Ig1, "mc /etc /root”,

« Esc +n-key - Fn(i.e,Esc+1 - F1,etc.; Esc+0 - F10)

. 55i% Esc RARIRHE ALt —H; BI, HA Esc + c FIRAY ALt-C R—H##1, Esc #Fh meta 82, BRI
ZHM-7,

1.3.5 MC AZERYmiE2E

XITABERERE - TERRNMMAR. # F3 ARERERR, BE F3 ERESHASRERKX, LZI{RATEA
BEREYER, (£ F6 FHEXBINBI SRR T, FS MEEXEHRBISmART. F2 KEFEXH, Flo Bih. 2
AR B NITAF.

MC 4wiE 23 P] MNE U FTEMNEGS HNE,

$ mc -e filename_to_edit
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$ mcedit filename_to_edit

EARZ— M EZENORER, BEREEIEALIHEKAIIEHNNR. EF EAESH, FZAE Al-F <n > Ktk
B umFH{E A File - Insert file” 37 File - Copy to file” RN A,

R ERYw4E 28 ] LA /) B 4w 25 B 1K,

B, FSIEFERAIETE SEDITOR I $VISUAL KRTERmIESEAER, MNRIRARZFER vim(1) 3¢ nano(1) 3K
8, (REFEERE TEMAEIA»~/ . bashrc” K mcedit #HITIRE,

export EDITOR=mcedit
export VISUAL=mcedit

MR ]GRBT EFA vin”,
NRAREER vim(1) H AT, {RETAFERERS ZF R EEER meedit(1) Rit{TITAE,

1.3.6 MC AZREEEE
MC BE— M EEEEENESER, XE—MEXETIERIANIFTE, BEEEMATE/usr/share/doc BERPER
X, XENEAR Linx EEHNSERAR, XNEERTUEDT TGS PHEM— N REZEB,

$ mc -v path/to/filename_to_view

$ mcview path/to/filename_to_view

1.3.7 Bs#iias MC
EXHREMABZE, AEYNERERLEIHNANS (BEE 93.11 ), X MC —MEEHENAE,

Pl X7 [B]Z= B2 A A [z
AT RiT&ss
- :pdE] BEATEERNHTF
html 3 BEEATWITNEES
»* tar.gz” #1”*.deb” X NEEATHABEEETER—F

Table 1.12: MC H 3+ [O] Z= S A A 5

MEXEER[MENAERIEERN, AIEBNXEHRNEBIIRE NPT, £/ chmod(1) il MC X B NE
A 1BIRS,

1.3.8 MC Hfy FTP EHXH R %

MC BETBS{E A FTP BSEYF M50 3 AR BEIKZ FO, AW p” K& FTP EINX 4R 4% username : passwd@hostnan
2N URL, MG Ait B R —HRERTIEE F.

X & FTF”[deb.debian.org/debian]” 3% ¥T Debian A HFLALRLEN,
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1.4 2% Unix T{EIMEETH

B MC ERSFJILREHERISERE, BESMshell RATEAGSITIEBMRIEEEEN, JTUILMREEREE
Unix TEIMER,
141 ZEx shell
{RBT AT chsh(1) EFRIRRIE R shell,
NG mITE X/N | POSIX shell | 1#BR
bash V:835,1:999 | 5776 | Yes Bash: GNU Bourne Again SHell (3% ERIRE)
tcsh V:9, 1:.37 1311 No TENEX C Shell: —4* Berkeley csh FJIZ55 iR A&
dash V:932,1:985 | 218 Yes Debian Almquist Shell, E{K shell FiIZ
zsh V:35, I:71 2208 | Yes 7 shell: B ZEREFRE shell
mksh V:3,T:13 1339 | Yes Korn shell BJ—NRRA
csh V2, I:11 339 No OpenBSD C Shell, Berkeley csh FJ— MR A&
P iy _ T = =
sash V:0, I5 1037 | Yes B ER 2H) Stand-alone shell FFABIRE &
#9”/bin/sh”)
ksh V:3, 1:20 3276 | Yes Korn shell D E 1FFY AT&T FR7A
rc V:0, 1:3 154 No AT&T Plan 9 rc shell FJ—43CH]
Z o A X ~%
posh V:0, 1:0 186 Yes Policy-compliant Ordinary SHell ZREEFR B I Z 1B

shell(pdksh jR4E)

Table 1.13: shell F2F 5T

®R
BIRE POSIX HERKIEE, BMAE shel EEM /T REFELXSE L, THIUARE, BTEERMMIIMIX
(=N

EARZIED, RXEHINH shell 2238 bash.

1.4.2 7ZEfl bash

{RET @ “~/ .bashrc” REH bash(1) 89175,
2id THBIF,

# enable bash-completion
if ! shopt -oq posix; then
if [ -f /usr/share/bash-completion/bash_completion ]; then
. /usr/share/bash-completion/bash_completion
elif [ -f /etc/bash_completion ]; then
. /etc/bash_completion
fi
fi

# CD upon exiting MC
. /usr/1lib/mc/mc.sh

# set CDPATH to a good one
CDPATH=. :/usr/share/doc:~:~/Desktop:~



http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://packages.qa.debian.org/b/bash.html
https://zh.wikipedia.org/zh-cn/Bash
http://packages.debian.org/sid/tcsh
http://qa.debian.org/popcon-graph.php?packages=tcsh
http://packages.qa.debian.org/t/tcsh.html
https://zh.wikipedia.org/wiki/Tcsh
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
https://zh.wikipedia.org/wiki/Almquist_shell
http://packages.debian.org/sid/zsh
http://qa.debian.org/popcon-graph.php?packages=zsh
http://packages.qa.debian.org/z/zsh.html
https://zh.wikipedia.org/wiki/Z_shell
http://packages.debian.org/sid/mksh
http://qa.debian.org/popcon-graph.php?packages=mksh
http://packages.qa.debian.org/m/mksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/csh
http://qa.debian.org/popcon-graph.php?packages=csh
http://packages.qa.debian.org/c/csh.html
https://zh.wikipedia.org/wiki/OpenBSD
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/sash
http://qa.debian.org/popcon-graph.php?packages=sash
http://packages.qa.debian.org/s/sash.html
https://zh.wikipedia.org/wiki/Stand-alone_shell
http://packages.debian.org/sid/ksh
http://qa.debian.org/popcon-graph.php?packages=ksh
http://packages.qa.debian.org/k/ksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/rc
http://qa.debian.org/popcon-graph.php?packages=rc
http://packages.qa.debian.org/r/rc.html
https://zh.wikipedia.org/wiki/Plan_9_from_Bell_Labs
https://zh.wikipedia.org/wiki/Rc
http://packages.debian.org/sid/posh
http://qa.debian.org/popcon-graph.php?packages=posh
http://packages.qa.debian.org/p/posh.html
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export CDPATH

PATH="${PATH+$PATH: }/usr/sbin:/sbin”
# set PATH so it includes user’s private bin if it exists
if [ -d ~/bin ] ; then
PATH="~/bin${PATH+:$PATH}”
fi
export PATH

EDITOR=vim
export EDITOR

®R
fREJCATESR 9 BEFFRISE 9.2.7 THEIEZXT bash KIESIRKIT,

RBR
bash-completion 34 BHEBIL bash #HITHRSH 2.

1.4.3 450KIREE

f£25 UnixBME, BE—EEBRHKEXNNZRE, 1§18, H8H Linnx FHEHES, RBEFAM Ctr1f Alt #9]
MIEETIF, ERBJ/I/MERICENZKRE,

REEHE iR

Ctrl-u WERErRZTENFR

Ctrl-H MR R A — =T

Ctrl-D ZIFA (WIRIREEH shell, NEH shell )
Ctrl-C BT N FEEBETHER

Ctrl-z B EERREEEXEEER

Ctri-S [EN=E

Ctri-Q %) & e

Ctrl-Alt-Del S2/XA %%, S inittab(5)
Left-Alt-key (8K wWindows-key) Emacs F1AE{ UI B97cHE ( meta-key )
Up-arrow FFIATE bash FRIGRSAEEER

Ctrl-R FFIEE bash FRIBEGSHEER

Tab 7£ bash FZ1THHEXHR

Ctrl-VTab 7£ bash 2 1THEHEE Tab MARHITHE

Table 1.14: bash BYIZ R4 E YR

BR
Ctrl-S WI&LIRINEER] BEM stty(1) 22,

1.4.4 Unix ZERRYERIRIEME

Unix ZRRMEARRFET 3 BIIBIAR A,

AEMNREEAR LOPRIRE, WINWRBPEE, HaIURIMPERER, 72 REMRANBELT, FANEELRE
MERMES TRPER, R THE Linxk FREGIGERRR, (REEIC gpm(8) fFABETHFiHE (daemon ) BT,
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BRIF i)

EEFoER B S HIEEIAEIR
BEER R

BEAE EREAREF I EHTATR
BEAE FEMEES IR I AF EIEARAE

Table 1.15: Unix ¥R BRAIRMRIETIR

1.45 HTIEF

less(1) LB —MERBRIRIDTIIEF (XHARATEERRE ), ERBEENGSSHEMER L RKIZAXYE, £H

less ML EEMMMEMREZHEBTURE “h", ERINEELE more(1) FELEFE, BIEEMAMF LT eval
$(lesspipe)”s’eval $(lessfile)” ERINAELEELZFEMBARIEFMIESE/usr/share/doc/ less/LESSOPEN”,
”-R” IR F] ASLE R G R F 5 HE FT A /S B ANSI B3 X551, 1FRIESE less(1),

1.4.6 NXAYwigzs

TE(EFAZE Unix RAATFER, SFEMTFVim 3K EmacskI TR, {RMZAEBEEA—1,

HKiIAAIBFER Vin L2 —NEAENERE, ER Linu/Unix RAE —MREBMT T Vi w888, CRLRVIN vi
AR ERE) nvi XX T EEFBREN, EHE vin BiRHT F1 R, EREXTEFENINEERK, FTUIHER
Vim MAREEHRHHN—LTH, )

{RiR{RA 2R Emacs M2 A XEmacs fEA{RIVmIERE, EXERBIFRIERE, TEHRAERZNRK, Emacs ERHRZH
<, BENFSIE, BREER, BHEEFESES. SRSHEANEFNRER, BRI S TIFRIR
WRIFIME S, IEEREMER, —EAEZRFAN Link RAEREFELEHFHE Emacs, £ T2 #HKF>) Emacs
AR EERTFR TESE, ELRZIHERFZ S)EMA Emacs RHEREZER GNU Emacs 2EF i,

EXBENAPREXEREFHRE—RIE, BMA vin” ] F1 #F#FIUE6) Vim, BIMRREIFHEIE— T RIE 35 17,
BENRAREN” | tutor |” 4% Ctr -] B A BRIE LIS,

R

FFHIGREERE, & Vim 0 Emacs, FIMAALIE UTF-8 REEAEARBERANXE, BNMBNMRE X MR TER
UTF-8 frid, HLZRERWEFNFAR, FERBEITERMIT X IMERNREIEERN, XTSFIXEATUERS
EXHE,

1.4.7 IRBEEIAXAKRYRIEEE
Debian BiF 2 REMNGRIEE, HAITRINGE FEIZAN vim R,

Debian i@id &< “/usr/bin/editor” R#t T RAMKIARIBRIWA A0, EULLHETRER (HI40 reportbug(1) ) 7]
NRAE, Fe]Ed FIsG<EE,

$ sudo update-alternatives --config editor

SFHF, HBIER “/usr/bin/vim.basic” K& “/usr/bin/vim.tiny”, EAEZHEAER.

N
UEZIEFERMETE “SEDITOR” 3§ “SVISUAL” RREFAINRmIERS (S5 1.3.5 THE 9.3.11 TH),
F Debian R4 —EMEE, EAMHIZEER] “/usr/bin/editor”, (EAE L, “$EDITOR” & “ed”, “$VISUAL”

IEE “Vi”o )
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1.4.8 7EHl vim

{RETABIE “~/ . vimre” RESI vim(1) 91T 50,
28 TAUHF

" Local configuration

4

set nocompatible
set nopaste
set pastetoggle=<f2>
syn on
if $USER == "root”
set nomodeline

set noswapfile
else

set modeline

set swapfile
endif
" filler to avoid the line above being recognized as a modeline
" filler
7 filler

1.4.9 1iE3% shell ;&

shell S SHHILBRIGERNE THERE, HogSRELEZBEEREIE, 15 shel FMEREXGEFERLDMER AR
BHWEE, HEPIITEMNRAAERESH, IMIERERYARATLH,

1B3% shell ;ERRIEARTTIERTE script(1) FiE{T shell,

=X T 7 fIF

$ script
Script started, file is typescript

£ script T{EREST shell <,
% Ctrl-D3KRWE script,

$ vim typescript

1.4.10 EAH Unix &%

IEFARFESIEARR Unix 9, EXE, HEMNRE—MEX LM “UNIX", ] UNIX ZEAABEHRUSNG
a3, Debian RFWMAGIIN, MRE—LHSTNRIFERIIFEER, BAZED, MR shell MEATHIR, HIMN
MsLIHERNE, XEFFHABREZAXMAFRRIT.

IVERIE AP IKSRER TGS,

==
=)

Unix B—MREI, B “.7 FRBXERERRE, El—MRAEa TEEESMAFPERINXG,
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e 15 BH

pwd EREr/ITEERDBEMR

whoami ERIREFRA

id ERSaAFPHBH, (B, uid, gid FIFEXHE)

file <foo>

ER "<foo>" XHRIXHEEL

type -p <commandname>

B “<commandname>" GSHINXEAAIE

which <commandname>

[EE

type <commandname>

B~ “<commandname>" P HIEEEE

apropos <key-word>

BHRE “<key-word>" BXH&GS

man -k <key-word>

L

whatis <commandname>

B—1TEEFE “<commandname>" &%

man -a <commandname>

B “<commandname>" #HEHEIEERE (Unix X&)

info <commandname>

ER “<commandname>" @SHEIG KR (GNU X&)

Ts ERERAR (AEEU. aSHERXEFNER)

Ts -a EREXRART (BEFMEXHNER)

Ts -A ERERAT (BE/LEMBXHEMER, Ry “..7 M ".7)
Ts -1la ERBHRERAT, AESFHENER

Ts -Tlai ETRENERATE, FE2 inode FIMFMANEE

Ts -d ERSaEXFHFRBER

tree FEEMRAEERERERAST

1lsof <foo>

B TFFIFIREHI A <Foo>”

lsof -p <pid>

SRR EHZI T AR "<pid>”

mkdir <foo>

AIRERFPEUFFHER "<foo>"

rmdir <foo>

BFRSRIERFH) "<foo>" BR

cd <foo> RIIERIE R o=  $CDPATH” Ry “<foo>" Hx
cd / k2R E R

cd I ERNEIENEISES

cd /<foo> INREIEITER1Z R “/<foo>” FIER

cd .. R E—RE=

cd ~<foo> IRZIAPF "<foo>" HIZRE =X

cd - IE I PATEFIEE S

</etc/motd pager

FERFKINN D TIIERKRETR “/etc/motd” AR

touch <junkfile>

B —1EXHF "<junkfile>”

cp <foo> <bar>

BF—1TIEXHE "<foo>" ERIEI—1THXHE "<bar>"

rm <junkfile>

MRS “<junkfile>”

mv <foo> <bar>

B— BN "<foo>" EaBH "<bar>" (“<bar>" U7
R )

mv <foo> <bar>

B— 1 EXHE “<foo>" BohZIFHIMIE
“<bar>/<foo>" (WMIFTE “<bar>" Bx)

mv <foo> <bar>/<baz>

B— N MEXHE “<foo>” HHMNEFEGREN
“<bar>/<baz>" (WREFE “bar” BR, BRFE
“bar>/<baz> X&)

chmod 600 <foo>

EEMALTEZEZEMEXH “<foo>" (FEMBABEENTZ
%)

chmod 644 <foo>

FEMANHEXHE “<foo>" F[XEARAE (FEHMBAEL
ERITIZSUT )

chmod 755 <foo>

EEMAXN “<foo>" ANEMARE (FEMBAEBERITEX
)

find . -name <pattern>

fEH shell “<pattern>” ERMLENXHERE (RERE)

locate -d . <pattern>

88 shell “<pattern>” BERMENXHFRE CRERR, FATE
HA4E RV IR )

grep -e "<pattern>" *.html

EISFEE TN “.html” ZENAEXXER, EHTE
“<pattern>” HINHHER

top

ERERHERR, BA "q° BH

ps aux | pager

ERFBEAETIERENER (BSD i)

ps -ef | pager

ERFIBIERETHFEFERNER (Unix system-V X&)

ps aux | grep -e "[e]xim4*"”

BRI BIELE(T “exim” # “eximd” BEE

ps axf | pager

ErRBEEGTHFERERNEE (ASCI X )

kill <1234>

RIEID J "<1234>" H9EHFE

qgzip <foo>
~J T

{8EF Lempel-Ziv % REA " =483

gunzip <foo>.gz

4% “<f00>.gZ” ﬁg,:_tﬁ‘j “<f00>"

bzip2 <foo>

f&F Burrows-Wheeter SRHER £ 48 BLZF] Huffman Zehd i
“<foo>" E4EH “<foo>.bz2" ([EHEMELL gzip B )

—_————
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R
¥+ cd @<, S0 builtins(7),

EE
EHAH Debian RAMIKINANDTIIEF R more(l), ELEFERRD, BiTH<L “apt-get install less” &%
less REBE, less(l) B AEINNA TR, BEINIEL 7 E#EER,

ES=

"[7F07] EIEENRIAX"ps aux | grep -e "[e]ximd*" &<, TILE SR grep EERTHIREBD, E
MFBAX P4 BEREHFERF A", XHEFILIE grep BEHE" exim” hkE"eximd”, B sJUNRAFHESR
MILEMENRARNF, ERENNEXEARA—HM, SRiFHETRIENRIAXTUSE grep(l),

BRI, BERLANGSRERERARRRAL. NRFEEAEXEGGHSWEIEA, B3YUEIEFMR,
I FAGF

man man
man bash

man builtins
man grep

man 1s

BB PH

FMOIXAERTREIEABSMEUSIR, EAENESBBEIEERE, LERLERER. EEERANPLEFMH. B2, —BIR3
RTE, RRMEENWESE.

HER, 133 Unix a5 (BEL33RE GNU I BSD #Y) #rIARREEMFEEER, (ReICAMERTIMEHR -7
AREBE (BRAHEMSHEAIR),

$ <commandname> --help
$ <commandname> -h

1.5 & shell &<

HZE, {RYUNMEIER Debian RABRE LRI T, LFHAIERAT ## Debian RANGSMITIE, EXE, HiE
FEFM—RAVIHEE, FBERRAAEIES I bash(1),

— A& < B FAVA LR,

1. iRETEE (Flik)

2. YR

3. B8 (Flik)

4. BEM (FlE: >,>>, <, <<FEF)

5. EHIRIE (FIiE: &&, ||, <#ITF>,;.&,(,))

a
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1.5.1 HSRITHNMNESS

EIMET EMERNT IS Unix asSHIITH,
T EMENAER PAM %%?ﬂﬁ"‘{t, Bt im e N R E IR E,

- ERETEEE (FI0 gdm3 ) EEHITEIMETE,
« Shell A BHESEE”~/ .bash_profile” #1”~/.bashrc” FHIMETE,
152 “SLANG” TE

“SLANG” LEMFTEAIESIMNRER 3 8B 4EM: “xx_YY.Zz2277,

BSIEE 1B

XX ISO 639 1B/ (/NE) flgn ™

YY 1SO 3166 EZXHE ( XE ) a0 “Us”
272727 ey, SREIREN "UTF-8”

Table 1.17: FBEHME{ER 3 NERS

MFESRBMERAB, S0 “info gettext” FREMEXHEIA,

3 F I Debian RARHIRED, RNIZERZIRES UTF-8, FRIERE BBHVBEHIME RANRH B5 5118 AL R
IR

WFESWEERENAT, 2% 84 15,

/EEE'
“LANG=en_US" BZRE “LANG=C” B RZ “LANG=en_US.UTF-8", EE “LANG=en_US.IS0-8859-1" (&N
% 841 1)

BSINEERE 1BE (X))
en_US.UTF-8 xi& (XH)
en_GB.UTF-8 I ( AATIE)
fr_FR.UTF-8 ,£1=. GEHED)
de_DE.UTF-8 =iE (BE)

it _IT.UTF-8 BAANE (BXF)
es_ES.UTF-8 BIIciE (AT )
ca_ES.UTF-8 INZRMEE (BT )
sv_SE.UTF-8 InBEiE (ImEL )
pt_BR.UTF-8 BEgiE (BA)
ru_RU.UTF-8 BiE (BE)
zh_CN.UTF-8 XiE (FEARENE)
zh_TW.UTF-8 XiE (FEBE)
ja_JP.UTF-8 HiE (HAE)
ko_KR.UTF-8 BB (FBE)
vi_VN.UTF-8 WEiE ()

Table 1.18: iEEMMEIEEFIIR
fS£F shell a5 1THZIMFHIT T 5 BB A A
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$ date

Sun Jun 3 10:27:39 CST 2007

$ LANG=fr_FR.UTF-8 date

dimanche 3 juin 2007, 10:27:33 (UTC+0800)

X8, date(l) BFERITERT SIMETE “$SLANG” REHIE,

« B—AEE, “SLANG” iREBE R REMEINBESIME[E “en_US.UTF-8",
« BZANEE, “SLANG” iREJiAI1BM) UTF-8 1IBSIME(E “fr_FR.UTF-87,

ARSNGB LSERTRIFLBEMEEXIMERE, WTFLENFF, HREATERNTHAR,

$ LANG=fr_FR.UTF-8
$ date
dimanche 3 juin 2007, 10:27:33 (UTC+0900)

IERFAERIN, sr<MiatIMETENTM, FEFENRFERL, MRMFEIMIMEEE A FHERPRY
REDE (FIA0HATT shell HIASEY), RFZEATEHNGESSH (export) €,

$ export LANG

IR
FEERAFENRES & LIRRAHE, iT LE'SLANG” BESHKEEIMETEEET exported FNEE, NREZNMA
export HREIFM, XNATEERNZE E&?E’JWU?

BR
EBRX—/ BUG IEMEHE, NRERMNRIEXRIBIVIME, TE°LANG=en_US.UTF-8" IME TG SHITEITMIRE

SR,

B LAEIT A5 % locale(5) F locale(7) SREB"SLANG” REXMIMELE,

><— fﬂlﬂ

EE
BB AT R SLANG' KEE R4S TE, REHETKEMBERATAA sLC_» AANEE,

1.5.3 "$PATH” TE

H{RTE Shell B A G LHIAIR, Shell RE"SPATH” TEMESHBERIIREFITIEER, "SPATH” TEREWRAE
Shell K2 RER1Z,

FEZXIABY Debian TEITTEH, FH{ERMAFPIKSH”SPATH? IMET E0]feAREIE”/sbin” F1”/usr/sbin” B&, fl
i, ifconfig AL MEEIBTETEBMIRIZ”/sbin/ifconfig”, (M, ip HLRERE"/bin” BRT)

B]BATE Bash BlAX 47~/ .bash_profile” z¢”~/.bashrc” FIXEL $PATH” INELEM(E,
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”$SHOME” TEME EFGITIMNG

7/ MEHTERTHRER (SFIPHE)

/root root FH PR Shell TR 7
/home/<normal_user> E @R PR Shell ITHITER
/home/<normal_user> EEAF GUI RERE TR
/home/<normal_user> FA root AP IXPREHITIZERF "sudo program”
/root F root HFPMXBEHITFEF"sudo -H program”

Table 1.19; ”$HOME” TLE(HFIER

1.5.4 "$SHOME” T =

REGSHERAPERPHEFRTRFEENEE, ARBIEENATRAZEHWRITA, BFBEREF A”$HOME”

TEREE.

BR
Shell 'B"~/" hEANEBIB P EHEHXR, U 2 $HOME/", Shell ¥ B"~foo/” J foo BB X, thEh
2"/home/fo0/",

$ date

Mon Oct 27 23:02:09 CET 2003

$ date -R

Mon, 27 Oct 2003 23:02:40 +0100

XEBEMEGRSSE”-R” T date(1) A3 S #IH o RFC2822 1R HERF A&,

1.5.6 Shell BREEF

SEAXMBERMIEGSHEBNRITMATERNMA, BXXERT R glob, (BRMER#M ) BECH), BALER
M EXFIEHIFER.

shell glob 123 UL fic /9 0 i

* AR AL ER (BR)

* 7.7 LB R (BR)

? BTN

[..] B EERSHNERF AR CAE ARl =T

[a-Z] *a” B"z” ZRINEE— N F el CME AT

[A] BRTESERESTNERFNT (7 1A 27K, HEFFEAIM
fE ST

Table 1.20: Shell glob &z,

Zid FIAF
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mkdir junk; cd junk; touch 1.txt 2.txt 3.c 4.h .5.txt ..6.txt
echo *.txt

LIXt 2. txt

echo *

.txt 2.txt 3.c 4.h

echo *.[hc]

.C 4.h

echo .*

.5.txt ..6.txt
$ echo .*[N.]*
.5.txt ..6.txt
$ echo [A1-3]1*

4.h
$cd ..; rm -rf junk

- B WEBER AR B8

£ glob(7),

iR
5 shel BAMXERLEARARE, FEA” -name "X find (1), H shell BX” * 7, TEEL” . " FEAHX
42, (FPOSIX )

R
BASH BJLAEA RN ERY shopt #EINEN” dotglob ”, ” noglob ”,” nocaseglob ”,” nullglob ”,” extglob ”
EHLBFITH, A bash (1) EFIFAIRAA,

BOGOHSERMENRHRS (ZRE: “$?7) fFAREIE.

an THNE HRTS HFIREME iR EME
success zero, 0 TRUE
error non-zero, -1 FALSE
Table 1.21: S HIRHNEE

=it FofIF,

$[1=11]; echo $?

(]

$[1=217],; echo $?

1
R

B/FE, success 183 TRUE, 0 (zero) MREME, XIBEAREM, FEEXER T,
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w2 EIAE L)
command & 7£F shell IfE& FH1T command
ST F /_\\ 7y I F ,—\\ 7y
commandl | command2 ﬁi{_@ﬁiﬂ commandl FUFRERIEE S command2 FUFRERIA
(FHITHIT)
B EE T commandl BYFR & HFNFRETRI=IE R command2 B
commandl 2>&1 | command2 WA (FETRIT)
commandl ; command?2 EIFH1T commandl #1 command2

1T commandl; WXL, FFHIT command2 (WX
commandl #1 command2 #HITALIN T, IR[O] success )
1T commandl; WMEARII, HIAFHIT command2 ( A1

commandl && command?2

commandl || command2 commandl % command2 #{TRLLI, IR[E] success )
command > foo & command FIFRERIEEEQEIXHE foo (BE)
command 2> foo ¥ command BFRERREEQZIXHE foo (B= )
command >> foo ¥ command BfmEREETEBZIXHF foo (FFAN)
command 2>> foo & command PIfMERIREE @EIXHE foo (FFAD)
command > foo 2>&1 & command BinER B INERREE@ZIXHEF foo
command < foo & command FIFRERAZEQZIXHE foo

& command FIfRERAETEQZ FTENG ST, BB
“delimiter” ( here document )

& command BIfMERMAEZE @R FTENGS1T, B2HEE
“delimiter” (here document, &< 1THFKMIBIRTSHZREE)

command << delimiter

command <<- delimiter

Table 1.22: Shell a5 % & IL A%

1.5.8 HEM|AFELH shell EEE
UHATLHICETE shell HLEPABLITMEMRNH L IE,

Debian RAR— N ZSESBHRIERR. FEEESZILAFEBE— shell FHITSNERF. FEEFHENTIED K shell
HIREHS: jobs, fg. bg 1 kill, iEFiE bash(1) FMIZET: “SIGNALS”, “JOB CONTROL” #1 “builtins(1)”,

I FIGIF

$ </etc/motd pager

$ pager </etc/motd

$ pager /etc/motd

$ cat /etc/motd | pager

RE 44 shell EEANFIFEHREREENER, BRE—IMIFELEXMIZIT TN cat HLIRETHIR.
shell SEVFRER exec BT EE— MR RITHAX M.

$ echo Hello >foo

$ exec 3<foo 4>bar # ITFH

$ cat <&3 >&4 # IVERAEE@R 3, MERHETEEE 4
$ exec 3<&- 4>&- # KA

$ cat bar

Hello

FIRE RIS AR T 0-2,
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1%& L)z} IR
stdin FrERIA 0
stdout FroEm 1
stderr FERRIR 2

Table 1.23: FUE X BIS {4 1R 5

RE]AALZ B ERMGSIRE— 1R,
I FIGIF

$ alias la='1s -la’

mE, “1la”  “Is -al” MWEISER, FRESUKIIREZXIIEFRAEHNXGE.
{ReJLAEA alias RFIHEFAEMFIR (2 bash(1) Y “SHELL BUILTIN COMMANDS” ),

$ alias

alias la='1s -la’

{REJLAER type RBIAGLHERIEZTER (S0 bash(1) Y “SHELL BUILTIN COMMANDS” ),
=R T IfIF

$ type 1s

1s is hashed (/bin/1s)
$ type la

la is aliased to 1ls -la
$ type echo

echo is a shell builtin
$ type file

file is /usr/bin/file

Ls ERIARMBERL, M “file” 8%\, EIt “1s” #51E% “hashed” (#RAMRFER ), B shell H—MAEHIICRA
RiIREFE] “1s” FrbRIfIE.,

RBR
S0E 9.2.7 T,

1.6 3£ Unix B A4ALIE

E2E Unix WTEMER, XALGEREIERAEEEMMNINEXAGIET BTN, XS —MEER Unix I,

1.6.1 Unix XA&TEH

XBEH—LEEE Unix RAFERERIMINEXELETA,
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- RBEEAEMNRAN:

- cat(l) EEXGHE L LIBHIAR,

- tac() EBEXHFH R EHE L,

- cut(1) EERITHI—ZH FHHEH,

— head(1) i X A48V FF k.

- tail(1) WX EFHRE,

— sort(1) W XA EFRITHITHER.

- uniq(1) NEHERRIX & BIRERNTT,
- (1) FIR MR T,

— diff(1) ¥ HRITTEHITIIEE,

- {EREMAVIENRIAT (BRE ):

— grep(1) ILES# & pattern BRI A,

- ed(1) B—MNRIBRITRIERS.

- sed(1) @ — MR YmiEES.

- vim(l) R— MNEFRHIER.

- emacs(l) B—NERmESR. (BLY B BRE )

- ERYT REIENRAN (ERE )

— egrep(1) LECHRE Z 4 pattern FIS A,

— awk(1) HITE BRI AL,

— tcl(3tcl) FTBABHTERAE BRI ALIE: S0 re_syntax(3) , ZE 5 tk(3tk) —#2{ER,

— perl(1) FJBAEITIREMRABIF RIS ALIE, S perlre(1) .

- pcregrep REEHE peregrep(1) BJ LAILEZ# 2 Perl #*BIEMFTIATN ( PCRE ) RINHINA,

- #A re iR python(1) B A TAERMFBB R X AR IE, S 01 /usr/share/doc/python/htm1l/index.html”,

MRBAPERXLHSAREMT 4, BEA “man command” RECEERERIE,

EE
HEFBIRFRFAIRA A EEEUR TESIMNE, RMFEERB — N SHERITH, sINESS ZRI{ER “LANG=C”
L CEESMEREB UTF-8 (£01% 152 THHIZE 84 1),

EE
Perl IEMZRIATL (perlre(1) ). Perl REIEMFTRIATN (PCRE) #l Python B re fRIREHBIIENRIAR S —HZAY
ERE MLt 2 TIFZ 8RN E,

1.6.2 EMFRIAL

ENRAXEREFSALIETER, BN shell BB, EEMEZRFERAK,
ENFRANHAZRLENEDN, ERAXEFHTFEFMAME,
TFHFXNBFERASXNFN. elBEmMEENAN, BRE fl ERE , EAMMEUAT LA XATE,

emacs FHYENRANEA LR BRE E2H ERE FRITTFF “+" # “27, Elt, 7£ emacs HUEME[ER “\” %K
#XEfl

grep(1) FIBAMEREMNRANRFAITXARIER,
Zid T IAF



https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
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BRE ERE EMFRANI AR
N[ TASF N\ . [ITAs$F BRANTER
AYAYESYEYEYEY BRE B “\7 BXITFM

+?2 () {1} | ERE BBHAREE “"\" BXHMTFR
c c MEFETFS ¢
\c \c ME— " FEEX EHNFR “c”, BfE

‘c” AERTFH
. . CEEEFN, BRERITH
A A FATEREYH IR

$ $ FRBMERMNE
\< \< BEREPARAE
\> > ERPERAE
[abc..] [abc..] LEE “abc...” FRERES
[Aabc..] [~abc..] LEFRT “abc...” RAFEEFEMN
re r* DEFA SN v
r\+ r+ CE—AHZEAN “r7
r\? r? LEEFENK— 7
ri\|r2 ri|r2 CEE—4 “r1” 8 “r2”
TE— “r1” = "r2 5, FERESRH
\(r1\|r2\) (rijr2) BIENEiAT

Table 1.24: BRE 1 ERE AT FERF

$ egrep ’'GNU.*LICENSE|Yoyodyne’ /usr/share/common-licenses/GPL

GNU GENERAL PUBLIC LICENSE

GNU GENERAL PUBLIC LICENSE

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

N
S0 9.2.7 T,

1.6.3 EmKRAR

WFEHRTRAN, —EFHERANS X,

BERRiA BERRIADNERIIXE
& EMFREXFEER AR (£ emacs FEA\& )
\n Al n MESHENREARLENAT (" ZBF)

Table 1.25: FaRAR

W Perl BIRFAFERRYL, MEMA “$&” MIF “&”, MEA “sn” MIE “n”,
Zid T IBF

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]1*\(.*\)$/==/"
zzz=labc2efg3hij4=

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]1*\(.*\)$/\2===\1/"
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zzzefg3hij4===1abc

$ echo zzzilabc2efg3hij4 | \

perl -pe 's/(1[a-z]*)[0-9]*(.*)$/$2===%1/"

zzzefg3hij4===1abc

$ echo zzzilabc2efg3hij4 | \

perl -pe ’s/(1[a-z]*)[0-9]*(.*)$/=%&=/"

zzz=1labc2efg3hij4=

BERXLERE S EMNRANRI, URXERLENXAERRNTREPZMFIHE R,
IXLEIF M RIATAE — Lo dmiE 28 71 th P] A SR T EARFI B R S A,

7E shell SLITITRIIRAMT “\” AEJLHR MRITTE (FFRZEN), BB IE T —1701TE,

BEEAARRFMRE S XL

1.6.4 ENREANEZEHR

ed(1) L RJLATE “file” FISFFERY “FROM_REGEX” Ei&Ry “TO_TEXT”,

$ ed file <<EOF
, S/FROM_REGEX/TO_TEXT/g
w

q
EOF

sed(1) AL RIUAE “file” HIEFTER “FROM_REGEX” Ei#py “TO_TEXT”,

$ sed -i -e 's/FROM_REGEX/TO_TEXT/g’ file

vim(1) 8L P AEIL(FEF ex(1) S 7E “file” HIEFFBR “FROM_REGEX” &i#&pl “TO_TEXT”,

$ vim "+%s/FROM_REGEX/TO_TEXT/gc’ ’"+w’ '+q’ file

N
LmE# “c” SR UBRES X E RN A TRERHIA,

ZAXH (“file1”, “file2” F1 “filed”) FIPAER vim(1) 8% perl(1) iBid IEMRA X 1T LMURILIE,

$ vim "+argdo %s/FROM_REGEX/TO_TEXT/ge|update’ ’'+q’ filel file2 file3

BR
FER “e” IRERITHLE “No match” 1R PBEFE R,

$ perl -i -p -e "s/FROM_REGEX/TO_TEXT/g;’ filel file2 file3

£ perl()) flFH, ”-1” RES— M ERXMHNEREARE, -p” ERAEIABELENX M.
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PN

FEASH “-1i.bak” K& “-17, SIUEXHSEBEARM “.bak” BREF. MWFEXMNEGR, XESNBRFRES
"5E2.

JES=}

ed(1) #1 vim(1) {8 BRE ; perl(1) {€F ERE,

1.6.5 MNXANFRIRIGHIZENEIE

TEE-IXAXH “DPL”, EEEHE 2004 FLAHT Debian IBHIMSERFMELBE, HIUTIESP

Mo

Ian Murdock  August 1993
Bruce Perens April 1996
Ian Jackson January 1998
Wichert Akkerman January 1999
Ben Collins April 2001
Bdale Garbee April 2002
Martin Michlmayr March 2003
‘R

£ “Debian &52" SREXEHAY Debian NSMERH L.

Awk ZE AR RYRY S IR ENEUE.
IR IGIF

$ awk '{ print $3 }’ <DPL
August

April

January

January

April

April

March

$ awk ' ($1=="Ian”) { print }’ <DPL
Ian Murdock  August 1993
Ian Jackson January 1998

# month started

# DPL called Ian

$ awk ' ($2=="Perens”) { print $3,%4 }’ <DPL # When Perens started

April 1996

Shell (530 Bash ) the] BARSRS A4,
I FIGIF

$ while read first last month year; do

echo $month
done <DPL
. BN AWK Ry — i



https://www.debian.org/doc/manuals/project-history/
https://www.debian.org/doc/manuals/project-history/ch-leaders
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WEH< read EA “$IFS” (ABIFHD IR ) FHFFFRIGITHIRMS B8,
NRIRNE “SIFS” TR “:7, fRETUAMRIFHEGER shell ROHT “/etc/passwd”,

$ oldIFS="$IFS” # save old value
$ IFS=":"’
$ while read user password uid gid rest_of_line; do

if [ "$user” = "bozo” ]; then

echo "$user’s ID is $uid”
fi
done < /etc/passwd

bozo’s ID is 1000
$ IFS="$01dIFS” # restore old value

(WNREA Awk HEIERE, EH “Fs=':'" KIREHHEM. )

IFS thif shell AR B SHT B, SLBRMEAT RUER, IASHIMENSISHES|ISH, 1IFS BEIMER <
EHE >, <tab> F < #RITHF >,

TBIZTE(ER shell BY IFS %15, = shell AN —S R AN EWBAN, SRE-EHFENE,

$ IFS=":," # use ”":" and ”,” as IFS

$ echo IFS=$IFS, IFS="$IFS"” # echo is a Bash builtin

IFS= , IFS=:,

$ date -R # just a command output

Sat, 23 Aug 2003 08:30:15 +0200

$ echo $(date -R) # sub shell --> input to main shell
Sat 23 Aug 2003 08 30 36 +0200

$ unset IFS # reset IFS to the default

$ echo $(date -R)
Sat, 23 Aug 2003 08:30:50 +0200

1.6.6 RATEEWRSHNFEMA

TEHMMAFEREEN 5, TUAM—LEARNES.

A find(1) 0 xargs(1), B1T shell BIAEERBES NG LBINMER, SIARITHEEEZMNES. 20%E 10.1.5 T
% 939 .

S{EH shell XERNEFIAMMBIAHE, BFERE — shell I (BUE 12.1 ).
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WAERER (E—1TREA)

ROBE

find /usr -print

HBE”/usr” THIFREXHE

seq 1 100

ER1F100

xargs -n 1 <command>

EREEIRNE-—TERER, EERTHS

xargs -n 1 echo

ENEETRE, AEREAND, 2RAS1T

xargs echo

ENEETRMMBITEH AT

grep -e <regex_pattern>

MIEBETR, B&F <regex_pattern> BY77, REUHXK

grep -v -e <regex_pattern>

ELEBEIR, "EEF <regex_pattern> BT, REHRK

cut -d: -f3 -

EREEER, A7 PRIFE=JIRIEXR (passwd XHFF. )

awk "{ print $3 }’

CAERREANE=JIRNEX

awk -F'\t’ '{ print $3 }’

TEH ab BRI = FIRENE K

col -bx

WIFREEH, R tab ATHRHE

expand -

PR tab BEISHRHE

sort| unigq

HFANREST

tr 'A-Z2" "a-z'’

BRINFEERRAINEFE

tr -d '\n’ BEiTEER—17

tr -d '\r’ MR TRIZERT

sed "s/N/# /7 EETTaEEN—1# &
sed 's/\.ext//qg’ TFR” . ext”

sed -n -e 2p ERFEZTIT

head -n 2 - EREBIE T

tail -n 2 - ErRmEmIT

Table 1.26: EEaR <L B/ ERIIATIZR
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Chapter 2

Debian {4 B EIE

=z
/EE%

X

BERERNNEERMNSH: stretch,

Debian @ —MNERBEEE, EEY —MWBERRENINREIEZ_HFBHMNEREFL LT
T2 RRIGIRM T HTTP #1 FTP B9 XK 1518 Debian #43€E, the]U{EH CD-ROM/DVD,

Debian MBI EE RS, SEMAESHMN, AILUEAFMNERELRAE—IREN_HEREGBR AL, WE, B 59509
ANETFHF amd64 ZRHIBIEREEL,

Debian MH-BERRAEFENAE, BIFSFIMLERNRIRAFEFNGERARIAR, WE, BMEETFIINXLE,

- apt(8) ATFATEMREXNGIITIRE, BE8RUHBEMNER. BIRFIAL, B Debian Jessie ( Debian 8 ) ¥ F,

« apt-get(8) FA F MBI A Debian G B EE RS, EE apt Aol BANEEER—NEEED (E R FIIB/
Debian 4% ),

+ aptitude(8) EA— M REXNNNAREREE SR RMREEFIERTAIRMGEL,

2.1 Debian G BEIEIVFEIR

211 REBEE
TER Debian RARHBREN—LES,

* Debian EERREERNFIMNELE, HRADENR, RKEBAEERATZATHEMEENILEE.
- BIMMRAERTFEECHEENA, SEAMERFPED debeonf(7) REBBNR A BB RRITIZ,
* Debian AR HEBIRMGBEEMNE, RAEREER —MEEMNFARKL,

- AAEE AT UERREHETAN2EINE, EERANNEXRPSERAMLEETZTEXEAY,

- MRBFDHET —EEFLLREBMRS, FERETEHIXRK,

- BANEERTUBAAEERFNER, XAESNATAREENERRITEIEFERTH.



https://www.debian.org
https://www.debian.org/mirror/
http://deb.debian.org/debian/
https://www.debian.org/CD/
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EESD) ATE KAV | AR
B EE T HE (APT), dpkg FUBlTIR, =Bty "http’. "ftp”
apt V:884,1:999 | 3799 | I “file” BIMYREEIARIA N (BEE apt. apt-get #
apt-cache &%)
aptitude V:117,1:656 | 4217 | aptitude(8) , BT RimPIRENNRHFEERE LE
tasksel V:36,1:973 | 376 Debian &% ENERFTEFNTE (APT BIATIR )

unattended-upgrafgs, .o 1104 | 263 | BT APT MMBHAE, AEPRERLTH

ETREMNRHFEEETE (ZaIMnE, APT WRlRTIEEE

dselect V4, 1:50 2507 BAIES )

dpkg V:946,1:999 | 6744 | FHF Debian G BEEIER S

synaptic V:62, 1:439 7794 | BB EBEEE LE (GNOME BJ APT Rijim )
apt-utils V:407, 1:998 | 1114 APT SEHFEFF: apt-extracttemplates(1) . apt-ftparchive(1) F

apt-sortpkgs(1)

apt-listchanges

V:380, 1:841 | 385 REBEhEERRETR

apt- listbugs V8, I:12 449 FEEIX APT ZRA11H™ER bug
apt-file V:12, 1:80 82 APT RGBERTE—a21TRA

apt-rdepends V:0, I:6 40 BT H IR AR

Table 2.1: Debian 3G B1EE T B3R

2.1.2 EAXREFEEFEIN

<:>%%
AENEANRASEARLRRAE, CTESTHREN R, SBSFERENRAERMR, §

90 ABI 4miX35. FEERRAFIMBRBREGMSESE,

Debian ZAEIERHEIFF N ZRIFEIEITLEEHHY stable IiRAE, FrHY

—IFpsHENE, BER+5 T #E Debian R4, FHEE—LRE,

« 7 “/etc/apt/sources.list” AREES testing T unstable,

B2RE,

ERITE S T IR — 1T RIER

« £ “/etc/apt/sources. list” BARELEFRHER Debian FRSEREEIE Debian FI43EE, 180 Ubuntu ,

« RERE “/etc/apt/preferences”,

* RTRREMBEIEM, AABBTREXFITRAFBEEETRNIIATA.

« NE{FERH “dpkg -i <random_package>" TZE{EFIIRHEEL,

« BARER “dpkg --force-all -i <random_package>" LM E,

- NEMBRSIER “/var/lib/dpkg/” BB,
- REIENRHERZRNWIEFBEZER AN,

- MRFEMIE, HBENILEER “/usr/local” 8% “/opt” H,

L% Debian R+ BIER R AWMV T AR SBIIANREZ M EXEIRWRALIEER.

MRBXRBESHIARS ][/AV™IER Debian RARREIRR, NIZERTIMITIBGIENE.

- REAELZENFG TERGHENREH# TR, MAZM Debian ZREMREE (BELLEH ).

- (RMERRAEEREMENR LN ZEIRE.
— Debian RERKAMREEHTFRIET 4,



http://packages.debian.org/sid/apt
http://qa.debian.org/popcon-graph.php?packages=apt
http://packages.qa.debian.org/a/apt.html
http://packages.debian.org/sid/aptitude
http://qa.debian.org/popcon-graph.php?packages=aptitude
http://packages.qa.debian.org/a/aptitude.html
http://packages.debian.org/sid/tasksel
http://qa.debian.org/popcon-graph.php?packages=tasksel
http://packages.qa.debian.org/t/tasksel.html
http://packages.debian.org/sid/unattended-upgrades
http://qa.debian.org/popcon-graph.php?packages=unattended-upgrades
http://packages.qa.debian.org/u/unattended-upgrades.html
http://packages.debian.org/sid/dselect
http://qa.debian.org/popcon-graph.php?packages=dselect
http://packages.qa.debian.org/d/dselect.html
http://packages.debian.org/sid/dpkg
http://qa.debian.org/popcon-graph.php?packages=dpkg
http://packages.qa.debian.org/d/dpkg.html
http://packages.debian.org/sid/synaptic
http://qa.debian.org/popcon-graph.php?packages=synaptic
http://packages.qa.debian.org/s/synaptic.html
http://packages.debian.org/sid/apt-utils
http://qa.debian.org/popcon-graph.php?packages=apt-utils
http://packages.qa.debian.org/a/apt-utils.html
http://packages.debian.org/sid/apt-listchanges
http://qa.debian.org/popcon-graph.php?packages=apt-listchanges
http://packages.qa.debian.org/a/apt-listchanges.html
http://packages.debian.org/sid/apt-listbugs
http://qa.debian.org/popcon-graph.php?packages=apt-listbugs
http://packages.qa.debian.org/a/apt-listbugs.html
http://packages.debian.org/sid/apt-file
http://qa.debian.org/popcon-graph.php?packages=apt-file
http://packages.qa.debian.org/a/apt-file.html
http://packages.debian.org/sid/apt-rdepends
http://qa.debian.org/popcon-graph.php?packages=apt-rdepends
http://packages.qa.debian.org/a/apt-rdepends.html
https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/Library_(computing)
https://zh.wikipedia.org/wiki/Newbie
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2.1.3 BEHEEE

RERA LEHITTES, BAETS FIRXN XAEMAERBEEA Debian fY testing 5 unstable EFRIFH
NETEENSKEIMENER A, IRENILEMFZITHRRL, BN, HRERHE TR,

VIR
@ WFREFRS RS, BIUERTELZEETH stable Ef, WFRRHITERERNSEHE PC h2EH
Wik, FIENIREERY PC,

RRAFEHE “/etc/apt/sources. list” FRIBEMGLITIRFARIREANEHR: “testing” X “unstable”;
HENRS: “buster” 5 “sid”, XIRFERESHEFARNEE,

M testing 3 unstable BRBE R, ESTR—LEXIE, RE Debian R4H unstable EFFEKXS TR
ERLKREBIEETIZE, B7E Debian Z4EM testing Fl unstable EMREFAE—LREREH, FEENTH—HSE
REGRRY, XWRKIAFTESEREE, GNE, RAIERE - MUANRGB SR ELINEE/L N2,

XBEH—LTE, sTUEIREERIEMM Debian 348 bug FRE,

« BiT4E Debian Z4RI stable EHLERESZ— MK, BIMERFEEBHITEH

- HIfERR CD ETHT BIBER

« BELE apt-listbugs , XAIUEHRZFIHEE Debian Bug IRIRASE (BTS ) RIER

- WIRHBRAGHERIZHES BB T KRR D)

« B — chroot EMBIMERIBRIGITRINASR (BIE 9.10 1)
(MNRETEMBI LML EERIMER— 1, BREIEER&MITER testing 1 unstable EHHESR,
EfEFERTEMIATEE—NA, EAEILTFHEARIIAE R RN APRRE, FibhiAZ] Debian B K5,

2.1.4 Debian #4ZEEETM

IEHAM R R R FPRIAERES Debian 555,

BR
Debian #4EEBEHENTE XS M Debian EXHY, 5 2 E——Debian B2,

Y FEAA) HTTP ifi0], BREE “/etc/apt/sources. list” XEFERTEIBHEIEE, Flul, WE stable =
stretch &%,

deb http://deb.debian.org/debian/ stretch main contrib non-free
deb-src http://deb.debian.org/debian/ stretch main contrib non-free

deb http://security.debian.org/ stretch/updates main contrib
deb-src http://security.debian.org/ stretch/updates main contrib

XEB, BifimTFERANRS “stretch” RRBEHBHR “stable”, LABGET— stable IRAKLFATHIREIN,
“/etc/apt/sources. list” Y& XTE sources list(5) RF{T TR, TER—EES,

- “deb” BIBBITENX T ZHBIRHEEL



https://www.debian.org/Bugs/
https://zh.wikipedia.org/wiki/Bodhi
https://zh.wikipedia.org/wiki/Naraka
https://zh.wikipedia.org/wiki/Karma
https://zh.wikipedia.org/wiki/Nirvana
http://deb.debian.org/debian/
https://www.debian.org/doc/debian-policy/ch-archive
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- “deb-src” MVEBTEX T IRBRMGE,

« B—NSHE Debian HRFERIR URL,

« BIABSRRRITREM: IUEREHRHKS,

« BEAMMZERIZ R Debian BHEREMNBEREEEEEBT,

IRAZH aptitude (ERGEIRMIBEAXIITEHNE ), “deb-src” WITEIU R HMIE (B EX A LRI

W ORFEERE ), XPIUILERRETHENER. URL FJBE “http://", “ftp://" “file://”

N

MRAELRMPIFR, FEAT “sid” K “stretch” , 4 “/etc/apt/sources.list” HH “deb:
http://security.debian.org/ ..” X{TMAFZET., BREERAT “sid” (unstable) MEXLEHHY

HERE,

TN HEEREE X AT{ERAR Debian 55 FiL =AY URL MEH RN SHTIR,

153 & URL EfFB (K5) HH#Y
http://deb.debian.org/debian/ stable (stretch) stable (stretch) release fRZX
http://deb.debian.org/debian/ testing (buster) testing (buster) release iR 4
http://deb.debian.org/debian/ unstable (sid) unstable (sid) release hRZ
. ~ - & IS
http://deb.debian.org/debian/ experimental %i%gr;;n;ntél)p re-release A (PTiE, HiE
http://deb.debian.org/debian/ stable-proposed-updates | HF F—MEEREFIER (FIiE)
http://security.debian.org/ stable/updates FT stable release IRANIEZE2EH (BEE )
http://security.debian.org/ testing/updates E:')F testing release
=z

. . BT stretch FIAOREMEFTIRES. IM BF IR

http://deb.debian.org/debian/ stretch-updates =SS !
RS S B 7

http://deb.debian.org/debian/ stretch-backports fﬁgﬂs t;etch BYRZFHT backported $RF+HE2

Table 2.2: Debian 4 EILS 3R

VIR

KRG ZHES—LREH testing 5 unstable release IRAMIRE B SLLIZITHIEAY unstable

@ R[AEHALREEHMMAFE stable release IRAFI AR RIEMIRTEM, iBITKS stable release hi

release \RAEERIINFE, XBENERFHALESIEE). NRE stable release A FREMNFEE—
LRRFNRIRA, B#ERRE stretch-updates 1 http://backports.debian.org (805 2.7.4 1) BRE

B, ERIXLEAR BT TERIM D,

VAV
@ f£'deb” 179, RRAFFIL stable, testing 5¢#&F unstable EHFHI—NBEIE], SNR{RE"deb” {TH
JBE 7T stable, testing fl unstable E, APT BERMMITEER ST EFABRBERIMNERERS

A/, RBEE/etc/apt/preferences” XEEHIRMBEFHE, BEMNIIRAZEE X,
273 1),

(EEH

VN

3 FEF stable 1 testing E4 8 Debian RLEMES, £ “/etc/apt/sources.list” AEAETH

“http://security.debian.org/” M—1TRAHEINER., ESRBALTLFEN.



http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://security.debian.org/
http://security.debian.org/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
https://www.debian.org/News/2011/20110215
https://backports.debian.org
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EE

Debian Z2FAKESIEIE stable MRENT LG, XLETHR TN ™HEAIEN, testing MREFIIRA,
R—E LMW Debian MiXELHAKIEE, HF—LERE, XLEITHIEN stable HREREIBLE, EoJeFE
Z£15BIE1EM unstable A EIZIEET testing, unstable BAEEMERKE, XEASMEFEER, SEEFW
unstable KEBEBEELTFHEEFOKR, BAERNRT LRAEHNELIEIE, BX Debian EHGIELT LG,
#EE 7l Debian L2 (0)ja)53

X1 REBHE ?Xf#@éﬂj#*ﬁ)& ‘

nain =858 Jiié_?ilzzn BHERERSF5 (DFSG), HAAKIT
contrib 352 B Debian BERERES H5 (DFSG), BT non-free
non-free 569 B Debian BERREFIEE S (DFSG)

Table 2.3: Debian JAt4X 15 (area ) FIFR

RSB REER amd64 Z28H, main KIFIEM Debian 2% (BWE 2.15 T ).

BT HBRAYNI 5T S 4R A3 EE URL, 1XLE URL 7E dists B pool Z/GR & HEERY, Debian 4RI B MXIAY
B4R,

RITHRAEIAREGSRNSRIBE, RITHREFS XEFPHRIMBEAHANEXE, EFNRNSHXABENT,

A (8] suite = stable suite = testing suite = unstable
7f stretch %G codename = stretch codename = buster codename = sid
7f buster Xflg codename = buster codename = bullseye codename = sid

Table 2.4: EHAMEMXRFR

KESRIAEL SN Debian FAQ: 6.2.1 LABIFRZ LRSS ?

TER=A&HY) Debian $3RAR1E, “8B59 section” X —iA4FIEHR N A MUIHR D LMRER LR, (B, EEEBSH ("main
section”) iX—18 BT & KA Debian #4RXH, FAH” main TE” HXiF, )

Debian 7% #& (DD ) 88X EZHRHEHEE| unstable #5%E (i@ incoming &3 ), # TR LEWREESHEH
B unstable HREHMRFTRAEBERE.

INR DD MEBITIREZNEA RFHIXFFREM, XBE R Debian AR EMHIIRFHITAS,

7£ Debian #REHIPHIAIEREEM unstable BHEEBINE testing HERERT, BMEEHEIFMARNRIEER G
(#9510 X ) FIEEHY RC bug IEHVIRS, BE2XBERENTUFZIE testing HREPHIREGRS, XMTFE
{£15 testing BERFEIFFIEMIA,

B HRMENASEE S REERENSE, FET—EFHNTFM, £ testing HRETE—K, TiRfE, A5,
¥5IB8Y testing HRENIBRMOIECLAFE stable HRE, H I testing HRECIZIAIID R, Y
testing HERERVIMWABTHI LM stable HRENATTLMEE.

unstable 71 testing HHREEFIEZERHUT/LTERESEIGE BN R,

- MIFRVIRG B EEREEE (Z0TF unstable )

- ERBEZIHVREEIZIEERE (Z0TF unstable)

« HHERENEEZ )M (testing #l unstable )

- FIITFIERE, FINBRREGE (BT testing ) &,

FEE, MRIFREERXLEERE, RRAIZEEBES WA XL LRF)NE,



http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2010/01/msg00000.html
https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/developers-reference/resources.html#codenames
https://www.debian.org/doc/manuals/debian-faq/ch-ftparchives#s-oldcodenames
http://incoming.debian.org/
http://lists.debian.org/debian-devel/
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VIR

8 stable REAERFBEN/LNE, AEBREFEAFPNZERATELTEEHN stable #RE, BNEM
{ITBEER unstable 3k testing #RE, EXMIERF, unstable #l testing BMRERNEEARZ
WA, fRfEA unstable BRENRZRARREFRBFRIFNIIERSH, ALESEZRLREBHNKEFH
KITE, testing BMREAKRER, AAEEESBMEBELEIHN stable HREMERBIIARNE ( Debian
testing £2 /& 2008-12), —MNBELGRIE(E)fE, NRMFIFHESIVIE, unstable PHREIFIUER,

AN
IRER testing HRERN, H—MERRIREBSIEMRBEEFIALE unstable HREPHEERGE (B
{E€ bug ) KRR,

PUSRREROTE B M Debian 8L,
)

- RSESR

- PERRG

. TREBMRAE”

2.1.5 Debian 2 100% BYE B4
Debian 2 100% FIEHB#E, Ei:

» Debian BIARLRBHBANRYE, XEETHFIBER,

» Debian 7£ main QIR B RRH.

» Debian EiY RB1TRE main B8 HRME,

« £ main RRVRGEIEBHKEI T non-free X contrib FRIRHEFE,

BEABMETINANELEEEETFE,

« “Debian 143848 2 100% FIE HRIRAE", ( Debian 11E¥3249HIEE—5%)
« Debian PR 22 B —LE non-free #l contrib #4E,

AR TINERERA, IHFAFE.

+ Debian KRG EE 100% BB H, FEEMKEEAMTF Debian AR5 25H9 main X1,
« Debian R4 Z IMAIREELIF Debian ARSZ88H non-free 1 contrib Xig,

£ Debian #LE$32£90958 4 SRFNEE 5 F{IXHIT 7 RRAIRERE

« BIMBHEEEBATVAFRBEBERG

- BINBERMNNABPREBERGHENFEMSE. BHSRESEMNORE, BAFES T EMRERSIEH
MNEAPIRMFEE, HTARIE Debian R LERIFEANRA, HNBASEIHECIEFNERXERD IR
RAPREZER, BIaiFtA, F2ERITNAENEET, HiEEHE Debian ALEWARGIEEES. B TIA
RUXLERR, BAMFHRMEMR. SHREN. 100% BBRA, A NESR =T 8ERE LA X L 75 fE R R AR
il



http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://www.debian.org/doc/debian-policy/
https://www.debian.org/doc/debian-policy/ch-archive#s-subsections
https://www.debian.org/doc/debian-policy/ch-archive#s-priorities
https://www.debian.org/doc/debian-policy/ch-binary#s3.7
https://www.debian.org/doc/debian-policy/ch-binary#s3.8
https://www.debian.org/social_contract
https://www.debian.org/social_contract
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« MLEEAF AT S A8 B BT

- BNRT, RERNNAFPFEERANRNS Debian BHRAGESHHIFR. HA0XLEER, ERANOERE
REHT “contrib” LUK “non-free” BR, EXLARTHRHEE, HAET Debian RAREE(IEHREE
B FJCATE Debian F{EF, Ffi1Exfye 2SR HIRXLE H R TFAVREIVFRNE, UHBRIIRETUELEF L
ITIXLER Y, LA, REIEEMIRHEFFIE Debian RAEM—EB5, FAMLZFENNER, FEBNHIEEHRY
RET RAHFIR (GENFABIERFEIRER R FR AR BBFTIZR),

BFMIZT#EA non-free f contrib FREBFEEZEERIMXEE

- FRENMNREGESKEER

* 557 Debian WG B (XERERTIEARIRENIS, Debian REEHITREMIZIFE, )

« 541K 100% B HAY Debian 24

Debian B #4355 755t 0 Debian 1837 7 B B4R, Debian WA BRIV EM T RZH@RE, 883X, B
4. BIFRFIEIF LR, 1X{#E1S Debian M98 REIREIER =g,

RTHRE main TR B R ERE, Debian ELIRMHT EH42 Mozilla Fx B9REE ( 140 Firefox . Thunderbird 0
Seamonkey ), EfI1EIRT logo F1—LeEIR LR ; FIF TN A Iceweasel . Icedove Fl Iceape B{X, TE1XLE o) 704 #E
RIE, XL EIFESE Debian Stretch ( Debian 9 ) BIE#HIRE T HEAZFF,

BAIE) non-free #l contrib MEBEET FIXRBEMWBEHD KHREE:
« 7£EGNU Free Documentation License NBIX B, BEATHER S, tE0 GCC 1 Make B9, (KB EEB O LATE

non-free/doc #%l.)

- BIEREIRABN THBIBIENEGREE, FINESE 9.9.6 TG HAY non-free 3R 4B, (Z L F non-free/kernel

53, )
« HERFFEERREE, WAl ERF/ERFIEHTT T RS,
BHiEE, non-free #fl contrib BREBMEELTF main GBI 2%, £iFiAE non-free 1 contrib HFAEIE

AR ELEIRIR, (£A aptitude(8) ML FRENFE I R HT M A MM T2HES], JTMHRRERZRREE
MERDRRGE, RERNAZFRGER.

2.1.6 REBKEIXR

Debian % 4181 B2 6 X HFER PRI AL A SR BRI REZH - RO THEBRGEES, TEE-LENN
BT TE Mo

- R

~ BRI, PSRRI R S HLARNRARE,
- FRARH

~ ZUTF Depends, BIIHIREBUARAEHRE,
C T

- RERF—AE, BFRANGKMAR, ASHAPTREEXNE, RIEXEIHNAEOPEERE,
LRI

- REHKE, XMRENAS BAPTRRNRERANKEOTR, BRATTIRTUEE SN,
.+ T



https://www.debian.org/social_contract#guidelines
https://www.debian.org
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=354622
https://zh.wikipedia.org/wiki/GNU_Free_Documentation_License
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- XERA—NMEEFNHRBXR, TRERXRA.

+ R

- R MR ETRE —LRANSE, —BIRRS IR RO AR R,
+ g

- RREATBNHOTRE, HTREXMRAEQUTBRAETHOREE,

. B

- RIS R R R BRABIR R,

3

- REBX MR BRI BAT SRR B AR B B9 SN TRE,

JED =)
HEE, RS “Provides”. “Conflicts” 1 “Replaces” & XE|—MEIMMRGEER—MAEMNES, XMWRT
FEEFA— A ERERER—MEHZEN SN EIERAE.

BERBAES X RME 5 E XALTF the Policy Manual: Chapter 7 - Declaring relationships between packages,

217 BEBMNEHR
XZ APT REMNKUHBEEMNERESEHREE,
- B (“apt update”, “aptitude update” B “apt-get update”):
1. MIEFERSSRE SR BV R R ST 8
2. EEMEFH APT (ERMA TR
- 7t (“apt upgrade”F1“apt full-upgrade”,z%“aptitude safe-upgrade”#l1“aptitude full-upgrade”,
g% “apt-get upgrade” #1 “apt-get dist-upgrade” ):
1. EERIENRA, EMTENRGEEEEHERMVETHRA (FISAS0EE 273 77)
2. BBRYHBIRIXFR
3. MNRIRIZBRASELRIRANRNE, RMNEFEEEERENFTIZEN ZHBIIREGE
4. FEEFTIRENEY ZEHIR &
5. i&{T preinst A
6. TER_HBINGE
7. 1B{T postinst A&

« ¥ (“apt install ...”, “aptitude install ...”={#&”apt-get install ..”):

EEHGLSITRIIHME

BRI BMREIX R
MIZFERRSS 28R BN E ik e
fR BT IREN A i HaR 42
iB{T preinst [ Zs

TR ZHHIXYE

S L T o



https://www.debian.org/doc/debian-policy/ch-relationships
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7. 1G1T postinst i A

« B (7apt remove ..”, “aptitude remove ..” B “apt-get remove ..”):
1. EEGLITRIILME
2. BBRYHBIRIXFR
3. 1517 prerm fI&
4. BRELERNIXG, BRTEEXH

o

iB{T postrm A

. &k (7apt purge”, “aptitude purge ..” 8 “apt-get purge ..”):
EESSITHRIHNE

BRREGBMRIXR

1517 prerm fIZ

BRERRMXE, B8REXH

1517 postrm il A

X8, ATKE, HHEEBTRAAET,

ik =

2.1.8 EEREMAYE—EN

{RIZIFIEAR BRI E 733848, 58 — MNEIERI A Z Debian 45 E /)" /usr/share/doc/<package_name>/README .Debian’
Bt iZ & “/usr/share/doc/<package_name>/" HHEEXH, WNRIRIRE shell 5 142 T, @WAT

LIEEE R

$ cd <package_name>
$ pager README.Debian
$ mc

RETBERBREL “-doc” REM BRI IR G ERKEBIEMAIER,
MRREER—MIENRG BB T M, —EEHEME Debian bug IREFZRLG (BTS ) Mk,

s e
i =77 x
]ie%lanbugﬁﬁﬂm%ﬁ(BTS) 2 sensible-browser "http://bugs.debian.org/”
o b 151 42 b A . sensible-browser
AT EBFFEAAY bug = "http://bugs.debian.org/<package_name>"
bug fR = EFIFY bug S5 sensible-browser "http://bugs.debian.org/<bug_number>"

Table 2.5: f#RS E IR €L i0] BAY £ E Wi

{1 Google 18R, EXEFFEE “site:debian.org”,“site:wiki.debian.org”,“site: lists.debian.org’

ey
===

=
SIRERIZE—17 bug RERT, EEM reportbug(l) <,

2.2 EMMEEERRF

7£ Debian REF B FZE T APT WG B EIE T E0JUATE Debian R4 L#HITETEENREGBEIRRE, EXE,
BATEN A 3 MERNREGEEETE: apt,apt-get/apt-cache fl aptitude,

WF SRR ELRAEBMRAEETRBORGEEEERERE, FUIAE root R,



https://bugs.debian.org/
https://bugs.debian.org/
https://www.google.com
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2.21 aptvs. apt-get/apt-cache vs. aptitude
RE aptitude RIFEEXEFERAN—TEBHHRIETH, (BIRNZIE FIER:

« REWEMRALMIETE stable Debian R4 EEMA aptitude SLREITHERENRAEF K,

- BiUEA"apt full-upgrade” Bf “apt-get dist-upgrade” RFHITXMEIE, S0 Bug #411280,
- aptitude SELEMRES AT testing 3% unstable Debian RAEFH KSR KREREGE,

- BMEATMA TIPSR AEER, BAERT.

- RUF XS HEBETREERIRBEEFRE BRARESME, I3 gnome-core,

- BRRXAN I, FJLATE aptitude MR BEHIERE “BUBSMITHNME", B aptitude, HEM “apt
full-upgrade”,

apt-get fll apt-cache EREMMET APT WKHGHBEEETE,

- apt-get #l apt-cache RigHtar S ITHARE.

- apt-get BHITERANERAARFRIENTEETLR.

- apt-get R T —NBAMRE BRI,

- apt-get WEHRRENERRST, SEEELWAFHEGITREER,

- apt-cache fft 7 —/ fREMNENRIANRIEZRH B BRI,

- apt-get #l apt-cache BJUA{EF /etc/apt/preferences REBREBIZ MRA, EXIEFEED,

apt LR~ TMHETREGEEENSRGLITRE. EEA LR apt-get, apt-cache FIRMUGSH— NI, K
RITAENLIRAFRENRE, ERXABATRELEERG N EAIED,

- apt TEZERAPER apt install ERUEBNERT —MRIFIEESR,

« ERINEETHNWREEE, apt BEIAMBREZN . deb KEE,

"R
BIVAFERF apt(8) s T AT RENREAAR, ME shell AR {EER apt-get(8) 1 apt-cache(8) &<,

aptitude MTERHEANET APT WRHGHBEEIETHE,

- aptitude BRI T —N2EMNRERAXERAFRE.

- aptitude EHHRHE T -1 HSHFRE.

- aptitude REATHERGEEE (FINKEERRWRGENERTHANKGE ) NRSELR,
- aptitude WHEHHFNERES., EERESNATFHAGITEEER,

- aptitude Rt —MEEIENRANRIERAENREBTHIE,

- aptitude FJAEBREGBNZS MRE, HEARER /etc/apt/preferences, X&2+HEM.



https://bugs.debian.org/411280
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apt-get
N aptitude |/ .
BiE
aptitude apt-ge ) == =
apt update chdate | b o E R R TTIE
aptitude apt-get
apt install foo | install install&E “foo” WEEAMRIER A A K ERIAKE
foo foo
aptitude apt-get e —omus o
apt upgrade safe-upgradapgradeﬁﬁegamﬁﬁ:@mﬂ* ERRAFEARBREFHENRGE
apt aptitude | apt-getZRRCERIVAREEMEZR FRE
full-upgrade full-upgraddist -up§de
aptitude apt-get
apt remove foo | remove remove ¥k “foo” M, BB TEREEXH
foo foo
apt-ge [ -
apt autoremove | N/A autore;%lhé;ﬁg ENBENTRNRGE
. apt-get
apt purge foo aptitude purge| &k “foo” MFEIRIREE X4
purge foo foo
aptitude apt-get. Ao
apt clean clean clean RBEREMCENRGER RS
aptitude apt-gets A S, e o
apt autoclean autoclean autOC]LéEIE,%ZISiTi’.E,Eqﬂﬁﬁﬁ)\ﬁ:'ﬂﬂ’ﬁ)\ﬁ:@h%:f(#
aptitude apt-cache
\E' AN " 2 -I;I-n,\
apt show foo <how oo iggw ER “foo” REBHIEA
aptitude apt-cache
;E%‘;??r:h < search search I RILE <regex> KGR
WEIST <regex> <regex>
aptitude
N/A why N/A FEFRILEC <regex> MBI L RIREA
<regex>
aptitude
N/A why-not N/A FEREILEC <regex> MG B AV EENIREA
<regex>
aptitude apt-mar
- S
N/A search | 3Pl T AR B

Table 2.6: {& apt(8), aptitude(8) 1 apt-get(8) / apt-cache(8) HIFR

TERRGBERREE
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222 MELITHHNEMREGEEIREE
TER{EH apt(8), aptitude(8) 1 apt-get(8) / apt-cache(8) M LITE ARG B EIRIRIE,

B

2 aptitude MELRM TEENINEE, FIIIEBNREGEHENE, BEENSLEESRT (HTHESH) — LR
¥, 40 Bug #411123, Bug #514930 & Bug #570377, 3NE%En], iE{EH apt,apt-get M apt-cache @SR
BN aptitude &%,

ey
EJ1E lenny IRAZ[GH) Debian R4%H, apt. apt-get l aptitude E@HZEEHMNLTEMREBDIIRES (B0
% 255 ), EWMEITUNESERXETAMASHIN™ERMKM (S0 Bug #594490 ),

“aptitude why <regex>’ _IL)\LJ_ ‘aptitude -v why <regex> HHEZSHER XUNEET BT " apt
rdepends <package>” 8% “apt-cache rdepends <package>" FXKBY,

Y aptitude HSEBLITERATENEER T — LRl (FIIREEAR), FRIREZENRTHRT “e” #i
BRI ERENRERA,

{/J\TLX?_ aptltude FE{EFHE"J fj

AR LIE Gl
-s DR Pl

-d NT&, THTERER

-D FEBENERMNMRR, ExEZAYEH

Table 2.7: aptitude(8) FEERI AR S IEN

BEZABTSN aptitude(8) FIMIF “/usr/share/doc/aptitude/README” 9 “aptitude FAFPFA”,

R
dselect RIGFEUKIERIA, FAHBRZAAGHRATEENEFREANRAHEEETEA,

2.2.3 aptitude WX E R EA
EEAXERMNREEAEER, (Re M T EIRHEUREEKBE aptitude,

$ sudo aptitude -u
Password:

XIS EHMREEENABEA, FUR BN A 2R ERREB IR aptitude FEREEME "~/ .aptitude/config”,

R’
INRAFAE A root WECEMIEEMER, BILATE E R FH{ER “sudo -H aptitude .."fX&“sudo aptitude

we o

BR
él aptitude UAREERA BN, SEMMREFNTHMNE, NREARLER, EeJUBIEE: “IE” - “BUE
FRITHENE” REVEE.



https://bugs.debian.org/411123
https://bugs.debian.org/514930
https://bugs.debian.org/570377
https://bugs.debian.org/594490
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2.2.4 aptitude FYIREYFE

E2FREN TR GERSFNRENFIZRNT,

RIER BEHIETNAE

F10 8 Ctril-t ]

? ERREED (ENZENEER)
F10 - B - AFPFMH EREFPFEM

u EMRGEERERE

+ W ZR GBI CMEFA Rk &=
- WCZEXFEICMERIR (REBEEXH)
FRCIZREFEICUE SRR (BREEXH )
BREERARFRE

WRCFr BRI AR E (NfEGNE full-upgrade )
FFig THH TERMEEE
BHZAEAHRGERSE
RHZFEAFAREE
EERHFENER
LSRRG ERPEF
ESNENE—1TRER
S5 F—THEE

nter

(o3 |

1IN~ om X|ajelc Il

Table 2.8: aptitude FI1Z RGP E

BT SRLITIHEXAEM, W@ “17 K /" ZEEXRBRT FaA TR aptitude IENFRIAR,
aptitude IEMFAXBIBAERA “~n" FLBEREBBMIF R BRIGHLIRE BB,

"R
FREAFIMAAERZET V" BLABNERRREBARIITTARE, BNRBEERNRERN—LE5ZE
E R R BV B T BE T+ R 2 AT A AR AN,

2.2.5 aptitude REEME

aptitude(8) £EFREEN T, RHBIRENRGESETENAFIREET.

idA libsmbclient -2220kB 3.0.25a-1 3.0.25a-2
ZITRMNER BN XU,

CRBT ARE (BAER)
- CEET 4TS (BIAER)
- “BE” TS (BEAER)
. BHEEH

C % CEMET WA ENS
- BB LFIIRE

. BB AIRE
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N

BRI UERSBR R PRI TEMREIIR, R 2" M EFEERBER.

B] FHhR ARV F R AR IE SRR A EIEIN ( Z 00 apt_preferences(5) F158 2.7.3 ),
REBIMERYJLFREER T LATE “OE 7 KR THEL

ME R ISk
REBUE Rif SR 2.10 (FKIN)
CEHEFLER Rif IHEFLZRELZELTRNNREGE

FEREFBTIR B AR EMIERER (AT ENFRER)

Debtags MNIizs FEFEEH S debtags FHTH RV HEFE

N EN G EF =E:E SRR ER D ERIREFE (A Debtags MIHEEER)
Table 2.9: aptitude [

ES=

BEENFAC# A debtags FRICRVIRIFE !

o “REERE"

DERHENHEEHFE - LHIN LGN dselect BRIR,

ES fERER
A RER R & section - area - REEMINFE R EIREE
FIE IR T [E
EEETRET B E
RERREER B E
T EIRFNE ARG B EE
- ETEREGE R EEEINET NG
REE N — "B EESAENARIIRENRER
Table 2.10: ARG EI M EIRY 52
BR

RS E R AR SR A RAOAE S5 ik H ER R AYAR I 2.

2.2.6 aptitude fEZEH LN

aptitude 2t T JLANB] PAGE AR IE N RIA USRI RIR M BLADIET,

* shell i< 1T:

- “aptitude search ’<aptitude_regex>’" FIHERIRE. NGB B LEREEBIERIA
- “aptitude show ’<package_name>'" Bl BB HIEMIEAR

- ERREHEL

- 1 T RSITER A BHHE
-/ BRIERREE



https://debtags.debian.org/
https://debtags.debian.org/getting-started/

Debian & Fift 51/274

-\ AR R
o BT A
- ON BHE—A

N
FII& <package_name> WEFRH B RBMIBHFTELE, FRIFERU~ FFRMIENRIA,

2.2.7 aptitude IENRAR
aptitude IEMFRIATN 22 mutt IR ERE (S5 162 1), aptitude E{RBVSTRILESHNY BT,

« FMRAXERNIZ ERE, FIR egrep(1). awk(1) F perl(1) iX BRI HE Unix XA T EFRFHERR “A7 “.*7, “$”
2 HEEN,

s (RKEIKR R <type> B—MIFEIVIRGF B E XA (depends, predepends, recommends, suggests, conflicts, replaces,
provides ),

o« ZRINBY <type> {REIX R “depends”,

B
I <regex_pattern> AEZFFFHEMN, BIiEGS BEERMND~T,

THEHR—ERES.

« ”~P<term>” ==”"~Dprovides:<term>”
« ”~C<term>”=="~Dconflicts:<term>”
« ”.~W term”=="(..|term)”

PR mutt FRIEER, AR mut HRESRBETFREAXNEEZS WM BAFFM™/usr/share/doc/aptitude/README”
iy “SEARCHING, LIMITING, AND EXPRESSIONS”,

JED =

Lenny hRZAH] aptitude(8) 7, FIRIKIERNIBIE, B9 “?broken”, EIEMFRAN P UARSEN N EIRMEER
“~b”, MESRFR “ " WNARRTIERFR “~" SMIH—NENRAXLIETFH, HHOKEXEEEN “H
FFH,

2.2.8 aptitude FYKFEHfRIR

MEBBTHEE “F10 - %I - HEN - EELBRBIXR" #HITHENMIZE, WE aptitude FEE—MREGE
B, RMYXEBE “Depends:” FIRFMREEIE L, “Recommends:” FIRFMREBHEMWE L, £ aptitude
T, XEANTRIRGBELBEENSENBIR,

aptitude & HiREl “BiIRR” THIRSHITET apt ZRAEE Y apt-mark(8) L RIGE,
2.29 RE\EMAE

Re] AE B XM EEREIIREEiENAE,
BXE, REAILEETEREFRSERNER. REEWHESNE 9.2.10 75,
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¥ RLE N &R EMFRER
U RIS ~n<regex_name>
LECHR ~d<regex_description>
LR FERFTR ~t<regex_task>
- LS debtag ~G<regex_debtag>
LECEFE ~m<regex_maintainer>
ILECAR A EIRY section ~s<regex_section>
AR HF B RR A ~V<regex_version>
ILECHEERE ~A{stretch, buster, sid}
- LESKIE ~0{debian,..}
LR T ~p{extra, important, optional, required, standard}
LEENERREE ~E
LA EFIR G & ~Vv
LI EGEE ~N
- LESEFRITRIENTE ~a{install, upgrade, downgrade, remove, purge, hold, keep}
LEEZERHFE ~1
LEEFE A MENELERGFE (Baik M
KORER)
LEAHE ARZENELRRRHE (BE | _,,
RUEEREE ) '
M E & EFER I ARIVIREE ~U
MEE MR ERBIRIVIREE ~C
MECBIR, EEMRrIBRIIREE ~9
MERIMKFR X RV EER ~b
ILECHRIAR <type> kX REVIRIFEL ~B< I >
- [ILES <pattern> X BIRY <type> kFiX & ~D[< ZEH >:]< &BERX >
gmwmmpﬁ#@wﬂmqw@mﬁ% DB[< XA >:]< fzt >
E@’\Jgfﬁiﬁ’@? <pattern> X BHT <type> ki R[< % >:]< f&z >
{%;igﬁﬁf]?;zépmerm REERIAEY <type> RB[< X >:]< fizt >
MEREEECEZRREBFRRBRREE ~R~1
%E&E%EEEE?%%?M’-‘F@F)HK%E’\JE’M—“F | ~R-i
EEEETZRGFEMRBsE TR . .
%Eébaﬁa XIFELR BWR=W | o, |-R #75:-1
ILEE <pattern> XLRhR A Z FEHVAR B ~S g < &KX >
MEMBHRER (B) ~T
AEREE (/’) ~F
Table 2.11: aptitude IEMFRIAT
X kS

dpkg RV EFERLENHE
BH APT &olHE
aptitude L EMHE

/var/1log/dpkg. log
/var/log/apt/term. log
/var/log/aptitude

Table 2.12: B4 ELENHEX G
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2.3 aptitude 2{ESEHI

TER—YE aptitude(8) HIIRIESEHAI,

231 BEFENRANLERGERHRILRAEE
TEHMEGSIH T BT IENRANLERAE B RMRI LR EL,

$ aptitude search '~n(pam|nss).*ldap’
p libnss-ldap - {#F LDAP {ERBFARSZEY NSS 1&EiR
p libpam-ldap - #iF LDAP EORIEAIIGIEIELR

XA NERBRORAEEBRHRSE.

2.3.2 {ERIENZFRIATITE XY
1 FRIENEaLE PER” BREER, ENEIAR~dipve” ol RS IR ERR, HAREXHERES

1o

2.3.3 TEMBFIECHIFRIGE

& HEBIRAT A BRI BRI RECE XX F,
RETaRSHESR,

# aptitude search ’'~c’

MRIETRINATT L AVAR P BN S e B MR, BiE1TU T a<.

# aptitude purge '~c’

el SRR EA R BRI PSRRI TR R EZ RIE L,

£ R EnE” A BRAWAENLRENX ~c”, XFRXLEREE, thil, » BRERNSFZRE” ., BN
BRLEHRAG B A AETRENE EER [ B,

YEENEMAN “RERNE" PAA 7, Saifl THRGERBELEENR T 2KER. BERTUER “=7
RRZE AU AR B AR R R EA].

EMBEAGEZRAEERTHS HttlGS

2.3.4 ARBMNIFNERIRSES
TEREERGANBEN/FENRERSNTSE (FEERIE aptitude REBBERZIE ),

1. F3 root LAZZ B iE1T aptitude,

2. FPw ROEFARNRIEIIE, "0 SOHIFETHRIRECUMTAR, 1 ROBRTREDIIE,
°g” SRS MATHIE AT FHRAIIR (B AT R

3. BT “U7, ##IA “~i(~R~i|~Rrecommends:~i)" REFIMEBHNER, T “N ¥ “BELRREE" 1
RS BERE,
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4. BT “1U, ##A “~prequired|~pimportant|~pstandard|~E” RER&IXEBHER, T “‘n” 18 “B
ZREER" BNRESEAFINER,

5. T “U7, @A “~11~-M" RRERGENER, £ "BERRUER" LET “[7 KEIIEAHRGEE, &
T -7 BEiBRK,

6. BT “1U7, H@A “~1i" REBHREHEENER, ZBE “REE" ERT “n” BBRLERESIRCHFILR,
7. IR aptitude,

8. A root HF#{T apt-get -s autoremove|less” <, KEEGPLERGBRIABREM,

9. ERERATER aptitude 25, A “‘m” SLIRCAEZMRMGEL,

10. F root B EHMIT apt-get -s autoremove|less” INGELREEBHRMNEFTRAERSEHCHAE
ERRIIREFE,

11. A root BF#M{T’apt-get autoremove|less” HLREMBRABEEZSNREE,

EIRFTRENITH Tasks” £, BIT'm” (SR —NeliEMVRF, BIHMEN THLERERAHBREFHME R LI,

2.3.5 £EMAZHK

EE

HRTB R R ITIRAVA R, BALEMW T EAAEIRMIRME, Debian 2IHLN, ERERMZEERAFNE
KINRR, XA TIRNASEBREFNREGERMN ST U EMIIEMRGENTEESK, SR, EMIBZE,
REMNIZ RN ARMTENZY, FIEEBIREMAE (EEF 102 1), “F" HBNAFRENSXMS
Sh—BENI, SRSCBLSERRRIFH R,

{REILAIBIE X7 /etc/apt/sources. list” MRBFE 2B QML THRETEMUFERFITRANSE AR,
SRi3iz1T7apt update; apt dist-upgrade” &%,

M stable #%Zl testing 5{# unstable, {RNiZF”buster” B&”sid” Ei#k”/etc/apt/sources. list” X
FEr”stretch”, &% 2.14 ¥,

EXE, AT EREERAET IR, RrlfeRiBR —LEE, TERHTRAEBNWKBIEE, ARZENER
MWK, RUERTERIBRMO. ENMRALRITE, RAMIBR stable TLERIFHHY stable, fREJBAEE Release Notes
RERBEENTIREM, RIRETEERRML RO,

AELERRHZE], MRAEEMNERIR stable IBEKFELRHI testing, XEEE Release Notes B] LAREZI{R,
FAI—/ stable %G, stable R1THREBELHE testing RI1ThRZ[BIFVE R R EE LS S K[E) BT thiE
BHAZATEEMNE 2.

Eﬁgﬂé&%%ﬁ‘]ﬁﬂi, {RIZIERAVERIE, BIRR N IZ BB FIR PRSI SA A GIRIBRIEIREL ER

EEHIN “&RI1TIHEA",

2. BEMBANRE (LEHRBIBENRERER )

3. H bootloader A T HIEHE, FAMNIZEFIAS|SRMENHITFEN .

4. BRBHMARAZ AR,

5. A script(1) igXHARAITIE,

6. F “unmarkauto” &S RRBREZHREE, Flil7aptitude unmarkauto vim” iX/Nas< 2 HRFHLERIR
vim XN R,

7. ?E\j!T)Fi@‘@’)'(FFE!ZI\ET]EIﬁE%ﬁﬂEE‘JW%. MiZREFHVEZENWREENERER, F1, BREEIMEINRG

1.
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8. Bl&”/etc/apt/preferences” X4 ( ZH apt-pinning ),

9. AF—LSMHALK: oldstable - stable - testing - unstable.

10. #4%/etc/apt/sources. list” X, FEEIEOFHIEEEAFIZEIT aptitude update” &,
11. FNEMEEET, EHESHH core packages, 91 “aptitude install perl”,

12. i&fT7apt-get -s dist-upgrade” &< il G F&iE R AIEZIM,

13. &x[E1Bf77apt-get dist-upgrade” &<,

AV
£ stable lRAFHRKRIEHR, BHHIEZEH) Debian L1THRENBHE Y.

( : ) NEy
ESEI “&K1TFM” B, GCC, Linux Kernel, initrd-tools, Glibc, Perl, APT tool chain %, B—%%F %
SZEEARMEETEEN,

XF unstable REFIHEHEK, EFFE 243 T,

24 SEHREEERERE

241 @mLITPHSRRFEERIRE
TEIIHT - LERTMORG O ERRME, JERENT aptitude T FEHERAMBNIEE,

ES=
WF-—NEHS é’E’f’JE’JEA#F’FE RETREEE & —‘t:bn‘?:’r‘??ﬁi Zow) Z M, B, €A “dpkg -L
libglib2.0-0:amd64” KZIH amd64 Z2#JH) 1ibglib2.0-0 REBHANE.

AV

@ AAEEBRAMNZ /J\IL\1§ﬁ§1ﬁ&Eﬁ$A1¢@I§(15]9[] “dpkg -i 70 “debi L), ENASBEIAIERE
FIR G B, dpkg BIFSITIEIN “--force-all” FZEMMIEIN (S0 dpkg(1) ) REAFEF. &F
ELERENNNREANERENSBITMRHENRS,

HEBUTILS,

- FIBNAARBNZEGSHBBEZ root 1517

. ;FH:J:ﬁFﬁJ.—I:)"'Ui'%J&EEE’J aptitude (0% 162 17), HENRGEEEGSEMALELLT shell glob FIBESFHF
(BNE 156 T,

- apt-file(1) B apt-file RE-BIRME, HEFESKIEIT “apt-file update’,
« configure-debian(8) l§ configure-debian G BRHE, EIE1T dpkg-reconfigure(8) {EH G iR,
« dpkg-reconfigure(8) &8 debconf(1) {EJ 5 iRKIBI TR BLHNAS,
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NN
AR

BIF

COLUMNS=120 dpkg -1
<package_name_pattern>

JHERRRHBMIIRATHIRRS

dpkg -L <package_name>

ER—TEXRAKFENRT

dpkg -L <package_name> | egrep
"/usr/share/man/man.*/ .+’

HH— P ERERHEEN man FH5T

dpkg -S <file_name_pattern>

IHEEXFBHNERRRAGE

apt-file search
<file_name_pattern>

5 SR E R LS BRI E

apt-file list
<package_name_pattern>

| HEEREFLRENRGENARE

dpkg-reconfigure <package_name>

EFECERGE

dpkg-reconfigure -p=low
<package_name>

B RIFANHGRENEERGE

configure-debian

NEFXENEAEFRLEERGE

dpkg --audit

BN ERAFENFITRS

dpkg --configure -a

FEERMBES N R=IRHEE

apt-cache policy
<binary_package_name>

BR—ANITEBRAEBHIRTAMRA, AERFERERER

apt-cache madison
<package_name>

ER— MG B BRAERERSR

apt-cache showsrc
<binary_package_name>

BR—NITHEBREENRABREEER

apt-get build-dep
<package_name>

LRMBRGEMEZMRGE

aptitude build-dep
<package_name>

TREERGEMEENRGE

apt-get source <package_name>

(ARFREREEREE ) FHIRIH

dget <URL for dsc file>

(REEEERE ) FTHRIKHBRAER

dpkg-source -x

NERBRERES ("*.orig.tar.gz” #

<package_name>_<version>-<debian_|Verdiehtardsar .gz”/”*.diff.gz" ) PHEER

debuild binary

AR HRRR AN PR ERGE

make-kpkg kernel_image

HRZERBHRAME— ARG E

make-kpkg --initrd kernel_image

HBAT initramfs FIRZRRBRFHE—TARZREE

dpkg -1

<package_name>_<version>-<debian |

T

apt install
/path/to/<package_filename>.deb

LRAMRGBIRED, RNZXENERIKH

debi

<package_name>_<version>—<debian_&g$%%%w§§£tg%%;§%@?

dpkg --get-selections "*’
>selection.txt

&7 dpkg RAIMVRAFELERRSER

dpkg --set-selections
<selection.txt

£/ dpkg IRERMGELERIRT

echo <package_name> hold | dpkg
--set-selections

fEH dpkg BF— MR EGERNEEERSIZRER hold (FHS
Fraptitude hold < BF >7)

Table 2.13: SRRGEEIRIRIE
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« "apt-get build-dep”.’apt-get source”#1”apt-cache showsrc” & EE”/etc/apt/sources. list”
fFE deb-src” 5%H,

« dget(1) . debuild(1) #0 debi(1) FEE devscripts R&E,
« 205 2.7.13 TEEH apt-get source” BITE (EITE ) L,
. make-kpkg S EE kernel-package #HEE (B0E 99 ).

- BRITESNE 12.11 1.

24.2 BIFLRREBXHE

B2%% debsums #REEIH, BEfEA debsums(1) A< @i /var/1ib/dpkg/info/* .md5sums” 3Z#4H Y MD5sum
B, WIFELENHE, SNE 1035 FKHKE MDssum 2EHTEHEE,

IR
& %5 MD5sum iR ER BRI AEE DY, debsums(l) fFAX2TRERER. IMLERATRIGEEESMAIE
HIAE DA B IRAR ER IR IE R I IRIA R R AR,

2.4.3 RS GBEEIFE

WHZRAFPEEER unstable, EAEEHNMNENRGEE, EXREFRAETETZBRTENRAFE bug.,

TRIRPEE apt-list bugs ATNBREHRESE bugs, B APT RLFREY, ELEHULE Debian BTS
ZHPE bug,

%3 apt- listchanges 48, 7EfERA APT RAFHRRESAE “NEWS.Debian” HIREEEHAE,

244 BERURHEEITHIE

REIERA YT Debian M https:/packages.debian.org/ RIS EZR G B TTHIEE M RN G E, EFRIUKIAREEEESR
7%,

grep-detrl(1) . grep-status(1) F[I grep-available(1) #5 L #FARIE Z BB Debian R4 EIZHISHAENAVERIX 4,

“dpkg -S <file_name_pattern>" #FAREEMR dpkg TRNREEPBELEX G, BESZIELFEIIM
REIEHI M

MRIBFBEN dpkg THRI|WHTES RN R, REEHE “/var/lib/dpkg/info/” BRTIET “grep -e
regex_pattern *” %<, XREMERGENEINLREONAPERERHIEIE,

WMRIRAEBITE IR BAKER, (RRIZ{ER apt-rdepends(8) .

2.5 Debian R EIAEBEIE

1EFRATRZE ) Debian REB BB RSB TIERIE, XM IZ AN ESBN{RIRIT 7R — LE4R {451 5] 35,

251 HEEETHIE

BNMNKRITIREYTTEUE SRR TE7E Debian HB&I5H9“dist/<codename>" "M@, flgN“http://deb.debian.org/debian

FERENEM P OB N F RN . EHE 6 MXBHITHIE.
ATRLMERE, ERIOWERES, XLETRIRTFMENES THES M.
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X g AT
Release RITREITNE BEEBRIINEERFE

» » Qs ==
Release.qpg B IR ;gﬁléaée XHENERXH, EFREEE
Contents-<architecture> | Z{TRREIIN= I HEERENPREREENEINHEF

NE7= ALy AT Y

Release _?]3 MR AThR/ X SRR S TR R4 $EIAR{E A apt_preferences( 5 ) BIFLM
Packages Eg%iﬂ&/lzii/:i&ﬂ%ﬂﬁgéﬁ i#$% debian/control FFE_i#HEIE
Sources [EBRAASEEH %3 debian/control FFEURIBE

i

Table 2.14: Debian 4R ETHIENAR

25.2 TNE “Release” X{RESM

VN

Mz

“Release” XHEFFEE secure APT R4 FHIIARSSIHE,

B Debian #4REA MU ERE —MNiX 89 “Re lease” X, FlgN“http: //deb.debian.org/debian/dists/unstable

AEY

AF.

Origin: Debian
Label: Debian

Suite:
Codename:

Date:

Valid-until: Sat,

unstable
sid
Sat,

14 May 2011 08:20:50 UTC
21 May 2011 08:20:50 UTC

Architectures: alpha amd64 armel hppa hurd-i386 1386 ia64 kfreebsd-amd64 kfreebsd-i386 mips <«

Components:

mipsel powerpc s390 sparc

main contrib non-free

Description: Debian x.y Unstable - Not Released
MD5Sum:
bdc8fa4b3f5e4a715ddod56d176fc789 18876880 Contents-alpha.gz
9469a03c94b85e€010d116aeeab9614cO® 19441880 Contents-amd64.gz
3d68e206d7faa3aded660dc0996054fe 19203165 Contents-armel.gz

EE
E5 2.1.4 T, (REENEMIKEER suite” F1"codename” #3848, “&1ThR” # AR EAt % K "suite” F1"codename”.
FrE HERERENTIY area” B, £#FI7E"Components” .

MENX#"Release” FITEM, RHM secure apt AYINZEZRMISRIEIE.

- INZERB N Release. gpg” BHTNERNHERe lease” FINIZERY Debian HRENAEIE,

 AFFEY Debian #4REAHREGSMA “/etc/apt/trusted.gpg”;

- XHEMIRERI BT REHN base-files REBMI A NN, HE
— FohfER gpg A& apt-key T B FREUA fRTE ftp-master.debian.org E e #TEVFEZRE A,
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« secure APT ZAHIE T HANEX 4 Re lease” FITTE M MNZIIEITFZRAZI T Re lease . gpg” XHFIE”/etc/apt/tr
EBHY Debian 143 E N %A.

FrB”Packages” f1”Sources” XM B R HENE"Release” 2R MD5sum E3RIEIE, FIBREGENXE
M H”Packages” #”Sources” XA EH) MD5sum {BRIGIE. S0 debsums(1) FI5E 2.4.2 .

ENNEEE R WUELE T & MD5sum {E/HFEE 219 CPU, R MD5sum EXREIEE—MREE, (ERMZEERRBUETN
Ef#J’Release” X, XMANRM RiFrLSMER, HELLRIIFIIME (BIE 103 ).

2.5.3 MEEEN “Release” 34

B
HREREN “Release” XHIEHA{E apt_preferences(5) BIFLMI,

JF4E IR Re lease” X, EL SRR B7E”/etc/apt/sources. list” Ffy”deb” {THIEE, SALA T H”ht tp: //dek
Z’http://deb.debian.org/debian/dists/sid/main/binary-amd64/Release”,

Archive: unstable
Origin: Debian
Label: Debian
Component: main
Architecture: amd64

( : ) s
YFArchive:” &7, RYI&F ("stable”, "testing”, "unstable”, ---) F§F Debian archive , XS
("trusty”, "xenial”, "artful”, ---) HF Ubuntu archive,

WFERHRIEE, LEaNii experimental #l stretch-backports, Ef1ESMREGHBERERKENRE, XZEERE
EMINEY1T, BIGN7E http: //deb.debian.org/debian/dists/experimental/main/binary-amd64/Release”
EEBWMTFEIMNI—1T,

Archive: experimental
Origin: Debian

Label: Debian
NotAutomatic: yes
Component: main
Architecture: amd64

BEE, EEMERESE NotAutomatic: yes”, BRIARY Pin-Priority {ER 500, f¥fFE”NotAutomatic: yes”
RS TRIEZREE, ZXIARY Pin-Priority {62 1 (B U apt_preferences(5) #1585 2.7.3 ).

2.5.4 FEVATHRHEGBRITEIE

L{FEH APT TEAR, Wl aptitude, apt-get, synaptic, apt-file, auto-apt, HITEEZEEHE S Debian #4EE
EETHIEM A D, XEEARMIE NGB, FI7E”/etc/apt/sources. list” X EMEAY distribution,
area, architecture HMBEM—%, (BN%E 2.1.4 ).

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_Release”
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« ”/var/lib/apt/1lists/deb.debian.org_debian_dists_<distribution>_Release.gpg”

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_<area>_binary-<architectur
« ”/var/lib/apt/1lists/deb.debian.org_debian_dists_<distribution>_<area>_source_Sources”

« ”/var/cache/apt/apt-file/deb.debian.org_debian_dists_<distribution>_Contents-<architectur

(apt-file)

A 4 PSR SRR AT R RN APT S 520, FERILLE “apt- get update” =% “aptitude update” 7E
R ITHhHITEN, WRE /etc/apt/sources llst PREMEMNE “deb” 17, M “RER" THRIBSHITER.
YR “/etc/apt/sources.list” HHMERAY “deb-src” 17, M ﬁf’cﬂ" TRIBAHTER.

Packages” fll”"Sources” WTHIEXMHEEE “Filename:” FE, HETHBFERBEXGHNUE, B, X
LR BESE—RE pool/” BRMT, XFA]UREERE R BEIEH,

“RiEE” TR AHBIATIUAER aptitude RFHITRERIIER, EIIHIEEGS grep-detrl(1) AJLAIEER “WRi4
82”7 M “ERE" TRIEMAEIA,

“Contents-<architecture>” JTRIBRIAMIEI, BEW#E apt-file update” Effi, EMNMUEFNETE 4 ME,
20 apt-file(1). (auto-apt BJ”Contents-<architecture>.gz” XA NEIABERARNENME, )

2.5.5 APT HIREELIRTS

bR TIZFRFRETTEUE, lenny ZEM APT T AR RBEERM=EMNLRIKSERFREFE /var/lib/apt/extended_st:
H, APT KERENRERBENTRRIFABREFE,

2.5.6 aptitude FYIREEIRS

bR TILFESKEUTAUE, aptitude LT R EEA M EMNTRIKSEEREE" /var/1lib/aptitude/pkgstates”
R, XEEEE R EEH aptitude EFH

2.5.7 FRERIEERIAME]A
FrBiEid APT VHZFEsRENVIR I B &R RTETE “/var/cache/apt/archives” 1, BHEIE/1EEMR,

aptitude F)IXMETFXMFBEREE, BEBE Options” - "Preferences” FixE, A NBETEMNES,
“Actions” FHJ”Clean package cache” @¢”Clean obsolete files” RiTiRHEE,

2.5.8 Debian 4B AR
Debian X4 B B SE M S FRLEEN,

EESOEST] BIER
“HFEREE (7575 deb) <package-name>_<epoch>:<upstream-version>-<debian.vers:
ian-i A FERIER INAR . .

Ef;bd)ebmn installer B —RZERIFRIFEL (TNH% <package-name>_<epoch>:<upstream-version>-<debian.vers:

RS AR ( ERFRFE) <package-name>_<epoch>:<upstream-version>-<debian.vers:

1.0 BRI HEE (Debian X X) <package-name>_<epoch>:<upstream-version>-<debian.vers:

? = d

%?De(b?:nl;&tgfn_ RELR) RGBT <package-name>_<epoch>:<upstream-version>-<debian.vers:

R RRBERER (EEH) <package-name>_<epoch>:<upstream-version>-<debian.vers:

Table 2.15: Debian X BIH) B FREEM
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N
XENFAR T EAREEE8E. ESREFESE dpkg-source(l),

BB PIANFEM (IEMEFREAR) FERS
<package-name> [a-z,A-Z,0-9,.,+, -]+ NEE
<epoch>: [0-9T+: RE3
<upstream-version> [a-Zz,A-Z,0-9,.,+,-,:]+ WA
<debian.version> [a-z,A-Z,0-9,.,+,~]+ o] 1%

Table 2.16: Debian 3Bl B E— MEG AT UERNFHF

B
{RET A F dpkg(l) RIEM B SR ERGERRA, #I40., "dpkg --compare-versions 7.0 gt 7.~prel ;
echo $7".

EE

debian-installer (d-i) /A udeb fFAEMNZHHIREH BN G B&, MIFEER deb, —4 udeb RHEBEMM
deb REBHFRB T —LERAVEMNAR (FIIINIE), AT EZEEMNBHRERGEIRNER, deb Fl udeb
REBEHEMERNREBLEM, “u” RRFU.

2.5.9 dpkg &S

dpkg(1) & Debian MFBEEFRKENTE, EIEERK, BIIVMER,
YLREZH “<package_name>" MIIRHEER, dpkg 2B TIIMIIFLIEE,

1. 6 deb Xt (ZERTF “ar -x")
2. {#H debconf(1) }1T “<package_name>.preinst”
3. BRHBLERINREAT (ZRTF “tar -x")
4. {#F3 debconf(1) }1T “<package_name>.postinst”
debconf RARHEHFE 1SN FILION (F 8 E) ZHMINELNAFPRE,

“status” XHth#EFIa0 dpkg(1). “dselect update” 1 “apt-get -u dselect-upgrade” ETEFH,
BRI EHS grep-detrl(1) ATMAEZE “status” 1 “available” TTEURRIAHEIZA,

R
7Edebian ZZEBIMET, udpkg L RATITH udeb #EE, udpkg &S 2 dpkg FESH—MEEIRES.

2.5.10 update-alternatives <

Debian 2 4t {8 update-alternatives(1) it A PR] AR Z Tt LR S HEEMFER, FI, NRENZERT vimF nvi
B, {RAJLAE vi apiEFIEIT vim,
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Xt

A&

/var/1ib/dpkg/info/<package_name>

PHifdENe S, (ERERIENREY)

/var/1ib/dpkg/info/<package_name>

JERHF B RRIMEXAE R

/var/1ib/dpkg/info/<package_name>

S el TRV FRY MD5 IR A 1E

/var/1ib/dpkg/info/<package_name=>

PEBRERZ AT EHE

/var/1lib/dpkg/info/<package_name>

DS e Z RETHREEIA

/var/1ib/dpkg/info/<package_name=>

PR Z A TR R EHE

/var/1ib/dpkg/info/<package_name>

PSRRI RETHREERE

/var/1ib/dpkg/info/<package_name>

BphRfdapcont RAEFVRHFBIHAE

/var/1lib/dpkg/alternatives/<packd

gepdame>alternatives s ERANERER

/var/1lib/dpkg/available
/var/1lib/dpkg/diversions
/var/1ib/dpkg/statoverride
/var/1lib/dpkg/status
/var/1ib/dpkg/status-old
/var/backups/dpkg.status*

FrEREFER AERER
dpkg(1) AN HERBINESR, B dpkg-divert(8) iIRE
dpkg(1) BRI RSN EEE, M dpkg-statoverride(8) R &
FIERHFERREER
“var/1lib/dpkg/status” XEHENFE—RKEHR
F_KE&MH, UK “var/lib/dpkg/status” XEEHNED

Table 2.17: dpkg BIRMEEX

$ 1s -1 $(type -p vi)
lrwxrwxrwx 1 root root 20 2007-03-24 19:05 /usr/bin/vi -> /etc/alternatives/vi
$ sudo update-alternatives --display vi

$ sudo update-alternatives --config vi

Selection Command
1 /usr/bin/vim
* 4 2 /usr/bin/nvi

Enter to keep the default[*], or type selection number: 1

Debian IR R4 /etc/alternatives/” BREBI S HERERFENGRIF AR HIZFEH"/var/1ib/dpkg/alter
B R EmAIE RN,

2.5.11 dpkg-statoverride &5 %

HER—MRUER, B dpkg-statoverride(8) FR L IRHLHY IRTIELR, B/EHIF dpkg(1) W XHERRENEESANFRAY
—AN7E. MRERT”--update” B, FEXHFE, WEXHSBRIENRENFHHIBENRI,

VIR

@ RAEEGER chmod 5% chown S ERERENMRGEXHNBESR, KFE T RREGEHLE,
WEE,

pES =

AANFELRFERTXH—1E, EEX LA F dpkg ATAENEFRIXEFRANSR, BEER, 8&%.

2.5.12 dpkg-divert 5%

dpkg-divert(8) Ap L 1R (RIS {4678 , RiBfE dpkg(1) FXHAZREIHIIAE, M2
ERMHBEFHE, TERNUAREERERAZI ML,

TR EBIME. dpkg-divert
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2.6 MBUANRFHFRE

Hiz{T unstable &4, RAEERTBIINBRWRGAEEHITIRE B,

VI
TEHN-LHEZEBRSMINE, FELENRHITES !

26.1 A"EFAMWAFEE

WR—NRE GUI BFEEEN EFRAAREEENIE, MNZHARXZIBNAMEEN G (BERIEN ) S
B, IReEFENAPKS FEITIRE, BAXMRRMEE TIEK, (X2—MTE bug ARITEEEES#
RE. )

ATMERE, FRZBMRENNAICEXGHENBH GUI 12F, (R EFE2HIRIBNEEXHATUEZ G
ERERFER. (ARBEMNMBART, )

262 EEMRXHENRERES

SRR BEIZRS, LU aptitude(8) B apt-get(1), AR BIKH, HHMBRNMFE, FEBiXEREN
e, (BIE 216 ).

REBLEFENEIR, NERREEARE TA—BNERERSR, (BU% 272 1), HIURURERNREE
REE R, INRELHIMERNAHIIERT, RET aptitude(8) B apt-get(1) KERIXMHE, dpkg(l) ENRUBREER,
ERLIRAREFROBIR, ATRESCEFENXM.

VAV
@ FERF=ARUESSRERNRENIE, ERNEBEIER root RPRIZITHFEMAEBITIRRI R AT
fAIZ, dpkg(1l) A< REGLERRERNESIT .

BTLASEIEIT MIBR IR S AT RAVIR4EL, <old-package>, RERRIXEHIRM R0,

$ sudo dpkg -P <old-package>

2.6.3 {ES MM B HIA

HRAEEMARN— S HTREEREROFIR, HABEATHRRMEL, KEBEERABBENNITH, F
SHMALROREER, S—MRGEEENMRMADERRN, 2RGSO TEMPRERAEE, LEX
Lo, EETEEIRTF,

F “<package_name>" HIRI-EMIAEE, (REI%EE FIIRIREEMA,
- ”/var/1lib/dpkg/info/<package_name>.preinst”

- ”/var/1lib/dpkg/info/<package_name>.postinst”

- ”/var/1lib/dpkg/info/<package_name>.prerm”

« ”/var/1lib/dpkg/info/<package_name>.postrm”
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ERATIIRFE, LA root fmEBIRIFRIR G BRIA,

- EITERM 4" PR HET
- EHBITRTRERI “|| true” STLASRMHIRERLII

EA TGS REEMBERN LRIV EL

# dpkg --configure -a

2.6.4 f{EF dpkg < iHITIIE
E# dpkg RIFERENRGETE, TIUEREENIER THTIE, AL sBMELRSEMEERE, itH
IMBE foo RIEBIRIAT, HEEEFTi,

IRETAER G BLEF B R: “/var/cache/apt/archives/” HXZEIIAM foo RHBAIT bug kA, (WMRIXAE,
{RE] BAMASZRE http:/snapshot.debian.org/ R EE, SWMNEBRGEEFINENVIEFENLE. )

MBIREEBRANRLE, (FTNBL FIIBORREE,

# dpkg -i /path/to/foo_<old_version>_<arch>.deb

"R
MRMBRFHFUFRN, (REEIUERESERN APT RARBRENRLE, MEFE 2.7.10 THEEIIH,

MRIRHRATEZMNEREE, RRZFHEEHIARBIE.

1. R Debian &R IR UREBRNBINR S,
2. WBRER FTERMMARRIERET “/target”,
3. B e S &RIBMRAR foo BRIFE.

# dpkg --root /target -i /path/to/foo_<old_version>_<arch>.deb

BNEM T8 E/Y dpkg as L EHRIF, ZasSHKIAR] AAIT,

"R
EfIERFER, live GNU/Linux CD, FJ/E31# USB IRENEMLEF5) LS — R ABENET GNU/Linux 427 A
AR BE BT R LR,

IR FREEI, TEARXMARNTRREE, FERENUAE AR, (RRIBAERM dpkg B9 - -ignore-depends”™.”- - fo
METCEDRITMKR, NRIFZXAMT, ZBRIFBIVAESNESRHMKRR, ESHTSN dpke(8),

xR
MRMORFTEBRIAT, MNZHFRATESNE —PRENMTS (SRF 102 7)) FHITREFNREK,
X AR HRRRIFHIINE,



http://snapshot.debian.org/
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2.6.5 RERHELEFLIE

WMR“/var/lib/dpkg/status”’ AR EMEREHINEEIR, Debian AR S EXRRG BIERHUIBEHZ RN T=ERM, IR
F “/var/1lib/dpkg/status-old” 8 “/var/backups/dpkg.status.*” B|H#] “/var/1ib/dpkg/status”
X,

# “/var/backups/” SE—MERNSER—MFIE, ERZIEREATHSEBNRARE.

WFEEMRIT, BRINENRAGEHRRE, BIELE/var/” PR B HEE, {RKIB=TLAM “/usr/share/doc/”
BHRRE —EEER5| SMRFITHNER,

ENZRE (RE) R4,

# mkdir -p /path/to/old/system

BIHRZERHT “/path/to/old/system/”,

cd /path/to/old/system/usr/share/doc
ls -1 >~/1s1.txt

cd /usr/share/doc

1s -1 >>~/1sl.txt

cd

sort lsi.txt | uniq | less

HH O HH K

REFRHMETUMRIER G B BMRIITERT, (TRESE LRGSR, Fa0 “texnf”, )

2.7 NRHEBEEERIS

2.7.1 {aIHkik Debian 3R

fREJCAMRYE aptitude XINEIEE TRPNRGEHANEZESER THIIRER, REBIFABEREGE,
HiBE 2 MA LR EUMREER, EREEEIRENEN, (RAMNEREB—MIRE, NIZAEIRRFIR, X
INAUTLRRE RGN ZE B,

- EEM: B8

« 2£8: main > contrib > non-free

- LR FE>EE > i > [k > &b

- 15 EESTERUHENIIRER, flI “SEINE"

- REBERBMEZBMRBXRNRGEMMERER (F20 python2.4 k¥ python)

CRITE: ARERBEREERLBEEESHOE

- EfEE: #PELENER

* BTS (fRFEIRERRLAR): 28 RC RAIRVERFE (2B, EA™ERVERK )

* BTS (fRFEIRERRAR): BHFEWRIGRSE IR

* BTS (BRIGIRIFRF): BEESHITHIMEE R bug BB

« BTS (FRIGIRIRZARLR): iIZEBAYIE™E (non-wishlist ) TRFAEIER D

Debian 2 —MEANHAALEANERBINE, ENEREES T SARAXIRMAERENRGE, ROFUREH
B IR,
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2.7.2 BERERETHREGE

AYIN)
@ WEEREEEPREREGEEARH Debian EARITIRFTZHM, R T B A HMERENSFFRAEST LA,
540 stable B9 security updates ¥ stretch-updates,

XBEE-NMF, ERBRERER testing BiAR, RFEE unstable ERIAVFIE LR BLARZA,

1. BB /etc/apt/sources. list” X, @B —M"unstable” R1ThRE&IZ,
2. iB{T”aptitude update” &<,

3. iBfT7aptitude install <package-name>” &%,

4. IS B|RYA”/etc/apt/sources. list” X, fEZI8[E testing 8812,

5. i@{T”’aptitude update” &%,

ERXNFLIRE, I(RIAFEEIE”/etc/apt/preferences” X, WARFZEIED apt-pinning, {EXNFFENAR
IEE RRIGIAY,
Ny

HERBESHEEIRANE, EJ Debian ZV-\EM%EAFFZIEHE’J%Q'PE AT MR IATIE C A R RE 0],
WRRGFZEFERNRENE, RATTEIRA, MUNEBFIBTXLEREMENRAER, FRIZESH
HERIRZ T2 PIIERRIF, ﬁ#?ﬁﬁlﬁﬂﬁjxfﬁﬁﬁ'&"o

MAERERERR R G0 — RN T,

« EETHBIRESR ("Architecture: all”) WEEEERIEHN,
- XHEREE: EEEINER
- BREFNREE: RENEREVIZTHEN
« TFHIEEE (non “Architecture: all”) BESHIRRZER, EMNTERNMRIEH,
- EXHRANESE (B 1ibe”)
- 5ZEXNERNEFRRANESMS

- N ABI WEB M
— C++ ABI BUFRAMH

xR
jJTE’-iAf'—“F@E’JEﬁ SRR, —EHWMIEBERNTHEIERE TSR ETENGFRSEEE, (MERMNIXIE
& ABI WERABMHOAES,

EE

ABEBHHIMITNREE, NEEASHNHMRETR_HFIRGEBEER —MOEE, BEREFER apt-
pinning IBR T, B2, (BIE 2.7.3 ). (RRNHEEFER chroot EMFEAR (BRE 9.10 1) RKEBITA
ERENER.



https://www.debian.org/security/
https://www.debian.org/News/2011/20110215
https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/应用程序二进制接口
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2.7.3 AE{RIERRA

%B”/etc/apt/preferences” X, APT RAERAMAFAFRERERFIITERAER RIERE, XE2EFEH
K&, U2 APT RAREENERAE, MBEEASZBNERESES, HAREXK"/etc/apt/preferences” X,
Altt, —LERNEHWEDBNEIFRNREGE, WARICH NotAutomatic, FHHIESHAIE,

VN
hRAFFF R ELE AN M BT LAMEISE, I FAF, "dpkg --compare-versions veril.1 gt verl.1~1; echo
$?” (&0 dpkg(1)).

MNREZENEESEEREPLRREE (BNE 272 ), ReJLABITEIE”/etc/apt/preferences” X FH AE
HABE A X FiFRBRERAIIREGELEBF NI SIESZE (90 apt_preferences(5) FFTR) KRBT X LS Z4AIRIE, X
##55 apt-pinning,

oF
¥

H
[=]
¥1FH apt-pinning S L RIEMELRARIE-, ROTERERFX N GLHRIEBITEE.

VIR
@ ZfEF apt-pinning &< B, E 7 Debian AEBRRGFZEINREMN, FINRUIECHIAERE ML,
apt-pinning 2T 2 FNEMIRE, RFARBRINEFERE.

VIR

@ HEEREHRN Release X (805 253 T1) {£A apt_preferences(5) R M. ¥t F Debian 1@ A1
R JE 1 Debian 214X, apt-pinning R7E"suite” & F LTE, (X=F0 Ubuntu EREARE.) #lg0, R
f£"/etc/apt/preferences” X EME, FJLAEMAPin: release a=unstable”, {BREEFEMA"Pin:
release a=sid".

( : ) gy
L {EHIE Debian FIMHZEREIE A apt-pinning BI—EZB 2 0Y, (RN ZEEECMMEEFIEE, 0, Ubuntu
#0 Debian BAEERE—IEH,

ES =1
BI{ERBIEE"/etc/apt/preferences” X, EARF apt-pinning G <L HIERAT, BRI ITHIEERAMNERS
TE(BWE 2.6.4 TFE 2.7.2 T),

T 2K T apt-pinning FARIE L7 FA,

BRI ELETE/etc/apt/sources. list” XMFEEEN, APT R4 E]AIVIRAELEEEERE Pin-Priority {8
BN, 1EAFRIREBIREMRA. IR — NG ER Pin-Priority KT 1000, iIX MRAPREI J REE F45&%, <A TR
HFEfFRINGE (BIE 2.7.10 T9).

BNREERY Pin-Priority {ERE”/etc/apt/preferences” X#HHY”Pin-Priority” £ B E X B & ZEATHIEIA
=R

BIR&ITHRISZREERT CAEE A F LA A RIRE,



http://deb.debian.org/debian/dists/
http://deb.debian.org/debian/dists/
http://security.debian.org/dists/
http://www.ubuntu.com/
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Pin-Priority apt-pinning Y 3X 4 B IR

1001 ZRIZREE, ER— T BELREENES

990 REERAITRIEEERNEIAE

500 RERIEEENRIAE

100 F T NotAutomatic 1 ButAutomaticUpgrades 15 ERIZAIAE
100 RATFERRNRHEE

1 FTF NotAutomatic fHRENFKIAE

-1 BIEHETE, BBEALTRINRGER

Table 2.18: FiF apt-pinning $ARBVEFIEEHY Pin-Priority B3R,

- ”/etc/apt/apt.conf” EEXHFHEAN”APT: :Default-Release ”stable”;”
- @3S 1TIEIN, fI9N: "apt-get install -t testing some-package”
NotAutomatic #1 ButAutomaticUpgrades FI15 5 E R ERS 28 L EREEHRAY Release XHRIZE, (BME 253

), ERNE&”NotAutomatic: yes” #1”ButAutomaticUpgrades: yes”. [ NotAutomatic PRt 2HEERE
BR55 88 EHURIRERAY Release 4RI E, 15,‘31"14'\”NotAutomatiC' yes”.

KERSHETIEN < 34 E > 89 apt-pinning 1551 5] LAi@iT”apt -cache policy <package>” a3 < B,

- "Package pin:” FF3LEIFT, FIH TRAFBARZEE pin, W3R <package> HXHI pin BETE X, HII0, "Package
pin: 0.190”.

- ’&B”Package pin:” BI1TFE, WREHE <package> HHEXMIE X,

« 5 <package> X HY Pin-Priority {H3EMBRAFFHRAVGA, L, 70.181 700

- 70" RIVEFTERAFHRNEGL, MRRH <package> XMEX, g, 70.181 0.

« B4 (f£7/etc/apt/preferences” X4 1EJn”Package: *” X X) B Pin-Priority {8, FIEFTEMEEERIZINE
i, 90, ”100 http://deb.debian.org/debian/ stretch-backports/main Packages”.

2.7.4 FEHFHMOEBE

stretch-updates F[1 backports.debian.org I45E 1Rt T stable (stretch) RIThHRRIEIIRGFEL
PTHERAXLERERE, FEEE”/etc/apt/sources. list” XIEEBE AN TRARIIEEETIR,

deb http://deb.debian.org/debian/ stretch main contrib non-free

deb http://security.debian.org/ stretch/updates main contrib

deb http://deb.debian.org/debian/ stretch-updates main contrib non-free
deb http://deb.debian.org/debian/ stretch-backports main contrib non-free

HAREEZEE/etc/apt/preferences” XA E X IRE Pin-Priority {H. HFETRHEN, KIAEERHTESEN
BEH (B 2.5.3 ).
- FIEELENIBREBERFT LB stretch-updates BREF R FFIRGEE,

HEBM stretch-backports HEERPFHNEENIBRGEE A KBEIT stretch-backports HEEARINFRGE
’_J

o

H{RMBEM stretch-backports HEERFHINLER —NRI <package-name>” PR GF R EKBBHIEHE, (R
MZ7EBMEREZRIIN— “v S8,

$ sudo apt-get install -t stretch-backports <package-name>



https://www.debian.org/News/2011/20110215
https://backports.debian.org
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2.7.5 FAIEHNREBNTS

MBEREZS|ABEFNETRER, RUALIE”/etc/apt/preferences” XHEEFH BERINT R BRFEE AR
ERBRRAY! X LR B,

Package: <package-1>
Pin: version *
Pin-Priority: -1

Package: <package-2>
Pin: version *
Pin-Priority: -1

2.7.6 {£ATHE unstable HEEH testing iRA

TR —XT apt-pinning FARMFIF, H{FEMH testing KIRHE, 3L unstable PRI ERIRITEY L AR 23R4
BHMBEEFR, RNIZIEIN TR /etc/apt/sources. list” XTI HFABEEEMIEERE,

deb http://deb.debian.org/debian/ testing main contrib non-free
deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://security.debian.org/ testing/updates main contrib

U T AT RIIRE”/etc/apt/preferences” X4,

Package: *
Pin: release a=unstable
Pin-Priority: 100

LAEBEUEE T M unstable B4 EER L E <package-name>” NG R ENKBEN, FRITEE-t” &I
(unstable #9 Pin-Priority {E3Z A 990) BI4E3R BIR R 1THREVER S,

$ sudo apt-get install -t unstable <package-name>

LR E TR, iT7apt -get update” #1”apt-get dist-upgrade”(Ei&”aptitude safe-upgrade” #1”aptitude
full-upgrade”) <, &M testing HEREARIMLM testing HRELTENREFEFEM unstable #HEE
A RABLM unstable HEEERLRIVREE,

( : ) ANy
INDAREEBIR /etc/apt/sources. list” XFH Y testing” BHERE, MNMRXEH LB testing”,
APT RASEREMHFN unstable BREFRREGE,

BR

HEBEEAE LRRER, D LI /etc/apt/sources. list” X#EF M unstable” BAREICR, XBETH
FHAEIE"/etc/apt/sources. list” XHHRMIRZIERMEMFREE R AR HBELET LM unstable 15
REPLENREGBIET unstable A4,
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<N

i R"/etc/apt/preferences” X 4 H"Pin-Priority: 1”7 & {X T7T’Pin-Priority:100”, &
f£"/etc/apt/sources. list” X H#y"testing” iE R #W MR T, Pin-Priority {8 100 WM E X RKIKHE B
B ARLET unstable HREFARK,

MRIRHLEBENIRER unstable BEEIFFRIVIRGE, MELENANBEAYRNLED”-t unstable”, {RHHE]
#”/etc/apt/preferences” X, HAEZNEINERZ N EAVF VEMRIZI LT EABLRHEEL,

Package: <package-1>
Pin: release a=unstable
Pin-Priority: 700

Package: <package-2>
Pin: release a=unstable
Pin-Priority: 700

MTRAEBMIERREFEIRE Pin-Priority 8, 0, BT ERARKHEY unstable BIZIZhR”Debian Reference”, RN
ZfE”/etc/apt/preferences” XIFHREAUTEE,

Package: debian-reference-en
Pin: release a=unstable
Pin-Priority: 700

Package: debian-reference-common
Pin: release a=unstable
Pin-Priority: 700

R’
BNERfEMAIR stable HRE, apt-pinning HAMARBMEY., REFLURNIEZKE, M unstable HRERR
HXEBE-ERTE,

2.7.7 {EATHH experimental {4 EH) unstable R4

iXZ2{EF apt-pinning F 5 — R, ZREIEEFEH unstable R, BEE7T experimental &, ZEREAIATFZR
i FEERNRGE. EEEASTE"/etc/apt/sources. list” XHEHITIRNT:

deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://deb.debian.org/debian/ experimental main contrib non-free
deb http://security.debian.org/ testing/updates main contrib

BT+ experimental /&2 IEE 5N ( NotAutomatic ) IR (EWEE 2.53 1), EHEKIARY Pin-Priority E#RIZE N 1

(<<100) . HAREEE"/etc/apt/preferences” XEHIRE Pin-Priority {H, REEIETE experimental J&, FRIE
REEE NAEHNBMARNEFRSERGEE.

2.7.8 Bl FTHMARKHEGE

apt REBEBEBE 2K cron iA“/etc/cron.daily/apt”, EXHFEMN T HREE I LR unattended-upgrades

R BERIZIEIX MR, FE RS B MARIRG BT LAET“/etc/apt/apt .conf.d/02backup”#1“/etc/apt/apt . co

FISERBFITEENX, HEXIEBAITF “/usr/share/doc/unattended-upgrades/README” H,
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unattended-upgrades MG BEERT stable RAMNL2EFH . MREMNALIBRIT stable RARINBE /N TF 4
ANEEFAEHZLENEENLZLRE, MAZEEFHENENH, BESKUT.

APT: :Periodic: :Update-Package-Lists "1";
APT: :Periodic: :Download-Upgradeable-Packages "1”;
APT: :Periodic::Unattended-Upgrade "1”;

MRIFZITHIR unstable R, MNZARBEERBMNENH, BRAEEESERXRIIRE, BMEMLT XN
unstable 5T, fReTREMKIBRRR AT FRRHBUTEREAA RN E, HEESKUNT,

APT: :Periodic: :Update-Package-Lists "1”;
APT: :Periodic: :Download-Upgradeable-Packages "1”;
APT: :Periodic: :Unattended-Upgrade "0";

2.7.9 PE&| APT B9 T #i5 5

INRRAEPEE] APT MY T #5552l 800Kib/sec ( =100KiB/sec ), {RRIZ& T EIFFFIZE APT WEEBE S,

APT::Acquire::http::Dl-Limit "800";

2.7.10 ZE2MFLK

VIR

@ P& 1E Debian it EFAHE A2, NNEREZ2MRELEPEZMI—B7TIF, REIGIRXMER,
ERRERSHE T LEFHEAE, WTEERSR, RNIE] V;\§$K1’EFR15]\FE§EZZ§&}E HFIFEHRBRE
MR —NMNRSA,

{RE] CABE L FZ HIRIE RR A A FTROAE R E PR R DN IRRVERE (B0%F 273 ), ANMERMFHNRZERE, TEE—M
WIS %, PILABRIFZS KM “dpkg -1 <broken-package>_<old-version>.deb” %% (205 264
o

1% “/etc/apt/sources. list” XHHETEAEFER unstable BT,

deb http://deb.debian.org/debian/ sid main contrib non-free

EATENITERE, AMER testing,

deb http://deb.debian.org/debian/ buster main contrib non-free

RUN T AT RIIRE”/etc/apt/preferences” X4,

Package: *
Pin: release a=testing
Pin-Priority: 1010
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i&1T “apt-get update; apt-get dist-upgrade” {EEANRFERIREGEEHIFER
EL2MBRG, BR “/etc/apt/preferences” XMEFRIISIE,

RXR—MFHE, Bl (FR2EK ) ReTESHRAE, RV KBIEE, Fe]geREEFNBRIMRER—LRG
BRERGER, FBE 4—*: EE Linux A%, 2IS12M%., udev. PAM, APT FIR4HEZEMRERINE EINREX
.

2711 FEREENIE?

R& “/var/lib/dpkg/available” #1 “/usr/share/doc/package_name/changelog” H %I HEYL4EIPEY
BRMTXT “REBEENEEERIE" X—REN—EES, BREBISIR LEEMKRIBARE, devscripts 3K
48 H# who-uploads(1) B] BAiIR B Debian JREX S HYSEFR L&,

2.7.12 equivs B

MRIRNRICIBLRIFE T — MEFRAE Debian MEE, RIFFEMAL—MEIERIZANR Debian 24 E (*.deb) F{E
FRRMAERE.

MBIREFENFERBRIZF-—NMEFRHBELRE “/usr/local”, fRETREREMEMA equivs EARBLBRAHRER
KEVER A B AR,

Package: equivs

Priority: optional
Section: admin

Description: Circumventing Debian package dependencies

This package provides a tool to create trivial Debian packages.
Typically these packages contain only dependency information, but they
can also include normal installed files like other packages do.

One use for this is to create a metapackage: a package whose sole
purpose is to declare dependencies and conflicts on other packages so
that these will be automatically installed, upgraded, or removed.

Another use is to circumvent dependency checking: by letting dpkg
think a particular package name and version is installed when it

isn’t, you can work around bugs in other packages’ dependencies.
(Please do still file such bugs, though.)

2.7.13 BE—ITRHEGEE stable R4

WFEHDF KR stable R4, FERBERGEBESITIMERENME - MG ERAEINERE, X 0] kR E HAKEH
KASHARERGFEHEK,

£ stable %M “/etc/apt/sources. list” XEHRRIMTINEE

deb-src http://deb.debian.org/debian unstable main contrib non-free

M TFRRRIEFAFAVIRGELF T ERRAEL
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apt-get update

apt-get dist-upgrade

apt-get install fakeroot devscripts build-essential
apt-get build-dep foo

apt-get source foo

cd foo*

® e H HHF

MRFEREBIE, "] backport FPRHFEHEMR—LTHERAE, 40 dpkg # debhelper,
RITTIER<.

$ dch -i

BHRGEMA, FIE7E “debian/changelog” HII—4 “+bp1”
BRTEIBFMERRAEBHFHBENZERIRET.

$ debuild
$cd ..
# debi foo*.changes

2.7.14 BT APT 19RIBRRZ 28

E J9iR B EA Debian HRENFXSRBEEMMLETE, SFERITS LAN ERNRER, 7 APT FE —PNAHN
BRRSEBEMTER. APT aJLABIT R ERERAER web (http ) XIBARSES, Il squid (B0 6.10 ), AT
P =]

20 apt.conf(5) #1 “/usr/share/doc/apt/examples/configure-index.gz”, ELE “Shttp_proxy &
BE “/etc/apt/apt.conf’ XHEFIZEMNRIEARSSE,

XEBHE—LE Debian HREMNTANRETR, (RN ZEFERENZHKRE BTS,

RHE ATE A/ | HBA

approx V-0, 1:0 4729 | Z87F Debian HEEXHFHNRERSZEE (E41FH OCaml 727 )
apt-cacher Vi, .1 289 7 Debian 2 BFLRRHE X EHITEFNE (Perl 12/ )
apt-cacher-ng V4, 1.5 1401 | P BRHFBEMNEFERIE (C++ HENTEF)

Table 2.19: Debian 4 EMNEHENKIETE

AV
@ 3 Debian EMEMMERESMN, ILEAMNRIETEEEEERGEEIPEEE NG, HrlsEE BT
BIATEER, »—7HE, @A web (htp) KIEARSB[EREFH EEEZMNITIIMIIE,

2.7.15 INEINHIREBRYERE

R’
FNEIRGCERREE RN, BRMRGCEERTIRTHAFER. MEE— FRIVTIR AJHSH,

THR—NEIVNELNHREHEHERENTO, RET secure APT R4 (S0 252 1), iEHNEIT—LERE,



https://zh.wikipedia.org/wiki/Local_area_network
http://packages.debian.org/sid/approx
http://qa.debian.org/popcon-graph.php?packages=approx
http://packages.qa.debian.org/a/approx.html
https://zh.wikipedia.org/wiki/Objective_Caml
http://packages.debian.org/sid/apt-cacher
http://qa.debian.org/popcon-graph.php?packages=apt-cacher
http://packages.qa.debian.org/a/apt-cacher.html
http://packages.debian.org/sid/apt-cacher-ng
http://qa.debian.org/popcon-graph.php?packages=apt-cacher-ng
http://packages.qa.debian.org/a/apt-cacher-ng.html
https://wiki.debian.org/DebianRepository/Setup
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« IKER: “foo”

« EHA: “www.example.com”

FREWEE: apt-utils, gnupg FIEEHREE

« URL: ”http://www.example.com/~foo/” ( - ”/home/foo/public_html/index.htm1”)

« EEIZEN: “amd64”

FiziRSB e EERWM TN Foo B — APT JREARLIT,

$ ssh foo@www.example.com
$ gpg --gen-key

$ gpg -K
sec  1024D/3A3CB5A6 2008-08-14
uid Foo (ARCHIVE KEY) <foo@www.example.com>

ssb 20489g/6856F4A7 2008-08-14
$ gpg --export -a 3A3CB5A6 >foo.public.key

Afa”foo.public.key” X, BI/A%R ID F9”3A3CB5A6” HRAIAXE, Z &R BT Foo BRI AT
FEAMT AR EIE—R A7 Origin: Foo” MR E R,

umask 022

mkdir -p ~/public_html/debian/pool/main

mkdir -p ~/public_html/debian/dists/unstable/main/binary-amd64
mkdir -p ~/public_html/debian/dists/unstable/main/source

cd ~/public_html/debian

cat > dists/unstable/main/binary-amd64/Release << EOF

Archive: unstable

Version: 4.0

Component: main

Origin: Foo

&P BB BB PR

Label: Foo
Architecture: amd64
EOF

$ cat > dists/unstable/main/source/Release << EOF
Archive: unstable

Version: 4.0

Component: main

Origin: Foo

Label: Foo
Architecture: source
EOF

$ cat >aptftp.conf <<EOF
APT: :FTPArchive: :Release {
Origin "Foo”;
Label "Foo”;
Suite "unstable”;
Codename "sid”;
Architectures "amd64”;
Components ”main”;
Description "Public archive for Foo”;
3
EOF
$ cat >aptgenerate.conf <<EOF
Dir::ArchiveDir ".”;
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Dir::CacheDir ".”;

TreeDefault::Directory "pool/”;
TreeDefault: :SrcDirectory ”"pool/”;

Default: :Packages: :Extensions ”.deb”;
Default::Packages::Compress ”. gzip bzip2”;
Default::Sources::Compress "gzip bzip2”;
Default::Contents::Compress “gzip bzip2”;

BinDirectory "dists/unstable/main/binary-amd64” {
Packages "dists/unstable/main/binary-amd64/Packages”;
Contents ”dists/unstable/Contents-amd64”;

SrcPackages "dists/unstable/main/source/Sources”;

i

Tree "dists/unstable” {
Sections “main”;
Architectures ”“amd64 source”;

}

EOF

BT dupload, fRRILAEZNEE EHMIRARSR[/AL LEI APT HERERE,

% “~/.dupload.conf” BRMTARK, EEFIHMIT “dupload -t foo changes_file” A BERREE
XA “~foo/public_html/debian/pool/main/”,

$cfg{'foo’} = {
fgdn => "www.example.com”,
method => "scpb”,
incoming => "/home/foo/public_html/debian/pool/main”,
# The dinstall on ftp-master sends emails itself
dinstall_runs => 1,

i

$cfg{’foo’}{postupload}{’'changes’} = "
echo ’‘cd public_html/debian ;
apt-ftparchive generate -c=aptftp.conf aptgenerate.conf;
apt-ftparchive release -c=aptftp.conf dists/unstable >dists/unstable/Release ;
rm -f dists/unstable/Release.gpg ;
gpg -u 3A3CB5A6 -bao dists/unstable/Release.gpg dists/unstable/Release’ |
ssh foo@www.example.com 2>/dev/null ;
echo ’'Package archive created!’”;

dupload(1) fit & postupload ¥ FHA, ZMARE R LECIRREFE G
{REIAEE FEMGERI NN QA HERERIZEHRE P in R %R apt R,

$ sudo bash

# echo "deb http://www.example.com/~foo/debian/ unstable main” \
>> /etc/apt/sources. list

# apt-key add foo.public.key

BR
MBREEMTAMSIGERZD, (RoJLAER “deb file:///home/foo/debian/ ..”,
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2.7.16 iCRMEBALKEKE

fRe] OB N HEas < ZBI R BN debeonf ERARSHIAHEIA,

# dpkg --get-selections ’'*’ > selection.dpkg
# debconf-get-selections > selection.debconf

XE, “*” {F “selection.dpkg” tBEE “purge” HIRHEEL,
RET LA XA AN SRR B — N, HiBiETIaSTEREN.

# dselect update

# debconf-set-selections < myselection.debconf

# dpkg --set-selections < myselection.dpkg

# apt-get -u dselect-upgrade # or dselect install

MRMGFEZEE - MEHTNTSRSE, ARE(NEE/LFHEE, RMNZBRERTINRMAE, fldl fai XE
BEANRLE,

2.7.17 IR IR —NIMNREY T EHHIRGEL

alien(1) ®] BA%4 Red Hat B9 rpm, Stampede 89 s1p. Slackware B9 tgz F Solaris B pkg —i#HIER 4B X HI& el
Debian #YJ deb X4 €l, MRMFBEARBHZ —NRITHRIVKEEL, (RRIBAER alien #FRHALTEE, alien thF
LSB 348,

=25

ARRZFE alien(1) REBRMNEBHNRZRER, U0 sysvinit, libc6, libpam-modules &%, 3L,
alien(1) R2iZz R ATF non-free F{URH Z#HFINXEHIVIREE, HEENINZFES LSB s#FasuE, W
BHERE, RRZERENERG S REE—EIER Debian R4,

2.7.18 A{EF dpkg fE[EIREE

TEE{ATHY Unix-like SMBEFRERRT LAZR{ER dpkg(1), M{ERMRAR ar(1) # tar(1) RARE “dpkg*.deb” RHEFE,

# ar x /path/to/dpkg_<version>_<arch>.deb

# ls

total 24

-rw-r--r-- 1 bozo bozo 1320 2007-05-07 00:11 control.tar.gz
-rw-r--r-- 1 bozo bozo 12837 2007-05-07 00:11 data.tar.gz
-rw-r--r-- 1 bozo bozo 4 2007-05-07 00:11 debian-binary
# mkdir control

# mkdir data

# tar xvzf control.tar.gz -C control

# tar xvzf data.tar.gz -C data

HEm “*.deb” BREBRJLAER dpkg-deb(1) fBERFXE LHEA “dpkg*.deb” REE; SNIR L HEARHE(E AR ERN
ar(1) FIRFHVEE x2(1) BIEZIHH GNU tar(1),

{RBRTLAER me L RABREBERE,



https://zh.wikipedia.org/wiki/Unix-like
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2,719 ESZXTHREBEENIX
(REI A FTESER THRRGaSENESES,

- RGBERIEE:

— aptitude(8).dpkg(1).tasksel(8).apt(8).apt-get(8).apt-config(8).apt-key(8).sources.list(5).apt.conf(5) 0 apt_preferences(5);
- KRB apt-doc BB /usr/share/doc/apt -doc/guide.html/index.htm1”#1“/usr/share/doc/apt -do.
- kB aptitude-doc-en REEH) “/usr/share/doc/aptitude/html/en/index.html”,

* Debian #4ZENE 77 1FHH:

— ”Debian Policy Manual Chapter 2 - The Debian Archive”,
— ”Debian Developer’s Reference, Chapter 4 - Resources for Debian Developers 4.6 The Debian archive”,
— ”The Debian GNU/Linux FAQ, Chapter 6 - The Debian FTP archives”,

+ 3 Debian Fi P —" Debian 3R+ B RIZIE

—  “Debian Fi¢EiP AR FM" (BT ),
— “Debian ##HEIEE" .



https://www.debian.org/doc/debian-policy/ch-archive
https://www.debian.org/doc/manuals/developers-reference/resources.html#archive
https://www.debian.org/doc/FAQ/ch-ftparchives
https://www.debian.org/doc/manuals/maint-guide/
https://www.debian.org/doc/manuals/maint-guide/
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Chapter 3

AgY)mit

FRZRAEIES, 1EEEH T #2 Debian RAEMEMNFEEHNEAERN., REEMNATEZRIVIRGE LI RAISHE
B, EXEMIRANRITRS BARIGE 2 VNEERN.

Z2EFETHCMEMANTERREMIR, REAMEMREHRXT Debian RAMHIRE <R L HEEE M RIEREIF A
iZEBISE, BT Debian RAAENBEFFH, RAFIRAATERELZBATN. EXNRAMEFENRZE, BESES
MR ERIERFT X,

"R
bootup(7) M4BT ETF systemd WRLABNRIE. (THIAY Debian )

BR
boot(7) M4BT EF UNIX System V Release 4 R % B5hi%RIE. ( IBARAY Debian )

3.1 BEalgiE#d

HENZFN LEEGRENAFRHTENRIERSR (0S) IERLE, FEEZM/LNMMEREINTIE,
AEERN, EFFTCTEREAREBMIANRKINER PC & L,
HAFNTRRE - MR XE, B—RAEFRREGINRET R

« 3111

%3121
« 363131
« 3147

SR, XLEMERRIABEARERIECE, thdl, R4mi¥ T BCRIRZ, WATRERHKITELR Debian RAERITIR, EIE, iR
HXEBWIAZE, B2REECRAZNBRBRILE,

2
¥t F SUN BX Macintosh RS IEE L PC LA 3KiH, ROM LY BIOS KR FMI Y XEJgeXARMEHE (5 9.5.2
) WFXMER, BRIV FEEERXMIXHE,



https://zh.wikipedia.org/wiki/Booting
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3.1.1 F—FER: BIOS

BIOS 2 RTINS —MEL, ELBEEHEE, CPUMERITHEE LB EHEHIBML I — MEENAREI I,
BEER7E RiSTE(ES2 (ROM ) B BIOS 32 MiXMEE MR TZ A FF A 1T,

BIOS HITHEM-HIELANIMAIL (POST: LEEK ) FHISRSKITEINAIRIEEN T —$ &, BIOS BEMEMG—ER1H,

BIOS BiIRFEEEE /R Ti#EA BIOS BEFRETEM%RE, RITHIVREE F1. F2. F10, Esc, Ins 70 Del , {BRU0MR
MENEEH —NESMNER R EaE, (Rel AR THELRERE (tbel ESC) BUBRRE, XS E K T4,

BEHAIEFN BIOS BafyNIBRIA SR AT AE BIOS ECEREHIERE., BE, EEEEMNIRE (R, K. CD-ROM
""" ) B, REKIMIRENEFBOLABEXERMNBZ AT, ARITEPOMBRLNARD, WIBEABEITUZNT
=
* 5| ST
« ZE{ll FreeDOS X HNTIRBEIRIE R ABINZN

BEMS INFLEIGNLL /Y23 (B P Y B AR RIF R R BRI

BE, RENEEAHNEESXPE|S, E4% PCHEENEABAMIBEXRESZTESISICR (MBR) . £ MBR B
REICR THENSXERRSISiER, BIOS FRITHEERSISMEAND SHET MBR ERIRS.

3.1.2 EMER: SIHMERER

S|SIIEF R BT IZRIE ZMER, B BIOS B, 5|SMEARRFHRANZIRER inird BIGINEEI RFFHRFIEH
MREE(], initd BRERBRXHRARER, HZFHEEKRETRERNS|ISMEERF.

Debian ZABEHEER Linux ARZERERKIANRARNZ, B0 2.6/3.x lRA Linux AZEY initrd SRR LiH2
initramfs ( #]3A1L RAM X R4 ) HR. EAR inicd FRIKRE root XERAFRZANXEER cpio 452180, HNIZE]
MERRIETIEZERIIMER, EINHEARD inicd HEZFIENEHMEB, UKRELE cpio X TFERE ZHHIS 48
initrd $RRFIER initrd BRI O] ABXS 2HAE — 4 initrd $81%, MMESBNSCIR LIRTNEE,

‘R
& 8] A f# B Isinitramfs(8) 1 unmkinittamfs(8) X AN L B & nitd BB XHF MR ST, EH
initramfs-tools-core M EREM, I https:/iwiki. deb|an org/initramfs LA T#EE S E 2.

Debian Z4E2KINFF PC &8 GRUB 5| SMEHZFEIE —HERRIERRE MBR 7, RIS SINHIEFFEEIED
LI

@ {EﬂlﬂlxﬁM grub-rescue-pc B RIRGHIF LRSI SHEE R (U 2. CD KR ), FZInF5
SmMEEF, BERE QB rIIEE TIFNSISMEER, PI3|ISEE2MEESISFRNRLE.

€4t GRUB HURBEEEXHAIF /boot/grub/menu. Ist, I, XHERENMTHEERE.

title Debian GNU/Linux

root (hdo, 2)

kernel /vmlinuz root=/dev/hda3 ro
initrd /initrd.img

GRUB %5 2 KR HIE B B STEAITF /boot/grub/grub. cfg.lt3X M /usr/sbin/update-grub 88> /etc/grub.d/*’
FREiEMR K7 /etc/default/grub” FENIREBENERM. FlW, XEFEUNTHEERE.



https://zh.wikipedia.org/wiki/BIOS
https://zh.wikipedia.org/wiki/Read-only_memory
https://zh.wikipedia.org/wiki/BIOS
https://zh.wikipedia.org/wiki/Power-on_self-test
http://www.freedos.org/
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Boot_loader
https://zh.wikipedia.org/wiki/Initrd
https://wiki.debian.org/initramfs
https://wiki.debian.org/initramfs
https://zh.wikipedia.org/wiki/Master_boot_record
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BHER FATE | AA | inited SSIRE | 0
.0 T + AIE BRI E S XH
grub-legacy V:0, I:2 719 =¥ 24 GRUB o0 viat, ext3- ),
. N GRUB % 2 | fJEREINIMEES XTIXERLE (A
grub-pc V:28,1:842 | 584 3 HF B 8] viar, extd-- ), ( BRIAZE )
N - GRUB %2 | £} GRUB % 2 lRFIFIS I SEEEMRE
grub-rescue-pc V:0, I:1 6288 | <¥F B ( CD FIERE ) ( PC/ BIOS BRAS )
lilo v-0.1:3 693 - Lilo KT RIEEERE ERRX AL
o N g, (RE)
og =]
syslinux V:5, 1:59 299 EC Isolinux EEEEIIJSOO%GO X%, SIS CD
. - . Al B MSDOS R4 (FAT),
syslinux V:5, I:59 299 =¥ Syslinux ;{15;31}1\] Py lttlyﬁiq:? 7 ( )
loadlin V.0, I:1 83 5 Loadlin E%%M FreeDOS 2k MSDOS =
n 3 F Fr
b V:0, 1:10 0 P IE\'{]elli/[ Eu}:ton ﬁthﬂfﬁﬁgﬂggs MBR HJE B,
Table 3.1: 5| SMNFHIZFIIFR

menuentry ”“Debian GNU/Linux” {

set root=(hdo, 3)
linux /vmlinuz root=/dev/hda3
initrd /initrd.img

LRI, GRUB HIIE XU,

GRUB £# B8
root FEREMENE 3 M) KX, EZ% GRUB PEIILESHIRE
$”(hd0,2)”, £ GRUB 5 2 R LESEHIZRE R (hdo, 3)”
kernel EAEAMT/vmlinuz” BIR%, ERE root=/dev/hda3 ro”
ERSBULIBLAZ
initrd fERfIF”/initrd. img” BY initrd/initramfs BR&
Table 3.2: GRUB S#1& X
EE

&4 GRUB RSP XS H Linux AZREMIATRFERANSXSE 1. GRUB 5 2 fRIEE 7iX/ME]@

N

ERIR—MRIZS

B, @]

=)
BeEm =<

ER UUID (W% 953 ) MAR

WN"root=UUID=81b289d5-4341-4003-9602-e254al7ac232 ro”,

ZEA{"/dev/hda3” XHEHXXER, Fl

"R

WMREAT GRUB, RZMIBINSEETLATE /boot/grub/grub.cfg BmEiRE, 7E Debian REE, 1R

ANz E R

35 /boot/grub/grub cfg, fREJLAEIT 4m4E /etc/default/grub X4H GRUB_CMDLINE_LINUX_DEFAULT

EFHIE

Z{T update-grub(8) RE#7 /boot/grub/grub.cfg,



http://packages.debian.org/sid/grub-legacy
http://qa.debian.org/popcon-graph.php?packages=grub-legacy
http://packages.qa.debian.org/g/grub-legacy.html
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-pc
http://qa.debian.org/popcon-graph.php?packages=grub-pc
http://packages.qa.debian.org/g/grub-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-rescue-pc
http://qa.debian.org/popcon-graph.php?packages=grub-rescue-pc
http://packages.qa.debian.org/g/grub-rescue-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/lilo
http://qa.debian.org/popcon-graph.php?packages=lilo
http://packages.qa.debian.org/l/lilo.html
https://zh.wikipedia.org/wiki/LILO_(boot_loader)
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/loadlin
http://qa.debian.org/popcon-graph.php?packages=loadlin
http://packages.qa.debian.org/l/loadlin.html
https://zh.wikipedia.org/wiki/Loadlin
http://packages.debian.org/sid/mbr
http://qa.debian.org/popcon-graph.php?packages=mbr
http://packages.qa.debian.org/m/mbr.html
http://www.chiark.greenend.org.uk/~neilt/
http://www.chiark.greenend.org.uk/~neilt/
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Initrd
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/GNU_GRUB
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TN
BT ERENSISRA, RAIUE—N5ISRAEFTBENS—13ISKHER.

20 “info grub” & grub-install(8),

3.1.3 ZFE=ER: (R Debian 2%

E{R Debian RAZBNRIZME=MEL, BEISNHIEFEMN. EREAFRETRARNGIEX G 2%, X2BH
uu.fiE’J ATL/ERB)IEXO

/EEE'
“SR{F Debian R4%” REBBRINAIE, ATEAXEPERBRIZNE=IMER, XMRFBEE WA initrd
g} initramfs 24, REPRERMUIRRE Debian ZRIEZFHER,

/init BFRATEPHRXARE LRITHE—NMER, XMEFERAFZRIERZYGNL, FEEGRZSET—M
ER. (R Debian RAREWBEE S| SRIBZAIAMARRRFUMBRE NEHRXG RS, E35|SRERMRIE

+ YN initramfs /M initramfs-tools BIE, M”/init” F2F 2 —1 shell HIATEF,

—LLa:uV‘]*ZuJ\\jJD “break=init” EFNSE, Re]JCAPETIXERS BRNIRTZAIRE root shell, B2 HEIRMAGES
" 7init “MIAE, XA shell INEE BB, (FrlET ERIFHICENRAEML,

— X{R Debian RAF I HIGRSEHEEER, BFEH—1FH busybox(1) B9 GNU T E{Z{#,
+ YN initramfs /M dracut gIE&, M”/init” B/ — 1P i#Hl systemd 257,

— R Debian R ] ARG SR — MBI systemd(1) MR,

@ VIR

HSE—NRIZNRXEGRF LA, ERA mount SLFERM -n EIN,

3.1.4 ZEIUPNER: E1Nl Debian %4

E ) Debian RAERBENRIZHIBIURER, HAE{R Debian RLFEDI, H (R Debian RAMIRRIELIME F4E2E1T, R
XHERBFHRFREKIAMNEE XGRS L,

nit EFRAZMITNE—NER (PID=1), ERNEESMHERFUEMESISRRE, nit EFMEKIAKRRE"
/sbin/init “ {Be[@IRZBHNSEIENR, FIEN” init=/path/to/init_program”,

ZRIARY init B —EEZLH:

« squeeze ZFiIHY Debian, {EFAEERM SysV KALHY init,

+ wheezy hRZHY Debian ¥¥ SysV KUA&HY init {8 7ok : £ LSB G BT RAF, BIRHITHITRINEIZA,
+ jessie hx4<HY Debian 1F2KIA init tTHRAK systemd, CAERASEEIRNFIFHITHIIEL.

=R
fREV R AR LFRERR init LT AER “ps --pid 1 -f" HLIHIA



https://en.wikipedia.org/wiki/Chain_loading
https://zh.wikipedia.org/wiki/Initrd
https://www.debian.org/devel/debian-installer/
https://zh.wikipedia.org/wiki/Init
https://zh.wikipedia.org/wiki/UNIX_System_V
https://zh.wikipedia.org/wiki/Systemd
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EESD) AT K/ [ HBE

systemd V:730,1:820 | 11844 | BEFEHFHIFF RN ni(8) STIF#HE (& sysvinit)

systemd-sysv V:713,1:813 | 114 systemd ERAMAURE sysvinit WFEMITFFTSHEE
=] H LA-:‘- N =] &6 A

systemd-cron V:0, I:1 135 A cron’me SFIFIEEE (daemon ) #ll anacron g
systemd Bt

init-system-helpes o 1040 | 129 | 7 sysvinit &l systemd @i {TasHaaEEn T A

initscripts V:259,1:626 | 205 FAFHBRATFHXARZRIEER

sysvinit-core V:13,1:16 225 2K System V B init(8) TH

sysv-rc V436, 1:634 | 123 2K System V FIB 1 TR BB RALH]

sysvinit-utils V:782,1:999 | 110 2K System VBISKAH T E ( startpar(8), bootlogd(8), - )

Isb-base V:891,1:999 | 49 Linux #x/EFSE 3.2 AREY init FIARTHEE

insserv V:474,1:621 | 140 KA LSB init.d ARKEEREBLR EHTRIVTE

uswsusp V:3, I:11 699 A Linux RERAF SR suspend T E

kexec-tools V1,18 270 T kexec(8) ERR (/350 ) BJ kexec TH

systemd-bootcharlt,., ., 123 | BERREMAES R

bootchart2 V0, I:1 94 BolRiz BN InEs

pybootchartgui | V:0,I:1 177 BalniEEeE N s (FIIE)

mingetty V0, 1:3 35 NEEEFER getty(8)

mgetty V0, I:.1 301 PRI EBE VI BIREART getty(8) B

Table 3.3: Debian KRN T HEYIER

R
7 Debian jessie hkAfG, "/sbin/init” 2 —1&|"/1ib/systemd/systemd” BIfF S 4i%,

N
BXEMREMENRIES, B2 0 Debian HE: FilAEINEIER,

3.2 Systemd #¥]¥41t

AR R AR EFIEIT PID=1 89 systemd(1) 2K /ZN ( ENWIALIHTZ ),

systemd MBHBEETRTREENHE (BN systemd.unit(5)) SRAITIREHRTE, XLEPTREXGHFEHERHERRSB
5, RBZHIRE Sysv TR, LR TEEXGFNTEN—RIIEZEKIMNE (BN systemd-system.conf(5)) :

« ”/1ib/systemd/system”: OS EIAELE X4
- ”/etc/systemd/system”: RABERMNEENH, ERFZBIZRERRRINNEEXH
« 7/run/systemd/system”: IBITRF=EMEREX M, ERBBTRNEEENH

AT E MR E* @)L "Want s=”, "Requires=", ”Before=", "After=", - Z$5RFKEE, (BN systemd.unit(5) B
f9”MAPPING OF UNIT PROPERTIES TO THEIR INVERSES”), #FRIZEHItBR#MIE X (B M systemd.resource-control(5)).

RIERTEEXFNERRE D ENRIRE:

« *service #iIRH systemd ZEHIFIEERIHFIZ. S0 systemd.service(5).
« * device {HIRTE sysfs(5) BEEH udev(7) IRERERIVIRE. S MW systemd.device(5).



http://packages.debian.org/sid/systemd
http://qa.debian.org/popcon-graph.php?packages=systemd
http://packages.qa.debian.org/s/systemd.html
http://packages.debian.org/sid/systemd-sysv
http://qa.debian.org/popcon-graph.php?packages=systemd-sysv
http://packages.qa.debian.org/s/systemd-sysv.html
http://packages.debian.org/sid/systemd-cron
http://qa.debian.org/popcon-graph.php?packages=systemd-cron
http://packages.qa.debian.org/s/systemd-cron.html
http://packages.debian.org/sid/init-system-helpers
http://qa.debian.org/popcon-graph.php?packages=init-system-helpers
http://packages.qa.debian.org/i/init-system-helpers.html
http://packages.debian.org/sid/initscripts
http://qa.debian.org/popcon-graph.php?packages=initscripts
http://packages.qa.debian.org/i/initscripts.html
http://packages.debian.org/sid/sysvinit-core
http://qa.debian.org/popcon-graph.php?packages=sysvinit-core
http://packages.qa.debian.org/s/sysvinit-core.html
http://packages.debian.org/sid/sysv-rc
http://qa.debian.org/popcon-graph.php?packages=sysv-rc
http://packages.qa.debian.org/s/sysv-rc.html
http://packages.debian.org/sid/sysvinit-utils
http://qa.debian.org/popcon-graph.php?packages=sysvinit-utils
http://packages.qa.debian.org/s/sysvinit-utils.html
http://packages.debian.org/sid/lsb-base
http://qa.debian.org/popcon-graph.php?packages=lsb-base
http://packages.qa.debian.org/l/lsb-base.html
https://zh.wikipedia.org/wiki/Linux_Standard_Base
http://packages.debian.org/sid/insserv
http://qa.debian.org/popcon-graph.php?packages=insserv
http://packages.qa.debian.org/i/insserv.html
http://packages.debian.org/sid/uswsusp
http://qa.debian.org/popcon-graph.php?packages=uswsusp
http://packages.qa.debian.org/u/uswsusp.html
http://packages.debian.org/sid/kexec-tools
http://qa.debian.org/popcon-graph.php?packages=kexec-tools
http://packages.qa.debian.org/k/kexec-tools.html
http://packages.debian.org/sid/systemd-bootchart
http://qa.debian.org/popcon-graph.php?packages=systemd-bootchart
http://packages.qa.debian.org/s/systemd-bootchart.html
http://packages.debian.org/sid/bootchart2
http://qa.debian.org/popcon-graph.php?packages=bootchart2
http://packages.qa.debian.org/b/bootchart2.html
http://packages.debian.org/sid/pybootchartgui
http://qa.debian.org/popcon-graph.php?packages=pybootchartgui
http://packages.qa.debian.org/p/pybootchartgui.html
http://packages.debian.org/sid/mingetty
http://qa.debian.org/popcon-graph.php?packages=mingetty
http://packages.qa.debian.org/m/mingetty.html
http://packages.debian.org/sid/mgetty
http://qa.debian.org/popcon-graph.php?packages=mgetty
http://packages.qa.debian.org/m/mgetty.html
https://wiki.debian.org/BootProcessSpeedup
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« *mount {HIRH systemd IFHIFNEENIXGFRFIEH S, S0 systemd.mount(5).

« *.automount {iRH systemd IFFIFEENXGRAENEF A, S0 systemd.automount(5).

o *swap HIAH systemd ZFHIFNEEEZRY swap XK1k E. SN systemd.swap(5).

- *path #§iA# systemd HIZHE1Z, ATETRZNIED. S systemd.path(5).

- *socket #EiR# systemd IFHIFEENERF, BTETEREFNED., £ systemd.socket(5).

- *timer A systemd EFHIFNEETTAIEE, BTFETRERES. S0 systemd.timer(5).

o *slice HIE cgroups(7) HIFEIR, SN systemd.slice(5).

- *scope £ systemd IS LEOREFLIMEIE, AUBE-RINRRHIE, SN systemd.scope(5).

o *target BEERTEEENXH5H, TRIMNNE, REIEELS =, S0 systemd.target(5).

RGBT (B, init ), systemd HIESEIR/B517/1ib/systemd/system/default. target (iIBERZ|”graphical. t:
MRS58 ), B%, —LE450KRY target BT ( B0 systemd.special(7) ), tE#l”local-fs.target”, *swap.target”

M7cryptsetup.target” SWS|IAUBEHXHERR, 25, HE target BT SRIBERTRBRARMMBSIA, F4H
&5, EHi5% bootup(7),

systemd IR{EEIEFHBAIINEE, 7£7/etc/init.d/rc[0123456S].d/[KS]<name>” EBEM SysV K&K B EIHIZA
MASWAH; telinit(8) RMWIEIR AR systemd R TT;ENE K,

@ Ny

RINAIEITHRA 2 B 4 2ERAFSHEEEI THBA “multi-user.target’,

3.21 FHA

AP RETN R, ERFIMEHE, &id systemd-hostnamed.service BHIMRAZLEMIRERZMENS, It
FHBARFE/etc/hostname”, INMNXUNIZRBERATNE, MARESIHFER,

RS HGE1T hostname(1) 552 BT AFTENH L FTHIEN S,
3.2.2 XGRS

TEE T S R BRI SRR ATE” /etc/Fstab” FiRE, S fstab(5) F15E 9.5.7 T,
MBXHRAMEEBIREE “/etc/crypttab” H, S0 crypttab(s)
3R RAID fJECE mdadm(8) IRETE”/etc/mdadm/mdadm. conf”. £ Il mdadm.conf(5).

O

il

S,

/.

>T

BolfrHE, EEHTHREXERSZLE, "/tmp”, "/var/lock”, #1"/var/run” R IGEER XS E

H & D

o

3.2.3 MEEOYIRL

S FEMA systemd B9 Debian REHR S, MLEEDEE BB MRS HITVIRL: Lo EOBEAE networking. service”
12, MEESEAOMEB “NetworkManager.service” &tIE,

2% 5 ERFEHEREECIIHER.
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3.24 HZBEER

EEHA L RRIAZ

# dmesg -n3

RE BT IR E IR BI{E K REE,

BIRERIE BIRERIB 15 BB

0 KERN_EMERG ARGEATH

1 KERN_ALERT 1T R b7 31 RIS EY
2 KERN_CRIT GREAF

3 KERN_ERR BiR R

4 KERN_WARNING EEXHF

5 KERN_NOTICE ZREEENEH

6 KERN_INFO BEER

7 KERN_DEBUG debug RANFIER

Table 3.4: RIZEEIRK IR

3.25 ZRGBEE

£ systemd T, AiZF R ZH01E S &8 AEMRS systemd-journald.service (X journald) RiBg, K
f£7/var/log/journal” FHOARTH) Z#HHIEIE, ALFE”/run/log/journal/” FHITLE) i HIEIE. XL —
HEIRAELHIE, TLAEE journaletl(1) #5E3FiA10],

£ systemd T, R4 HE TR rsyslogd(8) EREZ BBV T ARIZENZ L H) Z 3 BIEHE ((XE systemd Z BIHVEKIAEY”/dev/ 10g”)
, FEEBEIRERIIANTRI ASCI R4 HEHIE.

»/etc/default/rsyslog” fI”/etc/rsyslog.conf” BEBEEX AL EENHEXHNREE R, SN rsys-
logd(8) #0 rsyslog.conf(5), HRJLASILEE 9.2.2 T,

3.2.6 systemd THRHKEE
systemd MR ERFZ VIR, TRHEEANRASIEINGE, LLNEZAFIRR, EREE, HESEIE, NEERESE
%D

systemd(1) B LGRS REE:

« systemctl(1) A8 S 1=Hl systemd WA AZFRZSEERE (H217),
« systemsdm(1) L ¥EHl systemd MR LGFRSZ EIERE (BRFR@E),
« journalctl(1) 5L &if) systemd HE,

» loginctl(1) @8 L ¥EH systemd EREIERS,

+ systemd-analyze(1) D MR G B NMHEEE,

XEF A systemd EEGLHERIIR. WIEX, BHIEHEX man FHIT

X8, FEAIFRMSunit”, SR —METE (4. service #ll . target BF[iERY), &, ERBEAT,
ATLARILECHY Z AN TT (shell R FEECFF*7, »2”, ”[ 17, BIER fomatch(3) , REEBRIERTFRIIAESE
THIEER).

FEINFHRFERESRTHS, BEREIT sudo” REIE, AUKREEENRAEENE.
»systemctl status $unit|$PID|$device” MiGHERBEHEHNS (V) RELDRBE TR, iILAF—RHME,




Debian & Fift

85/274

1R1E ZEH T HER
BTRZEENER SRR ERARmE “systemadm” (systemd-ui XEE)
- — s — ”systemctl list-units
|
SIHFRE target BTEEE BT - type=target”
o . ”systemctl list-units

|

FIHFRE service RITECE BT _type=service”

| e S e — ’systemctl list-units

FIHFrBE BT &R Bt __type=help”

FIHAFHRFIA socket BT B “systemctl list-sockets”

FIHAFFRFIA timer T Bt “systemctl list-timers”

BE"sunit” BT “systemctl start $unit”
FIE”$unit” B “systemctl stop $unit”

FrinFeAR S5 X AVEC BT “systemctl reload $unit”
ELIEFIESIFrB sunit” E3T “systemctl restart $unit”
=F» S+ T ﬁ E""‘ o

EF?JEJJ Sunit” FELAERE BT »systemctl isolate $unit”

wE B (BERERERS) | B “systemctl isolate graphical”

23 5Fﬁ)*'”(npvﬁ%%éﬁ) Bt “systemctl isolate multi-user”

TRE MR (BEAF® oy — » - »

SR B systemctl isolate rescue

@7sunit” ZiERFEES BT “systemctl Kill $unit”

\/T\En CRFEEY) E-A = = = L

Eé_ Sunit” RS ES AL BT ”systemctl is-active $unit”

A?Kn i) QE E%

E’J =Sunit K = BT »systemctl is-failed $unit”

FE”$unit [$PID|device” s “systemctl status

FIRS 7T $unit |$PID|$device”

ER"$unit [$job” BIE™ Bt “systemctl show $unit|$job”
- EiIREKET Sunit” BT “systemctl reset-failed $unit”

) 1 5 B ST AR S Bk e @5 systemetl List-dependencies

FHERERR LB T BraXfF “systemctl list-unit-files”

BRA’sunit” (EINFSiEE) BrXH “systemctl enable $unit”

ZH $unit” (MRTSiEE) B “systemctl disable $unit”

EUEER $unit” (HIFR — R o

5/ dev/nul 1” B EE) BrXH systemctl unmask $unit

EE-sunit” (& _ R o

5"/ dev/null” B BrNH systemctl mask $unit

SREVERIAHY target 1R & BrXH “systemctl get-default”

REFKIN target P “systemctl set-default

A”graphical” (B &%) graphical”

AREFKIARY target [P “systemctl set-default

A’multi-user” (E1TRS) Tt multi-user”

ErRIFEIRESE HIETE “systemctl show-environment”

REWEETE"variable” 1 s S ”systemctl set-environment

{Eh”value” nxE variable=value”

BCEMMIEL ="variable” B9 BB “systemctl unset-environment

RE S variable”

SEMNEREETXENEE

; /_\EH 2 _ »
SFHRHEZ ( daemon ) 4 AR systemctl daemon-reload
KA RS 25 “systemct1l poweroff”

AFERR S R4% “systemct1l reboot”

BERR R “systemctl suspend”

REER SR P2 “systemctl hibernate”
TEESunitUWIEEE HE "Journalctl -u $unit”
TEESunit W IEEE -+ e . .

(tail -f» k%) HE journalctl -u $unit -f

ERF— BT ERBEE ]

E%E MRRSRINER | iR »systemd-analyze time”

FH P B oI ¥Ia LAY (8] L2 “systemd-analyze blame”

TESunit” XA FF e % 2L 7systemd-analyze verify $Sunit”

¥RER cgroups(7) FUBENITTE Cgroup ”systemd-cgls”

ERER cgroups(7) B/EahiTFE Cgroup ps xawf -eo

nid user caroun.aras”


https://zh.wikipedia.org/wiki/Sysfs
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- BRI e RiIx— NiE)” 3 BARNENH” BT,
- ERe” RN AN HE “HIRT KRS
- e RN EEN. “EFMEASR" = BIER" KB,

3.2.7 %EHI systemd

FAMRKIARZE, @ systemd BEHIEIEF, £ network. target BEIE, EBSMERE BNE 6 B)EhE
SF3P#FE (daemon ) B, “sshd” ARG, iEFAUE NIKZE RN sshd” E —NEFILRIFF,

B, BRARARTENRS ST,

$ sudo systemctl stop sshd.service
$ sudo systemctl mask sshd.service

4% Unix BRESHIRFERTHE (on-demand socket activation ) Z4EH indetd BHRARS KB, 7 systemd T, 48
EIINAERE NS @I AN *.socket F[ *.service B TTEEE XK EH.

sshd.socket FARE X — MG ERETF

[Unit]
Description=SSH Socket for Per-Connection Servers

[Socket]
ListenStream=22
Accept=yes

[Install]
WantedBy=sockets.target

sshd@. service fE3 sshd.socket ILEZHIRR S 4
[Unit]

Description=SSH Per-Connection Server
[Service]

ExecStart=-/usr/sbhin/sshd -i
StandardInput=socket

SRR EINE,

$ sudo systemctl daemon-reload

3.3 udev &4

¥ F Linux A% 2.6 IRFIEFARA, udev R4 1R T BNEGELRIMFVBMENE. (BN udev(7). ERZEM BT MES
FIEM £, udev RGERAM sysfs XIERG (BUFE 1.2.12 T WEERBIN—MNHF#EE, #H modprobe(8) F2F (&
WEE 3.3.1 1) MEZIFEMERMINIZIRIR, SIBENIZET



https://zh.wikipedia.org/wiki/Udev
https://zh.wikipedia.org/wiki/Sysfs
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N
WMEBEHTFHRLIEH, "/1ib/modules/<kernel-version>/modules.dep” j&E# depmod(8) IEF4RY, iR
RS udev RFFREALER A IVINE, MiT'depmod -a" RIEEE,

BT REF, FIEE”/etc/udev/rules.d/” B udev XHREEE. HFIEIARII NG E SRS ERIIR
F, R T APRFMEIZE I, EMIFFFSIIRE B BRI IR, PRI & ECARI DML, fRt2 =T A5 USB &2
ZEMETIRE, £RERSIRE B8 M Writing udev rules” 3,”/usr/share/doc/udev/writing_udev_rules/index.h

BT udev RAR— P EETHNEY), BAEHEXHEHTTiFAER, EXEREHRTRIVER.

—

®R
"/etc/fstab” BEMEHIMN, RETRAVEIFHSH, REEBEERA UUID RIEHIRE, RAE"/dev/sda” Z
KIRER. 0% 953 1.

3.3.1 RIZIERYIEE

@it modprobe(8) F2/E RINFIMIBRAIAZAERR, (EFA1659 A P HFZRAD B IE1EE4THY Linux K%, udev B4 (BNE
3.3 ) BafbE R R EE B RAZAE R 141K,

T EIEE SRS TR AR IR NS R , EE WIS, IEEA1E”/etc/modules” SXHEFIH (B 7 modules(5)).

« TUN/TAP 1RIR$ZE it EEHARY Point-to-Point M4&1% & (TUN) FEHAHY Ethernet A KM ML 1% & (TAP),
« netfilter #EIRIZ netfilter B AIEBES] (iptables(8), 58 5.10 T9),
« watchdog timer JXZHEIR,

modprobe(8) £ /7 HVEC & X {4 2+% modprobe.conf(5) B BATE”/etc/modprobes.d/” BRXF, (MNRMGREERBEL)
MEHRLRZIER, EBEIEEIHEAERBEME”/etc/modprobes.d/blacklist” XHE.)

”/1ib/modules/<version>/modules.dep” X4 H depmod(8) FZFF 4R, TR T modprobe(8) 2 /7 {F FARIIEIR
R

R
MRIREB NS HIMRIRINF, (0] B, 5K FE modprobe(8) By tH I R 2R A0 £ o) B, "depmod -a” ®] LAIE L B
#"modules.dep” SRHRRIX LE o) I,

modinfo(8) 2 B/R Linux WIZIERIE R,
Ismod(8) 2R LAF BRI LR /R”/proc/modules” AR, BRHa1AZINE 7 HRLRHR,

"R
{REEBIEWIRARR A LRVES, S0 943 .

N
{RE] ATE /RSN EC B AR (RSB HHISE. BUE 9.4.4 .

N
{Re] AEFi4miE RAZRIENRAVS AR & 092 H. BHE 99 W,



http://www.reactivated.net/writing_udev_rules.html
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/TUN/TAP
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Watchdog_timer
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Chapter 4
:

HAF (WEF ) FERNRRZN, FEHTINE, WIABHERZREL

( )
PAM MR B R AT RS BUE RN RS, (RATVE— M ESIFIORIE CD, HE IR —MEREY boot SR, H
TRERG, FEEERTIENRGHUESR,

H
=R

BE2ET 2013 F£4 %M Debian 7.0 (Wheezy) ‘5, FIUAERBEATEIEM,

[

B

4.1 —R%AY Unix iAIE

—R&AY Unix IAIEFR PAM ( Pluggable Authentication Modules, BIRJff ARIIZIEELIR ) TFHY pam_unix(8) HRiRIZHt, ©
3 ANEZEXHWNT, HRMEBEER “:7 2.

X5 R RAF ‘H AR

/etc/passwd -rW-r--r-- root root (BXEY) AFRSER
/etc/shadow STW-r----- root shadow | ZE&MENAFKSER
/etc/group “rW-r--r-- root root HER

Table 4.1: pam_unix(8) {3 NMEERRENX 4

“/etc/passwd” BETIHNE,

userl:x:1000:1000:Userl Name,,, :/home/useril:/bin/bash
user2:x:1001:1001:User2 Name, ,, :/home/user2:/bin/bash

90 passwd(5) FRRTIR, XANERHE “17 DWIIBIME XM T,
- BXB



https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
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- BRORZ TN BR

- BFHARIAF ID

- BFRABA ID

- AFBEERFER

- AFRER

- AEMAFRORES

“/etc/passwd” MBZMBLHARREFNERHIZR, E5IAT “/etc/shadow” 5, ZIHEARILBHZI

o
oES BB
(=) TEZEHKS
X IMEZEENZBREE “/etc/shadow”
* TEESHIKS
! TEERGRIKS

Table 4.2: “/etc/passwd” E_IMAR

“/etc/shadow” BIETIAZR,

userl:$1$XopOFYHI$SIFxyQwBe9b8tiyIkt2P4F/:13262:0:99999:7:::
user2:$1$vXGZLVbSSELYErNf/aguDsm1DehJIMS/:13261:0:99999:7: : :

g0 shadow(5) AR, XAXHEFHE “:" HRHBHEXMT,

B

- MNEERITRE (FFLEY “$1$" RRER MDS &, “" RNEEEM. )
- RIERIERZBAATE, HERTRM 1970 F 1 B 1 BENXEK

- RFAPBRIEZBRIR LN EE

- AP FUERZ BRI KL B8P

- BHEAMAINRY, FLHBEAFPSRES

- BHEAMENRY, TRPEZERIASKER

- IKSKRIAIETE, HRTIM 1970 F£1 8 1 BEMNRE

(o

“/etc/group” BETIAZR,

groupl:x:20:userl,user2
9 group(5) AR, XANNMGHRHE “:7 HEHNSIE XM,
- HEFR
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- MEZRNZE (AWELERER)
- BFRRE D
- R Y HRMAFASIR

=z
B

“/etc/gshadow” 3 “/etc/group” B TS “/etc/shadow” #BINAITHAE, (B;8 B #EIFHI{ERR,

=z
R

%0 Hrauth optional pam_group.so” X T # M0 # 7T /etc/pam.d/common-auth”, 3 H

f£"/etc/security/group.conf” B#1TTIRE, — N FRISCRRERPT AR ENZSIRIN,

£ pam_group(8).

R

base-passwd REBBET — 1 AFPHENE A XM “/usr/share/doc/base-passwd/users-and-groups.htm

4.2 EEKSHZEER

-FEIEE lt: E[ﬂk’?ﬂ:/u E,JE HF‘ °

me IngE

getent passwd <user_name> ALE “<user_name>" HIKSEE
getent shadow <user_name> AP <user_name>” Famblk 1= =
getent group <group_name> A& “<group_name>" FJHEER
passwd BIEWKSZERL

passwd -e FEERKEIRE — X ERZED

chage BEZEERHER

Table 4.3: E.:IEEIJK’?1=,M ’Jnr—‘%\

HAp)—LETEE RAEM root £/, ZREFIRURAVMNZEZS I crypt(3),

xR

?’"uET PAM # NSS B % %4 & (5180 Debian salsa #1288 ), AifY “/etc/passwd” .
“/etc/shadow” FIBERRMARBEER, EANGLEFELTIMIMETKIBRENHN.

“/etc/group” #0

4.3 FERRG

ERALZKIWEIL —NKSTAER passwd(l) SR, RNIZIEFE—NFED, ENIZH 6 2 8 NFRF

BT IIRIE passwd(1) REMBNMEEFH— MRS INFH.

- NEFE
- BF 039

=

c IRRES



https://salsa.debian.org
https://zh.wikipedia.org/wiki/Password_strength
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i
@ TRORSEATUEE0E, WSS, SHIESH, BESH, it £H, FENRNEMHET. F
BT, BEMTHF (P 123457 3, “query” ) SERRIEEILIE,

4.4 Z3IINZERY=RG

TEHE—LAT £NErIMEZZE fYRIIT A,

REa MITE Ky e INEE
whois V:45, 1:600 338 mkpasswd BE cypt(3) EFTB R TER B
openssl V:806, 1:991 1306 8222 \/S\I 3 t HEBIGISE (OpenSSL). passwd(Lssl)

Table 4.4: £ Z LT R

4.5 PAM F1 NSS

IACHIZE Unix R4 (5190 Debian 24t ) 121t PAM ( Pluggable Authentication Modules, ¥HEAZVIRUEFRSR ) FI NSS
( Name Service Switch, B#ARFZ IR ) VLA MRREER, EiIEEBEERBCHRE. EN0IHEERT UHER
AT,

« PAM SN AR T — N RIEMINENEI, FELLPRE T ZBIENR R,
« NSS Bt 7T — M RIEWBMIRS VG, EELEW CInERER, EH1501s1) F id(1) XHFMIEFIRSRAFMARM,

PAM #1 NSS A MNTRIFEEE — L,
PAM F1 NSS REHREEHREEANT,

eSS ATE A/ | 1HER

Tibpam-modules | V:810,1:999 | 870 BARRIERIR (EfERS)

Tibpam- ldap V1, 1115 244 787F LDAP B ORVIERA VIRIERIR
tibpam-cracklib | . g 114 | &R cracklib STHSRUEAR IR IEAEIR
Tibpam-systemd | V:412,1:706 | 369 FTF logind FMAFRERAANRIEZEIR (PAM)
Tibpam-doc 1.2 1020 | IARBIEER (html A A XS )

Tibcé V:948,1:999 | 11401 | GNUC FE: EHRME "BMRZ IR RSHEZE
glibc-doc .13 2919 | GNUC FE: EBioimE

glibc-doc-referenge 13132 | GNUC Fe: &5 Ff#, B info, pdf # html %30 (non-free )
libnss-mdns 1:556 119 T EHT2HE DNS ZF5RHT NSS f&IR

Tibnss- ldap .13 255 NSS #&iR, AT {EMH LDAP fEA— A BRSEH

NSS 18R, FFEH LDAP fFA— 1 BTiRSH

libnss-ldapd 1:20 146 ( libnss- ldap #I%f fork )

Table 4.5: PAM 1 NSS RAFEEMNREE

+ libpam-doc 1 “The Linux-PAM System Administrators’ Guide” &7 fi# PAM EEERIWEX Y,



https://zh.wikipedia.org/wiki/Salt_(cryptography)
http://packages.debian.org/sid/whois
http://qa.debian.org/popcon-graph.php?packages=whois
http://packages.qa.debian.org/w/whois.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/C_standard_library
http://packages.debian.org/sid/libpam-modules
http://qa.debian.org/popcon-graph.php?packages=libpam-modules
http://packages.qa.debian.org/libp/libpam-modules.html
http://packages.debian.org/sid/libpam-ldap
http://qa.debian.org/popcon-graph.php?packages=libpam-ldap
http://packages.qa.debian.org/libp/libpam-ldap.html
http://packages.debian.org/sid/libpam-cracklib
http://qa.debian.org/popcon-graph.php?packages=libpam-cracklib
http://packages.qa.debian.org/libp/libpam-cracklib.html
http://packages.debian.org/sid/libpam-systemd
http://qa.debian.org/popcon-graph.php?packages=libpam-systemd
http://packages.qa.debian.org/libp/libpam-systemd.html
http://packages.debian.org/sid/libpam-doc
http://qa.debian.org/popcon-graph.php?packages=libpam-doc
http://packages.qa.debian.org/libp/libpam-doc.html
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/glibc-doc
http://qa.debian.org/popcon-graph.php?packages=glibc-doc
http://packages.qa.debian.org/g/glibc-doc.html
http://packages.debian.org/sid/glibc-doc-reference
http://qa.debian.org/popcon-graph.php?packages=glibc-doc-reference
http://packages.qa.debian.org/g/glibc-doc-reference.html
http://packages.debian.org/sid/libnss-mdns
http://qa.debian.org/popcon-graph.php?packages=libnss-mdns
http://packages.qa.debian.org/libn/libnss-mdns.html
http://packages.debian.org/sid/libnss-ldap
http://qa.debian.org/popcon-graph.php?packages=libnss-ldap
http://packages.qa.debian.org/libn/libnss-ldap.html
http://packages.debian.org/sid/libnss-ldapd
http://qa.debian.org/popcon-graph.php?packages=libnss-ldapd
http://packages.qa.debian.org/libn/libnss-ldapd.html
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+ glibc-doc-reference HfY “System Databases and Name Service Switch” &7 fi# NSS I EHIEE 14,

==
fREJLAER “aptitude search ’libpam-|libnss-’" G4EEFSHEXRHEE., NSS 45l geRIKE
“Network Security Service, ME&LZLRE", EAREBTF “Name Service Switch, ARSI,

5=z
EE

PAM 2 A B MEFYIBHEIMEE B H R RRINMERNRER T,

£ systemd K, libpam-systemd R BHRELRAXREERFAER, BT systemd I=H4B/E, 7 logind JFHAF
S1EREY, SN0 systemd-logind(8), logind.conf(5), 1 pam_systemd(8).

4.5.1 PAM F NSS iA[o)i9ER &S24

TEHZ—L PAM F1 NSS iAo EER B 3,

REENH Ihee
W =] STC " ,43
/etc/pam.d/<program_name> ;{Zm ;(p;l)’ogram_name> FEFI1RE PAM BECE; S pam(7) Al

/etc/nsswitch.conf

PAETRSZFEIRE NSSEEE, £ nsswitch.conf(5)

/etc/nologin 81T pam_nologin(8) HEIRFEFIAHF~ E %
/etc/securetty BT pam_securetty(8) FRIRBEHI root 15(9] tty

/etc/security/access.conf

1810 pam_access(8) HEIR1ZE 150l PRHl

/etc/security/group.conf

1BIT pam_group(8) FHIRIZEE T ZHRIFREE]

/etc/security/pam_env.conf

BT pam_env(8) BIRIZEMNIET =

BT FAE “readenv=1" SEHY pam_env(8) IWRIZERNINIIME

/etc/environment T8
>
Jete/default/locale BiT®wA "readenv=1 envfile=/etc/default/locale

S0 pam_env(8) EHIZ B IES IME(E ( 7£ Debian R4AH )

/etc/security/1limits.conf

B30 pam_linits(8) BRI E R IEFRMH (ulimit, core HFH

/etc/security/time.conf

18T pam_time(8) HRIR 1% & A [8]FRE I

/etc/systemd/logind.conf

RE systemd WERZIEEECE (BN logind.conf(5)
systemd-logind.service(8))

Table 4.6: PAM 0 NSS 4 [a]fIfc & 4

RO IR PR B =281 PAM &R pam_unix(8) FlI pam_cracklib(8) 3R3LIA, EATTNET & BNSHHITIRE,

R
PAM HRIRFEXXHEPERESR “.s0”,

452 MANEFNRAEIE

MANEPFRARAEETTUAERSEPANEEBE RIAOHIN (LDAP) FRZB[HITEHE, NMBENEZEERIFSE
Unix F13EZE Unix B4, EEBFALOMMYRIFRESCILZE OpenLDAP R {4,

LDAP fRZ25{E RS H PAM FI NSS #9 libpam-ldap #1 libnss-ldap ¥4 B/ Debian RAIREKSEE, FE
—LEmER/ZA LDAP (FSBFEATX/MEE, HFETHNERAREE_FNERS, BEXMAIRE FTRIZTIA
o o



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#logind
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
http://www.openldap.org/
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s RBEIIBIT—NMER, FIAIIIR LDAP SFHPEHIE slapd(8), RIBIISZH VAT LDAP fRSS 5.
« {R7E “/etc/pam.d/” BRTH PAM BBEXHE, FER “pam_ldap.so” EREIAE “pam_unix.so”,

— Debian ff “/etc/pam_ldap.conf” {EJg libpam- ldap BEEEX#, “/etc/pam_ldap.secret” fEAR
7 root BEIEHIN {4,

« {RTE “/etc/nsswitch.conf” XHAKRT NSSEE, FH “ldap” BREKIAE (“compat” =% “file” ),
— Debian £ “/etc/libnss-1ldap.conf” {EJ libnss-ldap BB E X4,

- ATEBNRS, fRUAIL libpam- ldap A SLL (3 TLS ) %,

« ATHIR LDAP MAFHEURR TR, RUFIL Llibpam- ldap M SLL (5% TLS ) ##,

« AT IEL LDAP WEERE, RRZEARMIBIT nscd(8) REFFEF LDAP BRER,

£ H libpam-doc RHE R HAY pam_ldap.conf(5) FREISZIEF “/usr/share/doc/libpam-doc/html/”, BARK
glibc-doc 3G EIRHA “info libc 'Name Service Switch’”,

Eutt, RRIUNEREEREZREES—MHEPRINRL,
+ [E Windows REEEER A FFI4E,

— 8d winbind #0 libpam_winbind ##4&1/5(8] Windows domain ARSS.
— &1 winbindd(8) #1 Integrating MS Windows Networks with Samba,
- EIEERZE Unix RAERMAFTIZAE,

BT nis #EFEIID) NIS (ZRi1AU YP) B NIS+,
£ 71 The Linux NIS(YP)/NYS/NIS+ HOWTO,

453 “Hft4 GNU su ~%35 wheel £B”

XREIHR “info su” JEEP Richard M. Stallman FriEI— A& S, A8/ : Debian RAF ZHFIH su L FEAT
PAM, XHHTE “/etc/pam.d/su” FEBTHEAE “pam_wheel.so” W1T/E, FLEETZPREIIE wheel LARIFRF su B
root ¢HRIEESI.

4.5.4 REEVEERD AL

L% libpam-cracklib 34 B REERS IS HI{FE B ™A ZRIFN N, F140, @id7E “/etc/pam.d/common-password”
RN 2U1T,

3FF squeeze KITHR:

password required pam_cracklib.so retry=3 minlen=9 difok=3

password [success=1 default=ignore] pam_unix.so use_authtok nullok md5
password requisite pam_deny.so

password required pam_permit.so

4.6 HERIHIET

=z
IE

NE 9315 HRBHIARIEZ 2 EEH ( SAK) IngE,

x
s



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Windows_domain
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/integrate-ms-networks.html
https://zh.wikipedia.org/wiki/Network_Information_Service
https://zh.wikipedia.org/wiki/NIS+
http://tldp.org/HOWTO/NIS-HOWTO/
https://en.wikipedia.org/wiki/Secure_attention_key
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4.6.1 sudo

sudo(8) EF R A THE—NRAREIE AT AL B P ZRM root PR FHICF root ;EENMIRITHY, sudo REE—NEERF
fYZER0, L3 sudo MG B FH@EITIRE " /etc/sudoers” RIBETIRERE. S MW" /usr/share/doc/sudo/examples/suc
% 1.1.12 THREERA.

H¥E sudo BTREAFRL (ENE 1112 T) BATHLEBCATRHBEHNEETH. BMBMNAMS, KiIAAER
sudo &LEER root IS IRIERAREF. FIM, THHSE “<some_file>" KIHMBENZH “<my_name>",

$ sudo chown <my_name> <some_file>

YRR ARENE root ZHG ( LEUNBE TR K Debian A FATAY), ERAFKSEIUER “su -c¢” iHEMGHSMU

root IZ17,

4.6.2 PolicyKit

PolicyKit B7E2E Unix BIERFHIZHIB N RAN R —MEERAAM

BFHY GUI B SR ERFIRTTEHEE BRI T AMEASHIERIZ!T. EAEET PolicyKit RINVFHUAIZEE, MMM
1TEIRIRE,

£ Debian R4EH, PolicyKit PRI T BT sudo BRI FIKSAVIXMIRLE,
2 Il polkit(8),

4.6.3 SELinux

Security-Enhanced Linux (SELinux) & —MNMUEANPRRIRAVIESS, ELEEBRIZE Unix L2 R mandatory access control
(MAC) TREEE ™48, root I PREFLEZE M THKPES,

4.6.4 [R50 ELEARSS IRAVARSS

WNarggems, REGENZRARSER, B— 1M FNEE. MERSEREKRN. ERAERANRERS, F1EREREARE
B5FIP#E (daemon ) BiE, EREiTsuper-server 2R HIE, BWIAINRRLENE,

WFZ 127, LEAN sshd(8), EAET PAM RYAR)IES], tIEBIFSZ 7 TVRRHIUGE] — LR S IRHIIERF.
- EBEXf4: ”/etc/default/<program_name>”

 [GBSTIPHIE (daemon ) MRSZ B TS

- PAM (Pluggable Authentication Modules)

« super-server {£F3”/etc/inetd.conf”

« TCP wrapper {£F3”/etc/hosts.deny” 1”/etc/hosts.allow”, tcpd(8)

+ Sun RPC” [ /etc/rpc.conf”

- atd(8) {EF”/etc/at.allow” #1”/etc/at .deny”

« crontab(1) f#f”/etc/cron.allow” #1”/etc/cron.deny”

» Network firewall Bnetfilter #EZ2

e

DIsE 326 1,5 451 15, 1% 5.10 F.

W



https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/Security-Enhanced_Linux
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/TCP_Wrapper
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Firewall
https://zh.wikipedia.org/wiki/Netfilter
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RBR
NFS flEEETF RPC iR, FEERE Sun RPC R,

B
WMRRIZFZVH )R Debian KRB0, H 7" /etc/hosts.deny” EEEFEALL: PARANOID” iX##i R
MEE, BIEEIRE, (B2 M\;ﬁ,IE-JJﬁF THEERHEZLXEE, )

4.7 TEIANIE

JED =)
XENEERTRERTERRMFNEEER, EXENISR—IMFHER.

4.7.1 THREBENEMMNZREES

TS RITHERERSEFERAX S REHBEZHRIIEEENNZHEE, FRANXKELAN LEHZEEENE
HEEE, AAXEEANZEEESSEM EHMEARK, ATHERENBLE, SEBEEESERSERMNZEE
HWRBFRLTSE, EoJUE “1EHEZRS (Transport Layer Security, TLS) ” WY& HRTS, “E%E&?—F’ ( Secure
Sockets Layer, SSL )" #M¥zZ EiB{TiXLEARS,

A EEHIRF B i [ ZENRS A i ]
www (http) 80 https 443
smtp (FRFEF) 25 ssmip (smtps) 465
ftp-data 20 ftps-data 989
ftp 21 ftps 990
telnet 23 telnets 992
imap2 143 imaps 993
pop3 110 pop3s 995
Idap 389 ldaps 636

Table 4.7: Z2 AL 2RSS IR TR

INZ5;H%E CPU Bt jEl, {ERN CPU BRMBNRAR, FeJURFBERANXABET, (NNEATLINEDIXINZZLE,

ttali: POP {3 ” Authenticated Post Office Protocol” (APOP), SMTP #lI IMAP f§8F3”Challenge-Response Authentication

Mechamsm MD5” (CRAM- MD5) (fREVEREZ P imiEid G B _E(RRYER AR S5 88 RXBRAFRY , SmimiTEFAFTAYIERR
ik 0 587 RABEELRRY SMTP im0 25, XHFF]BLBSREER CRAM-MDS IAIEB R, MBZREEFRE 25 w0, )

4.7.2 ZZ Shell

L2 Shell (SSH) ERERAZLIMNEREHAZEZME LANNREEEN ZENZLNZET. EH OpenSSH &EF°
U, ssh(1), #1 OpenSSH jg &5F#Pi#FE (daemon ) , sshd(8) £H5%.SSH A ix O L4514, BILAL POP #ll X ZEMAE
SMMIGBTEIEE, FEEAUEGRN EZ2EH,

ERimUMERIMTANKINEE S : EFENRPAUE. 2%FIAE. REENZIAE. BBIAE, FEHRAAAIAE, 7T
SIEERBBER, 0% 69 1

4.7.3 HEMEIIMIZEEI

B{E{Riz1T Secure Shell (SSH) #[ Point-to-point tunneling protocol (PPTP) :X##MEZ 2RSS, EEEM L, NABISE
HARERIBNZBHEIEHEAN, EHBNERIE (BRE 5.10 ©), AN TENEZEL2TE—&, JURAZEFE,



https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
http://www.openssh.org/
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Point-to-point_tunneling_protocol
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0nREe MITE RK/Iv | 1%HEH

F - A,:\_, 5 ] i
knockd Vo, 12 89 ]/(J(\)IEI’Skp(cln)“t knock J5 &5FP#FE (daemon ) knockd(1) F1E Fif
failzban V:102,1:113 | 1735 | BEFEER S MALEEIRL IP
Tibpam-shield V:0, 1:0 107 EERENEBENEEREEXEIINA

Table 4.8: I2HEN T2 AN TRGIE
4.7.4 root ZiL L
FBELEALTMER root AXPRIBIEMREONZE, (REBHM T EIIRME.

o PHIEXHE AR A
« $i{E BIOS RFELEN BRI ENN B BEN
+ 7 GRUB XREXARIFIREZD
« #iff GRUB &8, =|I4FiE
WNRETUMIR S0, MEJLAER TEMNT R, ENERENEERR,
1. BERZEZ|—/ e L& E BIOS M CD 23R s,
2. FRESNFBHARYSE ( Debian Bak4E, Knoppix CD, GRUB CD, *** ),
3. BigEipnEHES X,
4. YEER P XEY7/etc/passwd” X, {F root IKFFZBEIE_EANZT,

WF grub-rescue-pc , BMERZ2NREMNMER, MRBRIE GRUB EEFXH (BNF 3.1.2 1) WINEE, EF
MY, EATENSEREMEE,

1. FEAZEHBNRGFREBN—LLERE, LLIiH, "root=/dev/hda6 rw init=/bin/sh”.
2. Y487 /etc/passwd” X, £ root KFFEMNE AT,
3. EBAA.

L[ root shell IQER] AL RS 1510] T,

JED=

—BEARE root shell i5[E)1XFR, REEBSEMERAT, HrIUEIRAL LMEFZE, LI, MeTEER john
M crack FRUENRNEBTERILBRFAEAFNER (2% 9.4.11 ), WKFENZDE, SJUARMEER
FHEITLERR,

FERIXER X AR, NEMNER LMRGBRERRZER dm-crypt F initramfs (B0 9.8 77) MIE root 77X
(@ /etc” X)), ZHEFMIE, (RERFERZLREBINRLA.



http://packages.debian.org/sid/knockd
http://qa.debian.org/popcon-graph.php?packages=knockd
http://packages.qa.debian.org/k/knockd.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/libpam-shield
http://qa.debian.org/popcon-graph.php?packages=libpam-shield
http://packages.qa.debian.org/libp/libpam-shield.html
https://zh.wikipedia.org/wiki/Dm-crypt
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Chapter 5

MFZiZE

R’R
XTF GNU/Linux ML£RERFAE, BEBLinux NEERRFi.

BR
% F Debian TEMMLEFM, EEEDebian BEIEAFM—MWEERE.

( ) EE
ARBEREAMNEREOBMAVA R ("etho”, "eth1”, "wlan0”, --+), ¥#J systemd {EM"enp0s25” 2%k
BRI TP 48 1 O 2 F57.

=H

SEET 2013 F£4 M Debian 7.0 (Wheezy) ‘REH), FIUAERBEATEIEM,

[

Bt

N
REARFHMIAIBRY ifconfig(8) &< F IPv4 X HEMEECERIGIF, Debian £ wheezy R1THREFEEER ip(8)
S H IPVA+IPY6 1Y, MODAREMANT, BEIXNFM,

R
systemdifE T, BIBAAnetworkd>REEEMLE, i5E%E systemd-networkd(8),

5.1 EARMLELEN

IEFAIREIF— T AKX Debian 1R FRHIEARMLELEM,



http://www.tldp.org/LDP/nag2/
https://www.debian.org/doc/manuals/debian-handbook/sect.network-config
https://zh.wikipedia.org/wiki/Systemd
https://www.freedesktop.org/wiki/Software/systemd/PredictableNetworkInterfaceNames/
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#networkd
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eSO ATE AV EE 1B
ifupdown V:588,1:995 | 206 ?Eﬁlown R BEN/XAMLERINRAETE ( Debian 455 )
ifplugd V4, 1:21 209 EE Bl EE B &ML
ifupdown-extra | V:0,1:1 100 G E PIZEMIKRIA, fl5E”1ifupdown” 3XEFBIAVINEE
ifmetric V0, I:1 36 Els BREMEEONERHEE

] — FIASZE, FIF”/etc/network/interfaces”

guessnet Vi0, 10 422 | AL S #ERINEE” 1 Fupdown” BITNAE
ifscheme V-0, I:0 58 B E RETRIAN F, 18387 1ifupdown” SRFEIRTINEE
network-manager | y..c 1468 | 10910 | BRE:: NM | NetworkManager ( SFI#F2 ) EIENEIEML
network-manager 9{7?[92 1:406 | 5811 = NetworkManager ( GNOME #ilii )
wicd 1:33 35 BCE:: wicd | BENLEENEEERS (TREFE)
wicd-cli V0, I:2 59 Gl BEMLEMBEERE (mIITEF i )
wicd-curses Vi1, 1.4 175 El= BENTEMBEES (XATERZFiR)
wicd-daemon V:28, 1:36 962 EE BRI LTEMEESIESE (riPHie )
wicd-gtk V:22,1:34 574 B E BENELENMEEER (GTK+ EFUm )
iptables V:264,1:995 | 1543 %her $HEIT RIS h 5 IR EE T B ( Netfilter )

. ¥ i EmERMNERE: ip8), F
iproute2 Vi623,1:834 | 2124 | OB iproute2, IPv6 AR 1p(®).1c(8) =
iproute2 5

BiE R e T B
ifrename ViL 122 122 =1 {fETET\HE’J%,_ EREmBEMEEO
ifrename(8)
ethtool V:112,1:266 | 384 EE ERERAARANIREHNIZE
S MR EED TR, &L 1P HBE
iputils-ping | V:252,1:996 | 100 | Pt WIBETTEREA=TA], L EAIRRIP R
iproute2 (iproute2 )
iputils-arping | V:34,1:433 | 51 EE MRS EREFEEN, BT ARPHIIE
iputils-tracepathy. .0 | ¢g Gl SRERIS IR N AR
.. 1 P23 fri=d _ 123 N
net-tools V325, 1.798 | 932 | PR NET-3 P2 ,.klf*ﬁ (net-tools, Pv4 FIESECE ):
net-tools ifconfig(8) &5,
. . . . MR : 2 MAXBES EFEFZEN, W T hostmamesKIP HHE
inetutils-ping | V:0,I:1 337 net-tools (EH5R, GNU)
T B A = - ;
arping V:1,1:28 73 Ef= ggl)itﬁb&&&mfzim. BT ARPIBYIE (B
1
traceroute Vi62,1:.970 | 154 GRS IkrERR i EVIRRE (RRGE, £6l8)
isc-dhcp-client | oo 1970 | 649 Eﬁ:: | puce =pi
=
wpasupplicant V:302,1:536 | 2669 | | E WPA 1 WPA2 EF i 5 (IEEE 802.11i)
wpagui V:0,1:3 762 Efs wpa_supplicant Qt EIfF- R EE Fim
wireless-tools | V:179,1:274 | 286 Gl BEE Lnx L&Y B LE
ppp V:173,1:509 | 940 B £ f£F chat %% PPP/PPPoE
pppoeconf V:0, I:10 290 %E:: W FCEBNF, UAETF{ER PPPoE 1&E#:
pppconfig V1, I3 805 EE ICEENF, CIETER chat ¥ PPP
wvdial V0, I.7 276 Bl EEBIF, UMETFER wvdialF1 ppp & PPP
NITT .. e ,
mtr-tiny V:6, I:57 141 j’zj,ﬁt e BERERITIEENMERERE (XARE)
=
BT g
ntr V5, 143 191 AL %E)TJE&EEIME’JE%& ( XAF®EH GTK+ i/
gnome-nettool V4, T:121 2101 | EE FREVE LM EEER TE (GNOME)
nmap V:37,1:320 | 4530 | BE PERBRET im0 358 (Nmap, EHIE)
zenmap V4, 1:13 2936 | @E WZEBREY/im 1A% (GTK+)
tcpdump V:20,1:204 | 1192 | BE MEERENIT (Tepdump, EHIE )
wireshark 1:63 70 BEE WEERE DT (Wireshark, GTK+ )
tshark V:3,1:38 395 EE WERENTT FFE)
tcptrace V0, I:1 392 EE B tcpdump B ERFEREBIESR T
snort V-1, I'1 1920 | EE RIEHIMENRBUMER LR (Snort )
ntopng V1, 1:2 1343 | @E EMTTN e PR RE
) — — BINDIX B IR RIS E - imi T
dnsutils V:70,1:683 | 673 EN s nslookup(8),nsupdate(8),dig(8)
dlint V:0,I:14 96 EE A RERZFZEEREEFDNSIEHER
dnstracer V-0 12 cG =l F HIE NN CZEE 16 B 28 S



http://packages.debian.org/sid/ifupdown
http://qa.debian.org/popcon-graph.php?packages=ifupdown
http://packages.qa.debian.org/i/ifupdown.html
http://packages.debian.org/sid/ifplugd
http://qa.debian.org/popcon-graph.php?packages=ifplugd
http://packages.qa.debian.org/i/ifplugd.html
http://packages.debian.org/sid/ifupdown-extra
http://qa.debian.org/popcon-graph.php?packages=ifupdown-extra
http://packages.qa.debian.org/i/ifupdown-extra.html
http://packages.debian.org/sid/ifmetric
http://qa.debian.org/popcon-graph.php?packages=ifmetric
http://packages.qa.debian.org/i/ifmetric.html
http://packages.debian.org/sid/guessnet
http://qa.debian.org/popcon-graph.php?packages=guessnet
http://packages.qa.debian.org/g/guessnet.html
http://packages.debian.org/sid/ifscheme
http://qa.debian.org/popcon-graph.php?packages=ifscheme
http://packages.qa.debian.org/i/ifscheme.html
http://packages.debian.org/sid/network-manager
http://qa.debian.org/popcon-graph.php?packages=network-manager
http://packages.qa.debian.org/n/network-manager.html
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/network-manager-gnome
http://qa.debian.org/popcon-graph.php?packages=network-manager-gnome
http://packages.qa.debian.org/n/network-manager-gnome.html
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/wicd
http://qa.debian.org/popcon-graph.php?packages=wicd
http://packages.qa.debian.org/w/wicd.html
http://packages.debian.org/sid/wicd-cli
http://qa.debian.org/popcon-graph.php?packages=wicd-cli
http://packages.qa.debian.org/w/wicd-cli.html
http://packages.debian.org/sid/wicd-curses
http://qa.debian.org/popcon-graph.php?packages=wicd-curses
http://packages.qa.debian.org/w/wicd-curses.html
http://packages.debian.org/sid/wicd-daemon
http://qa.debian.org/popcon-graph.php?packages=wicd-daemon
http://packages.qa.debian.org/w/wicd-daemon.html
http://packages.debian.org/sid/wicd-gtk
http://qa.debian.org/popcon-graph.php?packages=wicd-gtk
http://packages.qa.debian.org/w/wicd-gtk.html
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iproute2
http://qa.debian.org/popcon-graph.php?packages=iproute2
http://packages.qa.debian.org/i/iproute2.html
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/ifrename
http://qa.debian.org/popcon-graph.php?packages=ifrename
http://packages.qa.debian.org/i/ifrename.html
http://packages.debian.org/sid/ethtool
http://qa.debian.org/popcon-graph.php?packages=ethtool
http://packages.qa.debian.org/e/ethtool.html
http://packages.debian.org/sid/iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
http://packages.qa.debian.org/i/iputils-ping.html
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/iputils-arping
http://qa.debian.org/popcon-graph.php?packages=iputils-arping
http://packages.qa.debian.org/i/iputils-arping.html
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/iputils-tracepath
http://qa.debian.org/popcon-graph.php?packages=iputils-tracepath
http://packages.qa.debian.org/i/iputils-tracepath.html
http://packages.debian.org/sid/net-tools
http://qa.debian.org/popcon-graph.php?packages=net-tools
http://packages.qa.debian.org/n/net-tools.html
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://packages.debian.org/sid/inetutils-ping
http://qa.debian.org/popcon-graph.php?packages=inetutils-ping
http://packages.qa.debian.org/i/inetutils-ping.html
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
http://packages.debian.org/sid/arping
http://qa.debian.org/popcon-graph.php?packages=arping
http://packages.qa.debian.org/a/arping.html
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/traceroute
http://qa.debian.org/popcon-graph.php?packages=traceroute
http://packages.qa.debian.org/t/traceroute.html
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
http://packages.debian.org/sid/wpasupplicant
http://qa.debian.org/popcon-graph.php?packages=wpasupplicant
http://packages.qa.debian.org/w/wpasupplicant.html
http://packages.debian.org/sid/wpagui
http://qa.debian.org/popcon-graph.php?packages=wpagui
http://packages.qa.debian.org/w/wpagui.html
http://packages.debian.org/sid/wireless-tools
http://qa.debian.org/popcon-graph.php?packages=wireless-tools
http://packages.qa.debian.org/w/wireless-tools.html
http://packages.debian.org/sid/ppp
http://qa.debian.org/popcon-graph.php?packages=ppp
http://packages.qa.debian.org/p/ppp.html
http://packages.debian.org/sid/pppoeconf
http://qa.debian.org/popcon-graph.php?packages=pppoeconf
http://packages.qa.debian.org/p/pppoeconf.html
http://packages.debian.org/sid/pppconfig
http://qa.debian.org/popcon-graph.php?packages=pppconfig
http://packages.qa.debian.org/p/pppconfig.html
http://packages.debian.org/sid/wvdial
http://qa.debian.org/popcon-graph.php?packages=wvdial
http://packages.qa.debian.org/w/wvdial.html
http://packages.debian.org/sid/mtr-tiny
http://qa.debian.org/popcon-graph.php?packages=mtr-tiny
http://packages.qa.debian.org/m/mtr-tiny.html
http://packages.debian.org/sid/mtr
http://qa.debian.org/popcon-graph.php?packages=mtr
http://packages.qa.debian.org/m/mtr.html
http://packages.debian.org/sid/gnome-nettool
http://qa.debian.org/popcon-graph.php?packages=gnome-nettool
http://packages.qa.debian.org/g/gnome-nettool.html
http://packages.debian.org/sid/nmap
http://qa.debian.org/popcon-graph.php?packages=nmap
http://packages.qa.debian.org/n/nmap.html
https://zh.wikipedia.org/wiki/Nmap
http://packages.debian.org/sid/zenmap
http://qa.debian.org/popcon-graph.php?packages=zenmap
http://packages.qa.debian.org/z/zenmap.html
http://packages.debian.org/sid/tcpdump
http://qa.debian.org/popcon-graph.php?packages=tcpdump
http://packages.qa.debian.org/t/tcpdump.html
https://zh.wikipedia.org/wiki/Tcpdump
http://packages.debian.org/sid/wireshark
http://qa.debian.org/popcon-graph.php?packages=wireshark
http://packages.qa.debian.org/w/wireshark.html
https://zh.wikipedia.org/wiki/Wireshark
http://packages.debian.org/sid/tshark
http://qa.debian.org/popcon-graph.php?packages=tshark
http://packages.qa.debian.org/t/tshark.html
http://packages.debian.org/sid/tcptrace
http://qa.debian.org/popcon-graph.php?packages=tcptrace
http://packages.qa.debian.org/t/tcptrace.html
http://packages.debian.org/sid/snort
http://qa.debian.org/popcon-graph.php?packages=snort
http://packages.qa.debian.org/s/snort.html
https://zh.wikipedia.org/wiki/Snort_(software)
http://packages.debian.org/sid/ntopng
http://qa.debian.org/popcon-graph.php?packages=ntopng
http://packages.qa.debian.org/n/ntopng.html
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
https://zh.wikipedia.org/wiki/BIND
http://packages.debian.org/sid/dlint
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http://packages.debian.org/sid/dnstracer
http://qa.debian.org/popcon-graph.php?packages=dnstracer
http://packages.qa.debian.org/d/dnstracer.html
https://zh.wikipedia.org/wiki/Domain_Name_System
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5.1.1 FEHREENR
EH BT, BFTth2H NSS (RS Name Service Switch) MFISRZ 1S, X /MBRITEAIRA T,

1. ”/etc/nsswitch.conf” B ”hosts: files dns” XERMNEEN B RFIAF({XE”/etc/host .conf”
XHEE order” XERRBHIINEE, )

2. files AN ELAH AR MRENRIE"/etc/hosts” XEEEEI, MR EIFFEE MU HIR Y (”/etc/host . conf
XHEBEE”multi on”.)

3. dns AXNRIEA, MRENBBILEE"/etc/resolv.conf” XEEEER G EMIEE & % Domain Name
System (DNS) k%2, MiREIFAFEBMEUFHEEH.

5130, »/etc/hosts” BEFIM T,

127.0.0.1 localhost
127.0.1.1 <host_name>

# The following lines are desirable for IPv6 capable hosts
- ip6-localhost ip6-loopback
fe00::

0 ip6-localnet
ff00::0 ip6-mcastprefix
ffe2::1 ip6-allnodes
ff02::2 ip6-allrouters
ff02::3 ip6-allhosts

B—17H P ik o8, FFREMBXRBKNENR.

EXANMAFRIE 1T 127.0.1. 1 IP Hbr thiFRSEHEEZE Unix R AW, Debian Installer ;8B KX IP bt &R
FRIBXANER, FRELHRE (91 GNOME ) BI—ATidA%, L3R bug #719621.

<host_name> ILEZ¥E”/etc/hostname” BE X EN B,
WFBAKAIP HUMIRSE, XK IP b HAEXEN 127.0.1.1,

WFHXKX IP it F1H 158 2 4t Domain Name System (DNS)IZ {52 £ & #&15%3 fully qualified domain name (FQDN) 4
%%, MSEH <host_name>.<domain_name> 7 4 FAKAE <host_name>.

N resolvconf RGEZELREE, ”/etc/resolv.conf” B—PMEANHE, NMBRRET, ER—INEFEuE It
4, EBSERITERNYIEHES, W DNS 21P="192.168.11.1”, MEEZT,

nameserver 192.168.11.1

resolvconf EBEX4"/etc/resolv.conf” X A—NFSHEE, FBEIHFHEABENETEEARNS.

33 FB1AY adhoc B MIFE TR PC TYEIL, BRTEAR files #ldns AR 24, ENRITAENSE L £HIE DNS (mDNS,
FRLEMLE Zeroconf) BEITHRIT,

» Avahi $21ft Debian FHIZBE DNS & IMAELE,

« 'E#0 Apple Bonjour / Apple Rendezvous 1.

+ libnss-mdns & EIRH mDNS BIEN R, GNU C & (glibc) B GNU B F Bk 53 4%1% Name Service Switch (NSS)
IhEEZ#5 mDNS,

« ”/etc/nsswitch.conf” XM H B hosts: files mdns4_minimal [NOTFOUND=return] dns mdns4”
IXAER)—ES.

« ” local”4EEBHIENIR, {FH pseudo-top-level domain (TLD) SRA#4f.



https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/IP_address
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/Debian-Installer
http://bugs.debian.org/719621
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/FQDN
https://zh.wikipedia.org/wiki/Zeroconf
https://zh.wikipedia.org/wiki/Avahi_(software)
https://zh.wikipedia.org/wiki/Bonjour
https://zh.wikipedia.org/wiki/.local
https://zh.wikipedia.org/wiki/Pseudo-top-level_domain
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« mDNS IPv4 RithiEELHIFINU224.0.0.251” SEMEMNAY IPv6 HHt"FFO2: : FB” #FARIEAR”. local” EERF
#9 DNS &if),

1%EH Windows R L3 winbind 3R BRI IHH NETBios over TCP/IP W R T, I B BIX M INAE,”/etc/nsswitch
NHENHEXHFM—ER: "hosts: files mdns4_minimal [NOTFOUND=return] dns mdns4 wins”, (GR{X
Windows ZRABEEMA dns HRKH#FITENBEMN. )

IR
5% % 4 Domain Name System FEH RiBATNIE B expansion of generic Top-Level Domains (gTLD) iF7Ei#
179, EEEMA, EE—MIRN, BRFEF PR name collision,

5.1.2 MEZEOZM

Mg OB, tEUlik etho, 7 Linux RZERELEE—MNMEGFR, SXMEFHRRNZELZINRE, BidAFEN
EENSH udev (BRE 3.3 1) R7EE. WFEOBMBILR ifup(8) F interfaces(5) EHY physical 1nterface°

ATHRIEBIMNEEOBHMESRERE—H, 2B MAC i &, B— /IS~ /etc/udev/rules.d/70-persist
EANERHB/1ib/udev/write_net_rules” ZFBEMYEM, fH persistent-net-generator.rules” il
NS H4FRIBIT. (RETBMEBZ SR IAZ am B AN,

VAV

@ L45i8"/etc/udev/rules.d/70-persistent-net.rules” MM AT, RULFURISE RN S
#—179, FH MAC it B/, tEaiE, MRIREIN"FireWire device” #1"PCl device” FEX AN XEH, 1R
tHiFE &R "PCl device” fEh etho, HEEEHEEMLLIEO,

5.1.3 FiEMM Lt SEE

IEBRAEFHIREE T 1fc1918 B ERIF 1M local area networks (LANs)IPv4 32 fi7ith HE7E & 2Kt bt iR EBSE . X Leith
HHRIEA S SEEN EE Bt hR

3 Rt 7 WS %}’Eg # TR
A 10.x.x.x 255.0.0.0 /8 1

B 172.16.x.x —172.31.x.x 255.255.0.0 /16 16

C 192.168.0.x —192.168.255.x 255.255.255.0 /24 256

Table 5.2: MU SEE TR

xR
MRXLEMU D EE —NEN, BLAXDPEV—ERNEBEZIARIEERN, HIGET—MEAMKKIERSE
it LR hE4E3R Network Address Translation (NAT). ;E 2 SRR, ﬁmﬂ*EE BEER NAT,

5.1.4 MWLEIRBLHF

RE Debian RAZIF A SHEFIRE, BMRKIBE —LMBKIZREZEE DFSG non-free BEHREZIFE(], SWE 9.9.6 T,



https://zh.wikipedia.org/wiki/NetBIOS_over_TCP/IP
https://zh.wikipedia.org/wiki/Domain_Name_System
http://newgtlds.icann.org/en/program-status/delegated-strings
http://icannwiki.com/Name_Collision
https://zh.wikipedia.org/wiki/MAC_address
https://zh.wikipedia.org/wiki/MAC_address
http://tools.ietf.org/html/rfc1918
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/Network_address_translation
https://www.debian.org/social_contract#guidelines
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52 IIRKHKREMBEE

W FEMA systemd B9IL{L Debian SE RS, MLZiE OB FE HE MRS HITYIRL : Lo EOBEE networking. service”
R1E, MEEEOMNE “NetworkManager.service” I,

Debian squeeze AR ITHRER T LLET /G 8T 2 ( daemon ) EIRRAREEMLZERE, FI40 NetworkManager
(NM) ( network-manager FI#E X3R4 € ) 3 Wicd ( wicd FIFERIRHEFEL ).

- EMEBCH GUI Mas<1TiEFRIF DA FRE,

- EMEBCHEETFERE (daemon ) EAENNREF IR,

« EfIMERETCAB R REEEDIMLE,

« EfMERATAERMERTENTEMEEE,

« EMNRIHREEMEMAKRIELRR ifupdown IREE,

=z
B

AEERSSFELERAXLENNEEETR, Sl IEEHNTFECAER ENBHNREAF.

XLEMAMNEEETEETEHRHTEIEMNEE, VB RS5E4S ifupdown REBLREHER, EMEEXHNT
“/etc/network/interfaces”,

B
XLEEEMEEEE T B —LINEERIBESTHRS AR, ENAMRERL ifupdown RIEBARHEEL, KE
network-manager #J BTS #1 wicd 9 BTS, R&EE HaiRYclFIREH,

5.2.1 EFREMINERETAR

Debian & 4 NM 1 Wicd E A X9 3 F “/usr/share/doc/network-manager/README.Debian” #0
“/usr/share/doc/wicd/README.Debian”,

KL, WMTRFER] TR REIMEEE,

1. B TGS EEEAF foo I3E “netdev” A (B4, 31 GNOME #1 KDE X#HH A REMIESIEIT
D-bus BHITERIZIRIE ).

$ sudo adduser foo netdev

2. f “/etc/network/interfaces” BUERBFIF T EBBHEREE,

auto lo
iface lo inet loopback

3. B RIS SEHBDN NM 3¢ Wicd,

$ sudo /etc/init.d/network-manager restart



https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Wicd_(Linux_Network_Manager)
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=network-manager
http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=wicd
https://zh.wikipedia.org/wiki/D-Bus
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$ sudo /etc/init.d/wicd restart

B ER R EEC B ML,

==
RBEARYE “/etc/network/interfaces” HFREOSMW NM 3% Wicd BEIE, MRS ifupdown FIHSE,

R
MRMBET E NM B9 L EEINEE BF HESMWBEGERMANSZRERG
8, il un network-manager-openconnect, network-manager-openvpn-gnome,

network-manager -pptp-gnome, mobile-broadband-provider-info, gnome-bluetooth F %
XEHIEA T Wicd,

NIy

@ XEERTMEEEE TETEELARE “/etc/network/interfaces” H{EL4H) ifupdown BRERE,
Bl0sE 5.6 THE 5.7 THMIBLERE, 83 network-manager B9 BTS F wicd i BTS REE HA1H(a]
AFNPRE,

5.3 RBEREGFENIKNEEE

fEF systemd BIR G, BJBATE /etc/systemd/network/ BEEEML, S0 systemd-resolved(8), resolved.conf(5)
#0 systemd-networkd(8),

BEMRTFEEEEGRAENER TREEMKMLE,
DHCP EFiRkEE B rI LABT I /etc/systemd/network/dhcp . network” XER#ITIRE, HIU0:

[Match]
Name=en*

[Network]
DHCP=yes

— NS MEEE B BENSEIT R /etc/systemd/network/static. network” Rig&. tba0:

[Match]
Name=en*

[Network]
Address=192.168.0.15/24
Gateway=192.168.0.1

5.4 RENMBERECE

WRZE 5.2 THFEANAELEFRRENEE, BRNIZERES T FEZET ENERNEEEIRE R,
BRANEERNBNAEEREEN (80 % 55 7 )
BT Linux  EEMERENZEFEMMER (S1%E 581 T),



http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=network-manager
http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=wicd
https://zh.wikipedia.org/wiki/Systemd
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« kKB Linux NET-3 M4 2 4 RY1H net-tools 2% ( ifconfig(8)------ ) EfRHMASHEELTERT,
- REIMER Linux MLE R ARIFT Linux iproute2 F2F (ip(8)--+- Do

REREREFTHEX, BelEREY. AL TSEMBIEERL.

ifupdown B R Debian XS EMLEEE E R ASEIFINE, BIER] AR EfE T FHII0 “ifup ethe” X
S SRITAMNLE, EHRESXEMTF “/etc/network/interfaces” PHHEMENFIN T,

auto 1o
iface lo inet loopback

auto etho
iface eth® inet dhcp

resolvconf REB RN T E ifupdown RALIFENESHEINSEREEEXH “/etc/resolv. conf” KEMLE it 2
B EFHERE T, XS Debian MBI EIREBIEER T resolvconf i E (S M“/usr/share/doc/resolvc

ifupdown BB RIGHENMIAS, BIU0 ifplugd. guessnet, ifscheme &, AT HITMEIBMBINNSEE,
BIANAI T E L BN ARSI, XN RIZLLEIEER, BEHRIM ifupdown RET TIERIF.

FMEFISIE 5.6 THE 5.7 1,

5.5 MZERAN (fE4R)

I\E
@ AEXTHEARNERNEANXNATIREN, AYSEEATHENNSER, BIFER NM, Wicd, 5%
ifupdown BRE. (0% 52 THHE 56 ).

—EREMHERFNEER S NILERRZ, EBERTENATHIR,

PC EEAD ERERF

B0 (pppo) PPP modem POTS H%&SEAR ISP
Frpiiy SEEEEEOR oo iEim ) B

BAAM (etho) PPPoE/DHCP/Static Bir-modem BETHIE BEWIEAR

ISP
LAN MR (NAT) ISR w R H

83 ( BT -modem --*)

BAAMO (etho) DHCP/Static

Table 5.3: P48EZ T NALEZER1ZTIR

BHERANEERNRLE.
M E R RIRIER X,

pED=1
BT MR 1 MARSS, @ F &R DHCP = PPPoE, ADSL #1 FTTP i@&{#H PPPoE, {IEEZE{RINER
M AR SZ IR M RIK G I MIEEERNBEREIEE,

JES=}

HETINHBRAREERERSMIMER, FiEMN CNENFEZERETIRMEEE LM WUt (NAT) , RiE
BEEMN, EXENERLT, BEMNERBEMMNEEOFERRS IP SEEFEBHERIEMA DHCP RS, FFE
BREABR W INIR ISP BYIES I RECE &R 5,



http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
https://zh.wikipedia.org/wiki/Modem
https://zh.wikipedia.org/wiki/Network_address_translation
https://zh.wikipedia.org/wiki/Network_address_translation
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EEAN & faimel

PPP pppconfig ﬁUEEIEE"J chat pppconfig, ppp
PPP ((£F9) \gﬁ/a?lalconf BIER &R ppp, wvdial
PPPoE pppoeconf EIEREER] chat pppoeconf, ppp
DHCP ?’:E”/etc:/dhcp/dhclient.com"i’sc_dhcp_Client

X iEpu

B35S IP (IPv4)

£”/etc/network/interface
BiEiR

Siproute g% net-tools (IH)

E375 IP (IPV6)

f£7/etc/network/interface

X iapu

S%
iproute

Table 5.4: MR IEZILE TR

YRRRE 15 EH

POTS EBEXNEIERS

BB ks

BB-service EEamiE, BMFRAFZ%ES (DSL), BHEEL, KAEIF (FTTP)
BB-modem EEZM0i%, DSL modem, Z%%% modem, 2k 2T & 22 1R (ONT)
LAN [SEEAE]

WAN [

DHCP NS ENEEY

PPP RRRY

PPPoE BAARW ERY =2 Y

ISP SENMRZERS

Table 5.5: W4&IEIERRRIEYIR

5.5.1 LAKM DHCP i&Eiz

BRI REF/ NI E L ML, thpiREEN, A - LERFRNFETRHIERD N (EEN ), BHE
EENEEMNEEERKHZE ETTHMASENEE DN (DHCP) RBiREMENIRS.

UREEZR% isc-dhep-client BB KMIR NS ENEE MY (DHCP)ARS.

£ dhclient.conf(5).

5.5.2 BAANEES IP EE

B 1P LA AT E RIRECENF.

5.5.3 {#H pppconfig i PPP &%

EEEMA pppconfig BB E PPP &%, NEERXERAMNERTERNA.
- BiESH

- ISP AP

« ISP 2215

. IFOEER

+ modem B{Fim O

< NEAR



https://zh.wikipedia.org/wiki/Plain_old_telephone_service
https://zh.wikipedia.org/wiki/Broadband
https://zh.wikipedia.org/wiki/DSL_modem
https://zh.wikipedia.org/wiki/Cable_modem
https://zh.wikipedia.org/wiki/FTTP
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/Wide_area_network
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol_over_Ethernet
https://zh.wikipedia.org/wiki/ISP
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol
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Xt

Thee

/etc/ppp/peers/<isp_name>

pppconfig EmME YT <isp_name> B pppd EBEXH

/etc/chatscripts/<isp_name>

pppconfig ERFYT <isp_name> BJ chat BEEXH

/etc/ppp/options

pppd EAHIRITER

/etc/ppp/pap-secret

PAP FERUNERIE BT EXR)

/etc/ppp/chap-secret

CHAP FERGNERE (FE2)

Table 5.6: {§ M pppconfig #Y PPP iEiEEC & X 4-7I3R

VAV

"<isp_name>" &" HEXMARSZEME", R pon M poff < iAAMNR, KBS,

fRe]AMERTEHNREMEREE TREMNNEE.

$ sudo pon <isp_name>

$ sudo poff <isp_name>

2101”/usr/share/doc/ppp/README . D

ebian.gz”.

5.5.4 {EH wvdialconf 15 —f=]iER PPP &

— A REHIEER pppd(8) FEEMEARE wvdial B wvdial(l), A& pppd 3BT chat(8) SRIES M EERE, wvdial
HITIREFIPALIDE, ABRBH pppd #ITR FERIE,

EREMIZA wvdialconf E2E PPP 3%, X

- iS5
- ISP AP
- ISP 215

FEREAMERTERR.

EARIAERT, wdial SEBRIINETE B B AP A LAR SR,

X

ThgE

/etc/ppp/peers/wvdial

wvdialconf ERE X wvdial #J pppd BCE X &

/etc/wvdial.conf

wvdialconf EREEEXHE

/etc/ppp/options

pppd ERBRITESH

/etc/ppp/pap-secret

PAP FIERUNIERIE (BEEMXR)

/etc/ppp/chap-secret

CHAP FIERGANIERIE (BEL D)

Table 5.7: {§F3 wvdialconf # PPP EEEEE X 1F7IFR

R LAfER TENEEMEEE T ENIEE.

$ sudo wvdial

$ sudo killall wvdial

£ Il wvdial(1) 1 wvdial.conf(5).



https://zh.wikipedia.org/wiki/Password_authentication_protocol
https://zh.wikipedia.org/wiki/CHAP
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol
https://zh.wikipedia.org/wiki/Password_authentication_protocol
https://zh.wikipedia.org/wiki/CHAP
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5.5.5 {#F pppoeconf ) PPPoE AKX MiE

LR G EXMIZ LS IR 4t PPPoE %%, HEMMATIEEMEEEZEAI 1M, IBRAVEMMLE W I{ER PPPoE R
&, PPPoE R/RUAANM LAY PPP, BEEMIA pppoeconf RXEXAIACE PPPoE iEHE,

REXMHETH,
X% Ihee
/etc/ppp/peers/dsl-provider pppoeconf R EX pppoe BY pppd EEEXHF
/etc/ppp/options pppd BEAPRITER
/etc/ppp/pap-secret PAP ERGNIEEIE (BEEXR)
/etc/ppp/chap-secret CHAP FIERCAEERIE (BFE2)

Table 5.8: {# M pppoeconf Y] PPPoE iE1EHD & 14715

Re]AMERATEHNRKENEZEE T RNXEKE.

$ sudo /sbin/ifconfig eth@ up
$ sudo pon dsl-provider

$ sudo poff dsl-provider
$ sudo /sbin/ifconfig eth® down

&1l”/usr/share/doc/pppoeconf/README . Debian”.

5.6 {F£MA ifupdown FHITEARMERE (1H)

Debian R4t _ERIIELE TCP/IP W4E 52, ifupdown RUBRFI— N LETEXRER. R MHEER,

- BBTIERN R SIS IP R4, (RAJUAMERA resolvconf B13EE TCP/IP MR, THREBEIRIRIENIRIFMMEKEE,
(BIEE 5.6.4 ).

- BIRSB LN FBRSIP RAR, RAFE resolveconf BREEIREY TCP/IP ML, HRIFRNALEERE (BNE 565
).

MRGRIRESKEE, XLERMNEERE, 2RHEIEEEN. E TEMNABTHEZRNAT,

ifupdown EliE# Debian ZRAHIRENSEMBEEEELSR, EATH, FHAMET ifupdown BERENAIFSHE
P FRZIJEFHIMEEE.

5.6.1 EREMGLIBE

ifupdown BB B MM ifup(8) F ifdown(8). EN IR T E T /etc/network/interfaces” FEE X {41 L EMLEEREE.

ks fE
ifup etho Zﬂtﬁ;’lface etho” BTRiE, 1BH etho MEC ERETIMERREL
ifdown ethe Zlilcfgiface etho” T 171, (2H etho PR EREAMEED

Table 5.9: £/ ifupdown H{ITEAMERLENHL IR



https://zh.wikipedia.org/wiki/Password_authentication_protocol
https://zh.wikipedia.org/wiki/CHAP
https://zh.wikipedia.org/wiki/Internet_Protocol_Suite
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NE(FH ifconfig(8) # ip(8) XEMEEMERE T EHSREE— up IRSMWEO,

=}
F8E—N ifupdown HE%,

5.6.2 ”letc/networklinterfaces” E&iEj%

7£ interfaces(5) BfEFEHY”/etc/network/interfaces” Xi#iEi%, RERZF T EAIRISHIIE,

i

T

L]

”auto <interface_name>”

SR ZoIR, BshiEO < interface_name>

”allow-auto <interface_name>”

5L

“allow-hotplug <interface_name>”

SARAEORNE — M RERES6, BoiE0

<interface_name>

»iface <config_name> ..” AT

TE X <config_name> FIMZZHC &

mapping <interface_name_glob>”"

K17

TE X <config_name> BJRREF{ERITAD <interface_name>

"# SHIRRIT

BER—HZBR ((TREEFAESH)

"\ REHTIEERTT

TREEF 17

Table 5.10: ”/etc/network/interfaces” BEMTIITE

B\ iface Fk1THIT, B TEAVIEE,

iface <config_name> <address_family> <method_name>

<optioni> <valuel>
<option2> <value2>

WFEAEE, mapping TREWER, ReIUERAMBZIEORERNNMEEER, (BIE 575 D).

%
E"/etc/network/interfaces” B, REH—IMMEZIEOEEE X iface” T,

5.6.3 [EIIfFMLEIEN

).

auto lo
iface lo inet loopback

ERMMAZKIER, ”/etc/network/interfaces” XFETHEHMEEZEH BN TEIANEREO o, G

& auto

XPABE/etc/network/interfaces” X B E —HFE,
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5.6.4 {$£F DHCP HM&1EO

MEE 551 VEZRRKG, T /etc/network/interfaces” B, R TENABSCIREEZELERE, MKZEOMN
DHCP BREEF T,

allow-hotplug etho
iface eth® inet dhcp

3 Linux AZAENEIYERE D etho, allow-hotplug TEfE ifup BafiEM, iface {&fE ifup A DHCP REE
#0,

5.6.5 {EFES IP HUtAIMLRED

£”/etc/network/interfaces” X EMEIREERE, REEFRS IP MEEO, TR,

allow-hotplug ethe

iface eth® inet static
address 192.168.11.100
netmask 255.255.255.0
gateway 192.168.11.1
dns-domain example.com
dns-nameservers 192.168.11.1

Y Linux A#ZENZE] etho, allow-hotplug TEfE ifup BohiEO, iface T{E(E ifup FAES IP REEREO.
X8, HBIETENEE.,

o FIEMAY 1P HHtSERE: 192.168.11.0-192.168.11.255

P XHY IP thk: 192.168.11.1

- ERA%AY IP H4it: 192.168.11.100
- resolvconf &: B&%E

158 "example.com”

« DNS AR$3886Y 1P tidik: 192.168.11.1

Y resolvconf B8 BE%E %A, DNSHXMEE, SEXRTEMNARXFEIRIE"/etc/resolv.conf”,

nameserver 192.168.11.1
domain example.com

Ny
RELEGIFEM IP ik, REKRERY, RNISRALMNELEEIRE IP ik,
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5.6.6 TTL&EIEMIEOEM

T2k LAN (845 WLAN) R BRI T LE R, (EAET IEEE 802.11 fnESRRIFRN LTI MEERA,

TE&BORAAMIEOEE S, EBEVIREER, EREBMH LML ID FNZHEIE, N EENETREZERSHU
AWMEO—#, BMARORE—SaAE, REBNARBAZEE), % ethl, wlano, atho, wifi@ -----

BR
wmasterQ iZEE2FigE, EMXREHI mac80211 Linux APl B, SoftMAC {ERI—MNAZRIZE.

XEFH—LEEIQEMN WLAN X1,

FRENS L] L _ -
(E)SSID (Extended) Service Set Identifier f?g%; g%gsl)lﬂ%@;%%% ggﬁ?]sﬁi
WEP, (WEP2) Wired Equivalent Privacy %2 %0%%%%?%_ 53[;;% gj (128 1)
WPA Wi-Fi Protected Access i?ﬁi?%g%ﬁﬁgégﬂkgﬂﬁ

WPA?2 Wi-Fi Protected Access 2 f%vfgff%gﬁﬁﬁ (&R 802.111),

Table 5.11: WLAN 45 51i7%IF&

SERRIE 5 AR BN B AR EC B RO T £ 8% B 28 FTBR 1,

5.6.7 {EFH WPAIWPA2 HIT-4& Bz
REEL R wpasupplicant E15K32#F WLAN {EFAFHY WPA/WPA2.

f$8F3 DHCP B4 S18MiEE, ”/etc/network/interfaces” XHMEZEEER TENATISE.

allow-hotplug atho

iface ath® inet dhcp

wpa-ssid homezone

# hexadecimal psk is encoded from a plaintext passphrase

wpa-psk 000102030405060708090a0b0c0dOe0f101112131415161718191alblcidielf

Z£1”/usr/share/doc/wpasupplicant/README.modes.gz”.

5.6.8 ¥ WEP K& FEMEO

MEEL R wireless-tools BRIIFEERN WEP TLF/EM, ({RAVEZESFRIVIEERTEMNAERRZTEHIZEM,
EX2LRBHE. )

@ VAV

HER: WEP TEBEHN EHMERE, FICAREM AL,



https://zh.wikipedia.org/wiki/Wireless_LAN
https://zh.wikipedia.org/wiki/IEEE_802.11
http://linuxwireless.org/
https://zh.wikipedia.org/wiki/SoftMAC
https://zh.wikipedia.org/wiki/WaveLAN
https://zh.wikipedia.org/wiki/Service_set_identifier
https://zh.wikipedia.org/wiki/Wireless_access_point
https://zh.wikipedia.org/wiki/IEEE_802.11
https://zh.wikipedia.org/wiki/有线等效加密
https://zh.wikipedia.org/wiki/WPA
https://zh.wikipedia.org/wiki/IEEE_802.11i
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
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{58 DHCP W& BigMiEE, ”/etc/network/interfaces” XMW EZEEER TEMNHNBIRE,

allow-hotplug etho

iface eth® inet dhcp
wireless-essid Home

wireless-keyl 0123-4567-89ab-cdef
wireless-key2 12345678
wireless-key3 s:password
wireless-defaultkey 2
wireless-keymode open

Z=0l”/usr/share/doc/wireless-tools/README.Debian”.

5.6.9 PPP &

MEERZ AR E PPPERE (B0F 553 ). AR, R TENARELEE 1 PPPiRE pppo E1“/etc/network/in
XHERFRE.

iface ppp® inet ppp
provider <isp_name>

5.6.10 S—fh PPP &%

FTEERZEMNEALEREFER wdial BB —F PPP iE# (BILE 554 ). ARG, BRTEMNARAE
PPP i%% pppo &H0 “/etc/network/interfaces” XHERIEE.

iface ppp0O inet wvdial

5.6.11 PPPoOE %%

{§£FH PPPoE EIHEZRI I MAVERN, REERZAINIEIAR PPPoE EERERSZ (BN 555 ). AR/, B TE
AL E— N PPPoE 18 etho 110 “/etc/network/interfaces” XHEMEE.

allow-hotplug ethe
iface eth® inet manual
pre-up /sbin/ifconfig eth@ up
up ifup pppO=dsl
down ifdown pppO=dsl
post-down /sbin/ifconfig eth® down
# The following is used internally only
iface dsl inet ppp
provider dsl-provider



https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
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5.6.12 ifupdown PM4REZEIRZS

»/etc/network/run/ifstate” X#RF T H ifupdown REBEIBM HEIFF BRSNS IE O MWEIEIRE, B
REWMRE, BME ifupdown RFESEIRMIEHBNENMLZIEO, /etc/network/run/ifstate” XIEFMAKIE
B AMIERE.

AR — L& E B ifconfig(8) Ar LML B T I FHII—1T, MEMNEEBIER IPV4 MEH—ERDERA.

inet addr:192.168.11.2 Bcast:192.168.11.255 Mask:255.255.255.0

- =c
EE

WFiEREER| PPPoE FILAAMIiLE, ifconfig(8) &< Y% BERG LEMTF,

5.6.13 MEZEFEEEM

YR BEHEEEO, MNetho i, RN E SH”sudo ifdown eth0” FdXFAE. XJFMN7/etc/network/run/ifst:
NHEmBIR etho ZB., IR ethe ZENEBWESEKE, EBHE, T HIFEHRHUN —ERIRER. &5
Bk, WFEEMERFPI{ED, EEMBERITIMEE, BREXRBELZEMN., )

RMET A REEEHIEMLEED etho , E5”/etc/network/interfaces” XIFHAR,
R[5, {RETLAfEA”sudo ifup ethe” %<, EIHE etho,

N
fRRICAE 2B 1T sudo ifdown etho;sudo ifup etho” R¥VIALKEMWIAILMLEEO.,

5.6.14 ifupdown-extra £

ifupdown-extra Bl IHEZHIMNELEZ MK, F ifupdown BB—E(ER.
« network-test(1) A3 ¥ BETSTE shell B{FEH,

- BElfAEEITE— ifup MITHIS S,

network-test L IEIRMRRIRAINIT 5 AT L 0] AV K B 75 S P RERH K,
BEIMAZEE” /etc/network/*/ ” FHIT T EHIZIE,

- EMBEYIERE

- WWEEE 1P HitFEA

« ¥”/etc/network/routes” MIENX, BN RAFHSIKE

- MEMBHIMKEE BT UAEIA

« f£7/var/log/syslog” X EEICRE

AZHTICRNEETERANNECEEEEA.,

N
ifupdown-extra BIFIBmLITHRHE"/etc/default/network-test” REEE. HHOBEMUKE, RFIE—=
RBBNEE, FANXLHATE LR ERERN ARP 8.



https://zh.wikipedia.org/wiki/IPv4
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
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5.7 {#H ifupdown BISHKMEEE (I1H)

ifupdown 48, ERESEKAE, HINGEMEBBLES 56 HAHWANAR.
AR BRXEINgERTE P IEN, B, BTEBNREEY, LFNMERAXLES AMKEIERA,

VYIS
MRFAEEB BTSSR 5.6 TENEEEINZERE ERATEMNGER, MRSEMRIBHEEEILRIER,

5.7.1 ifplugd {61
ifplugd REBR—NEMNENINEREETR, SNEBSIEUAMERE., BBR TR PC FRIHEUARNML LA 0,
IR IFE L2 NetworkManager 8% Wicd (BWE 5.2 T), MABEXMREE,

EXMNRERIBIT—NEEATIPHIE (daemon ) R E auto 3K allow-hotplug FIINEE (BHLER 5.10), HENMLEEE L
rosEO,

UARiHOEH#ER ifplugd REE, tbdl etho, EETHE,
1. #fR”/etc/network/interfaces” BEHAYT: “auto etho” 8”allow-hotplug ethe”.
2. {RE”/etc/network/interfaces” YT “iface eth® inet ..” #”mapping ..”.
3. ¥¥ ifplugd HREFH.
4. iB17"sudo dpkg-reconfigure ifplugd”.

. 1B etho EJu” H ifplugd MITHIERSM £

(o))

WE, MBRIFFRENHANEHEET.

- EITHRRERAMEGNEEESD, BORSE2BNBEC.
- BRIEFNLFE, &BE K DHCP F15A7E],
- RBEEY IPv4 IR OASKIBEMAE (BILE 56.12 ).
- RMUAMLLR, B0,
- TEHRIEUANLS S Ba)—ERETE], AEEOBMXHA.,
- ERRABIMILAMLLET, BEOEMPIMEIRE T B0,

R’
ifplugd(8) AR RIS BB IREHITH, LINREMECEE M RIER],

5.7.2 ifmetric {48

ifmetric G EEFRAEBREBELZIRAEIFBAEE(E, BER DHCP MWERHEE(E,
TEIRE etho EORME, ILHAB wlane HOMERAT, EMELN,

1. B ifmetric #{EE,



https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Wicd_(Linux_Network_Manager)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
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2. 7£7/etc/network/interfaces” BB, #il—{T’metric 07, BRE\EMFE"iface ethd inet dhcp” X{T
N,

3. f£”/etc/network/interfaces” B, #Eil—17"metric 17, ZREME iface wlan0® inet dhcp”iX
T mE.

metric 0 ERERSEHMER, BHIME, KB metric BEKRERBIBHMLER. EERIK metric BRYENIVE
1P #udk, A RIRIAEH, S0 ifmetric(8),

5.7.3 EilEO

BAIBLAARMIE O eI E A ERARRN IP SN EIIED, IHMIVERN, BERIEEOEEALANIP F
M, tbulid, RE—NMNERET IP bbb ELL web £, FEXEFE—NA,

ZANGF, EFANRIE T EE R,

o REN ERIBREANUKMIEEZEBIAKNMELSE (FRETIRHEE ),

o BAUKMEELL 25 [E1 AT & 152 2 T BX N A1 A it F 15 M,

- BIEMERFMN 192.168.0.x/24.

- RENBYIERED etho {EF DHCP 12t 1P ik KiEE T EAM,

« {RE9ENER 192.168.0. 1 {EFEMIIENIED etho: 0 Aitiht,

»/etc/network/interfaces” E TEM TR E(RIIMLE,

iface eth® inet dhcp
metric 0

iface eth@®:0 inet static
address 192.168.0.1
netmask 255.255.255.0
network 192.168.0.0
metric 1

VIR

@ BRINMCEYF, FEA netfilter/iptables (2058 5.10 ) BIM L HEEEIR (NAT), BERSLLRBENW
KEOMNBEMNEEENMEES, BXMHFRE, RBEIEMNAEEEN, R HER 2 RYJIER KR NAT
RERIMNMEETLS, MEALLHEERM,

574 SRS iBE
ifupdown BREBIIRBELEMERE, FAMEEEIMMEENS, HEMNARIE ifup8) MK interfaces(5) B0
ERME,

% 561 TENEANBEESRS, EENKEE R RINRLE"/etc/network/interfaces” & iface THHIM
zg?%u%o

BRMERERSREBR TANARXS”/etc/network/interfaces” BMMEREZFIMLIZOR,



https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_address_translation
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man FHIIARE AKX ARE TEXATF 1588

- - To, etho, Linux RZZAEHEF (EA udev
MRS RS RS <interface_name> ML)
D ro b configl, config2, 7£”/etc/network/interfaces”
ZiEEHE MR ES <config_name> BERE iface WEF

Table 5.12: Mg & ARiBFIZER

e iRE

ifup ethe=configl fEAECE configl BEIMZEREO etho

ifdown eth®=configl FHACE configl XHIMZZIE etho

ifup etho £ mapping HEER etho EEERHNEREO
ifdown etho &5 mapping TEFEH etho EEEXFAMLEREO

Table 5.13: ifupdown SR MELEHSIIR

5.7.5 BR§1T mapping stanza

ATEREEZ, BIES 562 TEARTHEE /etc/network/interfaces” i mapping 7,

mapping <interface_name_glob>
script <script_name>

map <script_inputil>

map <script_input2>

map ...

4 /etc/network/interfaces XEFRIHT —NESRISE, SJUBNERMEMIAE <script_name> E X MEE
%D

1EFATRIRFE FERAIMIT,
$ sudo ifup etho

Y <interface_name_glob>” [LEZ”ethe”, XMITHRENIT TENGLRENEE etho,

$ sudo ifup ethe=$(echo -e ’'<script_inputl> \n <script_input2> \n ...’ | <script_name> eth0® <+

)
X8, ” map” BIAMAITRAENTUESHN.,

EE
mapping TV TERIILECAED, ZEUTF shell XERILE, (BNE 1.5.6 ).

5.7.6 FINRIRIIRMKECE

AT 2RI LNNKRERE R#ITFENR, MAERSE 5.6.13 THBHFES “/etc/network/interfaces” X
%,

WFREZIARIMAMEMEEE, (REERE “/etc/network/interfaces” XHHETEABHLIE— BRI,
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auto 1o
iface lo inet loopback

iface configl inet dhcp

iface config2 inet static
address 192.168.11.100
netmask 255.255.255.0
gateway 192.168.11.1
dns-domain example.com
dns-nameservers 192.168.11.1

iface pppoe inet manual

pre-up /sbin/ifconfig eth® up

up ifup pppO=dsl

down ifdown ppp0O=dsl

post-down /sbin/ifconfig eth® down

# The following is used internally only
iface dsl inet ppp
provider dsl-provider

iface pots inet ppp
provider provider

HER, iface FEIMAN WEREBMABATIFR MEEORH, HI, thRHE auto =i allow-hotplug 73K
RIESHBEEMERED etho,

MEE, (REIUAIIRNEREET.

iEFA1i@d DHCP ${REY PC BENEIFHM, (Rl LB TS ABEMBEERT (BEZORBM ) configl 15
ERIMLEED (PIEED ) etho,

$ sudo ifup eth®=configl
Password:

etho OB HE, H DHCP BEHEER THEEM,

$ sudo ifdown eth®=configl

ethe OB XAFITFBEMER,

IEFRAEE 5 [P E(REY PC BRIRIFIEMN, ReJlEd TGS HRBHEMERER config2 IHEEMMEREO
etho,

$ sudo ifup eth®=config2

FEetho g0, AL IP BEFEEIFEM, & dns-* XHENTINSHERE “/etc/resolv.conf” A
B, MNREET resolvconf, “/etc/resolv.conf’ @FR5EE,

$ sudo ifdown eth®=config2
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etho EOBX XA FEMNEE,

\EBA S 4RAY PC #E0E PPPOE FR55 2840 BB-modem EB— NS, {ROTLAEIT T 5154 FEMMERE S/ pppoe
IEEMMEED etho,

$ sudo ifup eth@=pppoe
etho #EOE /2, H PPPoE IEE B #&iE#E ISP,

$ sudo ifdown eth®=pppoe

etho EOBRXAFRIFERE,
1EFATERE PC B EhZIEEA POTS #1 modem MU E, MIEFIEHMEK BB-modem, A7) LAIET F7as< /2 HMLEE
BB pppo IEBEMIMLREEO etho,

$ sudo ifup pppO=pots

F /2 ppp0 O, HER PPP EREFIGEEN,

$ sudo ifdown ppp@=pots

XAl pppo O FFEIFMLE,
RNiZIEE “/etc/network/run/ifstate” X, &F ifupdown RAHRINEEELIRES,

MRMFBEZSIMEREO, (RAITEFERIFE eth* ppp* FHRERF.

5.7.7 ifupdown R ZHIRIA

ifupdown RAKBEMBITRRIE “/etc/network/*/” HHHA, MAKERINET LA,

X8, 8—MMETE, "$IF_<OPTION>”, @EMEMNAVIEINEF <optionl> F <option2> BIEINSIF_~ KEIE, IEBF
BEBAAEFE, BHUNEZERITIE, ZREFBRFNFR.

R
<address_family>, <method_name>, <option1> ¥ <option2> fJi#BH, EESMN%E 5.6.2 13,

ifupdown-extra R4E (BUE 56.14 T) FERAXLIMEEERYT R ifupdown IREEHITNEE. ifmetric
B EBNE 572 T) ZE”/etc/network/if-up.d/ifmetric” A, XNMIAEIL$IF_METRIC” TEXKIRE
metric BREE E1E. guessnet RS (BILE 5.7.8 1), IRMHERFNINEEEREAIVESS, FTF81T mapping BRETHHIE
MEREMERE, IMREEHERTXEIMNETE,
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HETE Z&fE

"$IFACE” RIEFRHEOMNYERER (EO3™)

"$LOGICAL” REFMEONZERZN (BEEW)

”$ADDRFAM” ORI <address_family>

“$METHOD” ORI <method_name> ( fBI40 “static” )

»$MODE” WMEE ifup BT, MIEHR “start”; WMERE ifdown BITHY,

M1{EF “stop”
IR¥#E "$MODE”, EEEMBIIX Sy, HE7H R pre-up. post-up,

$PHASE pre-down #1 post-down FHER
"$VERBOSITY” EREREAT “--verbose”; A1, &R0
SRR
»$PATH” it b . . : .
12:"/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/

"$IF_<OPTION>” fiIF iface IHRIERIEINE

Table 5.14: ifupdown RAERRIFRTE
EE

FERAXEMETEHFHITNMECNEERENIF, RRILLEF"/usr/share/doc/ifupdown/examples/*" B
fI%5FRI A, AR ifscheme # ifupdown-scripts-zg2 R#EEARIMA. X L& IR A B 28 5 TH8ED
ifupdown-extra 5 guessnet REBHEXRINEEEE. NRIFLR T IXLEEIMNIA, (R HMELXLERIAR
R E 0,

5.7.8 guessnet Mapping 5t

Eﬁ%é%i’g&% 5.7.6 THANFTEFREE, (ReJLAMERES 5.7.5 THAKMEVIE, BonEEMECHARET
gfgessnet G BIRHAY guessnet-ifupdown(8) #8 %, BHIRTHERMREIMIA, FHiRMHENESKIGE ifupdown &
- £ iface W THIB—MNBEE, 7IHMXFMEER guessnet ETRIE,

- BREINBIEREE - NI B HIRER iface FFEAMBEEE.

guessnet - ifupdown {EFRRIBRET I AN ifupdown FIRIGMEEC B SR, X FMIT”/etc/network/interfaces”

X%, AREMAENEN, EX guessnet BN RS HENIMIIMELZEE ifupdown RABITHIMIA,
TS M guessnet-ifupdown(8).

ES=
HZ/ guessnet ENITEERE"/etc/network/interfaces” BHILAT, i EIN{T{ER guessnetl, guessnet2,
XEMFL, B ifupdown MEBARRIFIRTTHLFHHREES.,

58 EKEMSKREE

5.8.1 Iproute2 ip%

Iproute? AR L ER BT EBMIEEMEEREEES], B/ NMIBR net-tools a5 EEZIFIAY iproute? AL EMEEIRTE,
2101 ip(8) ¥ IPROUTE2 T EE# Howto.



http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.policyrouting.org/iproute2.doc.html

Debian & Fift 118/ 274

|[HEY net-tools ¥187 iproute2 BE

ifconfig(8) ip addr — & & ERIIAIN (1P 5k IPv6 ) Mk
route(8) ip route BRARZE

arp(8) ip neigh ARP 5% NDISC 2&7755H

ipmaddr ip maddr Z &AL

iptunnel ip tunnel I 23E

nameif(8) ifrename(8) EF MAC RO & O &
mii-tool(8) ethtool(8) MAWZZIZE

Table 5.15: AIHBY net-tools AR S ERIFAY iproute2 ap S ELIRET

5.8.2 LTEWIKEMEIRE
RE]UZE TEHMNANLE2MNERAREMNSGS, IEGESTINENERE.

e L)z

ifconfig EREMRIME E O ERFILRE

ip addr show SRS MR E HE R IR

route -n RABFii B REEEEER

ip route show AR Fii B REEPEER

arp ER5a1 ARP EFRIINS

ip neigh ETSHA ARP B RIIAS

plog %R ppp e &IP3 FE (daemon ) HE

ping yahoo.com 1 EZ"yahoo . com” BESMERE

whois yahoo.com EEEREEEEREEEM 7”yahoo. com”
traceroute yahoo.com EERZ2"yahoo . com” BIEEMERE
tracepath yahoo.com IRER2]"yahoo . com” BIEFSMERE

mtr yahoo.com RErZ"yahoo.com” FIEREMZERE (EEMN)
dig [@dns-server.com] EiA”dns-server.com” EERRZ )" example . com” HZH
example.com [{a|mx|any}] DNS iE&: ”a”, "mx” 8”any” it &
iptables -L -n EEER

netstat -a BB ARIRO

netstat -1 --inet o s A

netstat -ln --tcp HE TCP Blfis 0 (BFH)

dlint example.com Eii”example.com” B DNS zone 52

Table 5.16: [EEMLE e S 7R

B
BRKEMEERETEMAE/sbin/” BR., fREIB&"/sbin/ifconfig” X ERATEGSKF, HIE"/sbin”
INE"~/ .bashrc” XEGFIHAT"$SPATH IMELBEE,

5.9 MWEML
BAMMERALEBE TAXISEE, RIRMERSEREEERNER

5.9.1 Ki&fE MTU

RAEH B IT Maximum Transmission Unit (MTU) BI{EBETSEIT AN -M do” EINAY ping(8) SLHRIWE, BAIZM 1500
T (XF IP+ICMP B3k, B 28 FHIMREE ) K/\FHREY ICMP &, Rkt IP A5 FEISRAE KRN,



https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Maximum_transmission_unit
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eSS mITE KN T iRER
iftop V:9, I:114 94 ErR— I NMEROENTEERER
iperf V:4,1:56 168 FEBRNiERNE TR
ifstat V:0, :10 56 EBEOSZTER
bmon Vi1, 14 140 EEAT LA MMERETTE
ethstatus V-0, I:5 40 RENE W88 ZFHRA
bing V-0, I:1 71 LR ERIPEN 5 st R
bwm-ng Vi1, 17 90 NGB R RIS T 22 ol 2a
ethstats V0, I11 23 ETEFIENUARANG T BN
ipfm V:0, 1:0 78 B e LE
Table 5.17: WM4ZMIL T EYIFT
=X T F

$ ping -c 1 -s $((1500-28)) -M do www.debian.org
PING www.debian.org (194.109.137.218) 1472(1500) bytes of data.
From 192.168.11.2 icmp_seq=1 Frag needed and DF set (mtu = 1454)

--- www.debian.org ping statistics ---

0 packets transmitted, O received, +1 errors

21 1454 K& 1500
{RER A 1454 ping(8) IN T .

XMTFER #8122 MTU (PMTU) &I (RFC1191) , tracepath(8) #n < BERS BTN TEALIX AN,

N

LFE/FF, PMTU BIER 1454, X2 FEFIFRAEIFIRES, BT B ERIED Asynchronous Transfer
Mode (ATM) {E Rt TRIE F ML, FER PPPoE fEREFif, SLFR PMTU B TIREVIME, tEaNiE, FRIAAY

HAE FRIEEZ 1500,

WEINE MTU HARIRE

IR S7E¥ (Ip: PPP) 576 FRER

CAAMESE (IP: DHCP EREE) | 1500 HINREE

BURZ R (IP: PPPOE) 1492 (=1500-8) PPP 3KE&8 2 1570 PPPOE k&8 6 F 1

BAKMER (ISP BFM: ATM,
IP: DHCP EX[EE IP)

1462 (=48*31-18-8)

EEHERT: 18 FHHUAME, s F1
SAR E (1%FE: SAR Jy ATM ¥ARZid)

CAAMERE (ISP B +: ATM, IP:
PPPOE)

1454 (=48*31-8-18-8)

£ Jl”Optimal MTU configuration for PPPoE
ADSL Connections” 3K 7 iR E A [FIE

Table 5.18: JfE MTU {EIEARIES| 5%

BRTXEEARRIESI737ES, (RENSE TEIIESR.

- EREMABES R (VPN F) HURE MTU FE#— T EEEN] LEAILER,

« MTU BEAMN H BT B d LI I8iER) PMTU &,

- HEFHEERBAIAE, BAN MTU EEBE LRI,



http://packages.debian.org/sid/iftop
http://qa.debian.org/popcon-graph.php?packages=iftop
http://packages.qa.debian.org/i/iftop.html
http://packages.debian.org/sid/iperf
http://qa.debian.org/popcon-graph.php?packages=iperf
http://packages.qa.debian.org/i/iperf.html
http://packages.debian.org/sid/ifstat
http://qa.debian.org/popcon-graph.php?packages=ifstat
http://packages.qa.debian.org/i/ifstat.html
http://packages.debian.org/sid/bmon
http://qa.debian.org/popcon-graph.php?packages=bmon
http://packages.qa.debian.org/b/bmon.html
http://packages.debian.org/sid/ethstatus
http://qa.debian.org/popcon-graph.php?packages=ethstatus
http://packages.qa.debian.org/e/ethstatus.html
http://packages.debian.org/sid/bing
http://qa.debian.org/popcon-graph.php?packages=bing
http://packages.qa.debian.org/b/bing.html
http://packages.debian.org/sid/bwm-ng
http://qa.debian.org/popcon-graph.php?packages=bwm-ng
http://packages.qa.debian.org/b/bwm-ng.html
http://packages.debian.org/sid/ethstats
http://qa.debian.org/popcon-graph.php?packages=ethstats
http://packages.qa.debian.org/e/ethstats.html
http://packages.debian.org/sid/ipfm
http://qa.debian.org/popcon-graph.php?packages=ipfm
http://packages.qa.debian.org/i/ipfm.html
https://zh.wikipedia.org/wiki/Path_MTU_discovery
http://tools.ietf.org/html/rfc1191
https://zh.wikipedia.org/wiki/异步传输模式
https://zh.wikipedia.org/wiki/异步传输模式
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol_over_Ethernet
http://www.mynetwatchman.com/kb/ADSL/pppoemtu.htm
http://www.mynetwatchman.com/kb/ADSL/pppoemtu.htm
https://zh.wikipedia.org/wiki/Virtual_private_network
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59.2 iX&E MTU

XERFRZE MTU 18, MERIARY 1500 iREZ 1454.

XtF DHCP (B0 5.6.4 1), (REEBFER TEAIHS XN ER”/etc/network/interfaces” X4 8 iface HiEXH
17.

iface eth® inet dhcp
pre-up /sbin/ifconfig $IFACE mtu 1454

WFESIP(BRE 5.6.5 M), REBERATEMNASNEKR”/etc/network/interfaces” X4 E iface THEXHY
17.

iface eth® inet static
address 192.168.11.100
netmask 255.255.255.0
gateway 192.168.11.1

mtu 1454

dns-domain example.com
dns-nameservers 192.168.11.1

FE ¥ PPPoE (M3 5.5.5 1), REETSER TEMI A NE R /etc/ppp/peers/dsl-provider” B mtu” 8%
F91T.

mtu 1454

RADA KRN MSS) BB IN—MEEBK/NEVFIE. MSS Fl MTU BIXARWTF.

« X3 IPv4, MSS =MTU - 40
« X3 IPv6, MSS =MTU - 60

pED=1
ETF iptables(8) (BW5 5.10 ) BU1L, BEOS@EIE MSS REHFB KR/, IRHEELAEI MMS, £ iptables(8)
Ff)"TCPMSS” .

5.9.3 WAN TCP {1t

TCP - E8EME T AEE TCP BP K/NHNSEKREARML, WHAXTEAMNSILERR WAN, 7E”TCP Tuning Guide”
F1"TCP tuning” BHEEIR. ZIBRTALE, ZHAT Debian BIME B AEBRIFHIARSSIFFRAY 1G bps HLFEI P LAN &,

5.10 Netfilter PN£& 1T EHEZS

Netfilter {8 Linux A% 18R (S0 3.3.1 1) BH RSB NS 70 ML&itht 8 (NAT) HEZR,

netfilter FE2HIFFEF2F 2 iptables(8). fREEM shell F TR {TNBIEEE netfilter, {EFT iptables-save(8) RTFH AR,
HARRKE R, @i init BIA{EA iptables-restore(8) K1k &,

& shorewall R EF I AEEBEXMIELSEEHE,
£ DU http://www.netfilter.org/documentation/ LB (B 1E”/usr/share/doc/iptables/html/” EEAIXHY).



https://zh.wikipedia.org/wiki/Maximum_segment_size
http://dsd.lbl.gov/TCP-tuning/
https://zh.wikipedia.org/wiki/TCP_tuning
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Linux_kernel
https://zh.wikipedia.org/wiki/Stateful_firewall
https://zh.wikipedia.org/wiki/Network_address_translation
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Shorewall
http://www.netfilter.org/documentation/
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R AT KAV | iEA

iptables V:264,1:995 | 1543 | netfilter Z¥E T B (iptables(8) FiF IPv4, ip6tables(8) F§F IPv6)
arptables V:0, 1:2 86 netfilter EIE 1T B (arptables(8) FIF ARP)

ebtables V:39, .63 345 netfilter B2 1 & (ebtables(8) FIF CAKM#F)

iptstate V0, I:4 116 B IRIZ netfilter TR (FI top(1) FHN)

shorewall-init V:0, I:0 79 Shoreline PG NIE #IE5{E

shorewall V:5,1:14 2448 Shoreline B NI, netfilter Bg & X B A% 35
shorewall-lite | V:0,1:0 76 Shoreline 5 XIE, netfilter BEE X HFERLEE (FERIR)
shorewall6 V0, 1:2 782 Shoreline B K15, netfilter Bt & X 2R 28 (IPV6 hRAN)
shorewall6-lite | ., 1. 74 Shoreline BN, netfilter AR B STAFAERLEE (IPV6, 5 RIAR)

* Linux Networking-concepts HOWTO

* Linux 2.4 Packet Filtering HOWTO

* Linux 2.4 NAT HOWTO

Table 5.19: fAXIET BT

TN

BIHXLEZ A Linux 2.4 S#,iptables(8) @< Fl netfilter RIZINBEARBETSTE Linux2.6 1 3.x N#Z % 51 SLIN.



http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/arptables
http://qa.debian.org/popcon-graph.php?packages=arptables
http://packages.qa.debian.org/a/arptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/ebtables
http://qa.debian.org/popcon-graph.php?packages=ebtables
http://packages.qa.debian.org/e/ebtables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptstate
http://qa.debian.org/popcon-graph.php?packages=iptstate
http://packages.qa.debian.org/i/iptstate.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-init
http://qa.debian.org/popcon-graph.php?packages=shorewall-init
http://packages.qa.debian.org/s/shorewall-init.html
https://zh.wikipedia.org/wiki/Shorewall
http://packages.debian.org/sid/shorewall
http://qa.debian.org/popcon-graph.php?packages=shorewall
http://packages.qa.debian.org/s/shorewall.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall-lite
http://packages.qa.debian.org/s/shorewall-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6
http://qa.debian.org/popcon-graph.php?packages=shorewall6
http://packages.qa.debian.org/s/shorewall6.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall6-lite
http://packages.qa.debian.org/s/shorewall6-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://www.netfilter.org/documentation/HOWTO/networking-concepts-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/packet-filtering-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/NAT-HOWTO.html
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RE] AT SRR A,

R
XIFHEY Debian FLAERIAHERYRIAUIA, ik Debian EIRF M— MR,

=PIN
AR ISP T, tNRGEER “MERIE", {ReIseEEFHKEN— NN B AN RIFEF 1418 POP #1 SMTP BRSS, R
AT REEE R LR IFFEMEN 1P #1749,

&
B

6.1 DTN

BWSMITAEERREE, ERBXAEEINN (HTTP) iRIZERR.

RG] mITE P NIES: P4 X B3 25 15t AR

chromium V:70,1:154 | 141861] X Chromium, ( 3RE Google FIFFEMX] f-
. ] ) _ Firefox, ( 3RH Mozilla RN R, 1 ‘:I Debian

firefox V:17, 1:32 153158 @k Unstable H8TF8 )

firefox-esr V215, 1:445 | 107172 B E Firefox ESR ( Firefox iE K ZFFhRZA )

epiphany-browsen y.; .4 1538 | ALt GNOME, 3% HIG, Epiphany

konqueror V:22, I:111 20724 | BE KDE, Konqueror

dillo V0, I:5 1500 | BEE Dillo, (&7F FLIK PR ER N 5ss )

w3m V:114,1:528 | 2303 | X A& w3m

lynx V:23,1:107 1907 | EE Lynx

elinks V:11, I:31 1583 Els ELinks

Tinks V:15, [:44 2123 | BEE Links ( Zi37A)

Tinks2 V2,116 5366 | El& Links (U B X WEFEER)

Table 6.1: P TTX 53 28 51| %%

6.1.1 NEzRECE
ERLXGERRP, (RAIAERA T4 URL RIBAENRIIRE.



https://www.debian.org/doc/manuals/debian-handbook/network-infrastructure
https://zh.wikipedia.org/wiki/Web_Browsers
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/chromium
http://qa.debian.org/popcon-graph.php?packages=chromium
http://packages.qa.debian.org/c/chromium.html
https://zh.wikipedia.org/wiki/Chromium
http://packages.debian.org/sid/firefox
http://qa.debian.org/popcon-graph.php?packages=firefox
http://packages.qa.debian.org/f/firefox.html
https://zh.wikipedia.org/wiki/Firefox
http://packages.debian.org/sid/firefox-esr
http://qa.debian.org/popcon-graph.php?packages=firefox-esr
http://packages.qa.debian.org/f/firefox-esr.html
https://zh.wikipedia.org/wiki/Firefox#延長支援版本
http://packages.debian.org/sid/epiphany-browser
http://qa.debian.org/popcon-graph.php?packages=epiphany-browser
http://packages.qa.debian.org/e/epiphany-browser.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Human_interface_guidelines
https://zh.wikipedia.org/wiki/Epiphany_(browser)
http://packages.debian.org/sid/konqueror
http://qa.debian.org/popcon-graph.php?packages=konqueror
http://packages.qa.debian.org/k/konqueror.html
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Konqueror
http://packages.debian.org/sid/dillo
http://qa.debian.org/popcon-graph.php?packages=dillo
http://packages.qa.debian.org/d/dillo.html
https://zh.wikipedia.org/wiki/Dillo
https://zh.wikipedia.org/wiki/FLTK
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
https://zh.wikipedia.org/wiki/W3m
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
http://packages.qa.debian.org/l/lynx.html
https://zh.wikipedia.org/wiki/Lynx_(web_browser)
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
http://packages.qa.debian.org/e/elinks.html
https://zh.wikipedia.org/wiki/ELinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
http://packages.qa.debian.org/l/links.html
https://zh.wikipedia.org/wiki/Links_(web_browser)
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
http://packages.qa.debian.org/l/links2.html
https://zh.wikipedia.org/wiki/Links_(web_browser)
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» “about:”

« ”about:config”

» Yabout:plugins”

Debian & 7 main HAREPRM T2 B BN ESRIEEREE, NMXATUALIE Java (RG-S ) # Flash, 7]
CA4LIE MPEG, MPEG2, MPEG4, DivX, Windows Media Video (.wmv), QuickTime (.mov), MP3 (.mp3). Ogg/Vorbis

X, DVD, VCD %%, Debian thiZ2fit1B X BN, PJPARRZEZRKE contrib Bk non-free B non-free i 53 28 14X
e,

RHEE TE XV | Xig L

icedtea-plugin | L:22 19 main E T OpenJDK # IcedTea Y Java J@1F
flashplugin-nonf r6S 1.80 - contrib EE g(;(ébe iﬁijgf)layer B9 Flash T EENTER (X
browser-plugin-Vigs 115 202 | main BT VLC IRIAEN NS IR IKIES

Table 6.2: J| b B3R REFBIIR

-UIN
REER £iRK) Debian RGB KBRS, EIRKIBEIUNFBAENS, HMEEF “so” XHRRIBHERFP
(#Ian “/usr/1lib/iceweasel/plugins/”) HERNIHES,

BENGELETRETERNERA A RIEFRHRER, ReIUET hRAFPRIEFA S RERZXEE, 5
M, REILGRINTEXITRRAFPEEXES (0 “~/.gnome2/epiphany/mozilla/epiphany/user.js” =%
“~/.mozilla/firefox/*.default/user.js” ),

user_pref{”general.useragent.override”, ”Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0) «

"}.
!

&, (RBEIUBEHA “about:config” | URL, HEHEMERNAR, KANMAEEXIITE,

VIR
HERMAFREFHFRIIUESH KB Java WAREIFRA,

6.2 MRS

VI
MRIFRIRE MR AR S 2 R E BB BB AIRER Y, (RAZRIFHIE— FXNEARNE,

BB R RS REBITES N EN L F SRS R[BIEFNEFIRIZERF. NIDEERE, B 3 MERMEMHIERER:

 HREHEECIE (MTA, B 63 1), BEARENZEMREMRAFHIFERT,



https://zh.wikipedia.org/wiki/Java_(software_platform)
https://zh.wikipedia.org/wiki/Adobe_Flash
https://zh.wikipedia.org/wiki/MPEG-1
https://zh.wikipedia.org/wiki/MPEG-2
https://zh.wikipedia.org/wiki/MPEG-4
https://zh.wikipedia.org/wiki/DivX
https://zh.wikipedia.org/wiki/Windows_Media_Video
https://zh.wikipedia.org/wiki/QuickTime
https://zh.wikipedia.org/wiki/MP3
https://zh.wikipedia.org/wiki/Vorbis
http://packages.debian.org/sid/icedtea-plugin
http://qa.debian.org/popcon-graph.php?packages=icedtea-plugin
http://packages.qa.debian.org/i/icedtea-plugin.html
http://packages.debian.org/sid/flashplugin-nonfree
http://qa.debian.org/popcon-graph.php?packages=flashplugin-nonfree
http://packages.qa.debian.org/f/flashplugin-nonfree.html
http://packages.debian.org/sid/browser-plugin-vlc
http://qa.debian.org/popcon-graph.php?packages=browser-plugin-vlc
http://packages.qa.debian.org/b/browser-plugin-vlc.html
https://zh.wikipedia.org/wiki/VLC_media_player
http://www.mozilla.org/unix/customizing.html#prefs
https://bugzilla.mozilla.org/show_bug.cgi?id=83376
https://zh.wikipedia.org/wiki/Message_transfer_agent
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. WBFREBAIE (MDA, 8% 66 7)) RERERE—&EVANAFERENER.
- HEAFRIE (MUA, MR FHEEFIR, 0% 64 T7), REMERMIBRIZENERSIER,

==
EE

KR H R E R ML ERNBRBINTF, UTHEENFR2BEMET,

6.2.1 FEFHBAEL

BT H=EB AR, HEBREE, BRERS B IES,
SMTP R F RS £t A9 To” F1"From” {2 RZBHRHF, (153 LAY From” (52 AR @b, FI90 From_ &

F e

BT ERAFKEY " To” M"From” (52, BRAE BEFHEEFin L. (ERSHEAT, XEERRRBFHAHEH—X, B
HAERXE, )

ATRIBIEXBIELBELERG, BFHEZE R MUA) RERZAETEERMERM R (MIME)SR G BB 457X 0B
HIEX,

6.2.2 ILACHBA4RRSSE Al

7T RATRERDRIRERME (REZHFARZBERIVEFERCF) BIE)E, TS RHIHEZERGEAMIERE ISP lRS B IEAE
RENN N HE .

« BEEENVIRS T ISP HIEF, [ERAfc44090BEMER (587 ) i[O &3EMBE, FH{EMATErfc4954 BE N E HIZEHE (SMTP
AIERRSS).
- REBHIMLRENL FRT ISP BRI ZMBAARSS22) EZERI FEXMAY SMTP 25 i B L8 T,

o A—LETTEERYIMNERRILE M B ISP #EURHBFARSS B3SMTP 25 ik O A E S WEMR. (2 RERA TS NEERES
REBXMERRIEN 1P Hoht SR, B R PERR.)

- BRIFBZRIRAERY (DKIM), KRIEERIGHELR (SPF) fl EFFHBZANERINE, REFNKA (DMARC) XH#RI RN
BB AR T2 AT R F I eTiR.

- BRZAIRBIERCFARSS P BE 2 A THRBVEL smarthost BYFE F B &iX,
- BEReEN P AE LEESIRE FHRA bt A RETHRATK

HECE A FERF R AR O] A, (R B [BX L AIRRS,

VAV
FEHBREBERAINEG L1517 SMTP RSB BFRE R R EMA T i IEHMENERMSE,

VAV
HAEE B NEREEN AT MR XN E X AYRAR A b it FITFEEN, X EAIERT,



https://zh.wikipedia.org/wiki/Mail_delivery_agent
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Bounce_address
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc4409
http://tools.ietf.org/html/rfc4954
https://zh.wikipedia.org/wiki/SMTP-AUTH
https://zh.wikipedia.org/wiki/SMTP-AUTH
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Sender_Policy_Framework
https://zh.wikipedia.org/wiki/DMARC
https://zh.wikipedia.org/wiki/反垃圾邮件技术
https://zh.wikipedia.org/wiki/反垃圾邮件技术
https://zh.wikipedia.org/wiki/Email_filtering
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
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( : ) gy
— R REMS AT ENERIBIHRVIELE, BIERME T BV, KX —MHMERITIRENRIRIRTSE, MR
ERAVERE R P]BERV B 2R 2T IAUERT,

EFXLERF M EBXMIERFBREI, 1R Yahoo.com F Gmail.com iX##IIH T 5 BX AR ISP IRt T L 2B RS,
ERERELZ MY (TLS) MEMNRS, TLEREMDN (SSL) AT AR 7581 M8 R X LM AR S,

« BRREENL LAY 465 im O ARSS, BITATAY7E SSL _EAY SMTP (SMTPS tHiR).
« EBEEWN L8V 587 im O BRSZ{ER STARTTLS Y,
« TLS/POP3 ¥ (995) =/ F POP3 WK = HE4HY,

ATEEREN, EETRHXAEADR, FEEBTE smarthost 2”smtp.hostname.dom”, FE SMTP iAiEFH B EAH
BSTARTTLS tHXBIER%iXIR O (587) .

6.2.3 T {FuhRyMlR{HAC E RIS

REHEEFHEEERER MUA K iXARER ISP A9 smarthost, SRS M ISP B9 POP3 AR 22IZ AR (B 5 6.4
), XFERMEEERITERASINGENE T GUI B MUA, 40 icedove(l), evolution(l) FF, WMREZ BT HIERY
ERSRITIREN], RRI%{ER MUA BITIRINEE, WFXMER, Kt MTA (BIE 6.3 ) RETEARMKE (H%iX
EMNEWERER—FN L),

H/EE Debian EBAFZRSR, BMEREE—AF, XENABFS U oot BREITHREFARESAREIER
FHRF.

BINEERER AR B B @ T A MTA &3EHB4ER] ISP #9 smarthost, EITHBEEZE (BNE 6.5 1) M ISP 9 POP3 iR
SEEFEIZMMH, FIEMERFIIAMERE, MRS R EBEHIIEESRTIEE], RRZER MDA FITIEINEE (B0
% 6.6 ) KRITIEABA R BIMAIMRFE, XM ERITEAETLRIREE MUA, FIE0 mut(1), mew(l) FE,
REFERE MUA E2ETMUE) (BIE 6.4 1), WFXMER, &t MTA (BRE 6.3 T5) FEM smarthost $ZiHF
Kithigid, FABMNITIEILEEEMEY FQDN, {RUNZIECE A MTA REEEF 30 & b4 PV ESLAH BB A5,
KRB HRIR (BRE 633 1),

N
{RETREARZ R E MUA/MDA RfER Maildir, AMEFAEEREZI(RAF B RMEMIE,

6.3 HRFHEHCIE (MTA)

WF—RRITAFIAMS, #REHEHEAIE (MTA) BIERIERER exima-* 5(E postfix 4R, XHEIRRTE,

REARITEREN L, eximd-* BRLEHERERLRELL postfix 1T, BREXFARERE postfix 7 Debian FRHE
AT, Debian BRS3 88 R AMER exim4 Ml postfix, FRH Debian FF&RE R EIHEF I RAIMEFBIEBAFIR L3 HTHY
LR ORAXHM MTA —HFZ I,

exima-* REBRAARMNZE, BEEBNWARFERNIEE RENECE, postfix KEBRANAMMNZE, E
mfEE. RE. BBEMRENEE. IBMIESEERRIXE, EREMTAIE LEBEFERANER,

£ Debian HEREE, BFSAEMEMAERERIBBAHEENAIE (MTA) REERIHERE,



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/SMTPS
https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/SMTP_Authentication
https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Maildir
http://wiki.debian.org/DefaultMTA
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RG] ITE XAV T iRER

exim4-daemon-1igNg, \oo 1500 | 1303 | Eximd HREEFEMIAIE (MTA : Debian BiAf)
exim4-base V:474,1:513 | 1598 | Exim4 X135 (X&) Fl@FA X &
exim4-doc-html | I:1 3525 | Exim4 X#H (html)

exim4-doc-info | L:1 603 Exim4 315 (info)

postfix V:149,1:165 | 3967 | Postfix BREEIRMNIE (MTA : E1m)
postfix-doc I:10 4099 | Postfix X5 (html+text)

sas12-bin V:6,1:23 414 Cyrus SASL API 353 (3K postfix SMTP 1A1E)
cyrus-saslz-doc | 247 | Cyrus SASL - 3X#4

Table 6.3: AT TFUARIERNBIERHEMCIERRMR G BIIR

RG] ATE AN | EEMXER
exima-daemon-1igNG, oo 1500 | 1303 | £T08E

postfix V:149,1:165 | 3967 | £INEE (T2)
ex1m4—daemon—heav¥]:8, 19 1448 28 (RiE)

sendmail-bin V:12, 113 1811 | 2IEE ANRMFEEWNERE)
nullmailer V5, 1:8 435 WA Ihee, ZBARMEE

ssmtp V:13, 1:20 2 A Ihee, BBARMBEE
courier-mta V-0, 1:0 2079 | FEFETNEE (web FEOF)
masqmail V:0, I:0 337 .

esmtp V:0, I:0 124 -

esmtp-run V-0, I:0 32 ZE (sendmail ’EH RE] esmtp)
msmtp V2, 1.7 303 TE

msmtp-mta Vi1, I:1 30 2& (sendmail F*AFH FB2] msmtp)

Table 6.4: Debian 1532 & AR R] fHE R AIERAHEHICIE (MTA) R ELRIGIR



http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-light
http://packages.qa.debian.org/e/exim4-daemon-light.html
http://packages.debian.org/sid/exim4-base
http://qa.debian.org/popcon-graph.php?packages=exim4-base
http://packages.qa.debian.org/e/exim4-base.html
http://packages.debian.org/sid/exim4-doc-html
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-html
http://packages.qa.debian.org/e/exim4-doc-html.html
http://packages.debian.org/sid/exim4-doc-info
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-info
http://packages.qa.debian.org/e/exim4-doc-info.html
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon-graph.php?packages=postfix
http://packages.qa.debian.org/p/postfix.html
http://packages.debian.org/sid/postfix-doc
http://qa.debian.org/popcon-graph.php?packages=postfix-doc
http://packages.qa.debian.org/p/postfix-doc.html
http://packages.debian.org/sid/sasl2-bin
http://qa.debian.org/popcon-graph.php?packages=sasl2-bin
http://packages.qa.debian.org/s/sasl2-bin.html
http://packages.debian.org/sid/cyrus-sasl2-doc
http://qa.debian.org/popcon-graph.php?packages=cyrus-sasl2-doc
http://packages.qa.debian.org/c/cyrus-sasl2-doc.html
http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-light
http://packages.qa.debian.org/e/exim4-daemon-light.html
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon-graph.php?packages=postfix
http://packages.qa.debian.org/p/postfix.html
http://packages.debian.org/sid/exim4-daemon-heavy
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-heavy
http://packages.qa.debian.org/e/exim4-daemon-heavy.html
http://packages.debian.org/sid/sendmail-bin
http://qa.debian.org/popcon-graph.php?packages=sendmail-bin
http://packages.qa.debian.org/s/sendmail-bin.html
http://packages.debian.org/sid/nullmailer
http://qa.debian.org/popcon-graph.php?packages=nullmailer
http://packages.qa.debian.org/n/nullmailer.html
http://packages.debian.org/sid/ssmtp
http://qa.debian.org/popcon-graph.php?packages=ssmtp
http://packages.qa.debian.org/s/ssmtp.html
http://packages.debian.org/sid/courier-mta
http://qa.debian.org/popcon-graph.php?packages=courier-mta
http://packages.qa.debian.org/c/courier-mta.html
http://packages.debian.org/sid/masqmail
http://qa.debian.org/popcon-graph.php?packages=masqmail
http://packages.qa.debian.org/m/masqmail.html
http://packages.debian.org/sid/esmtp
http://qa.debian.org/popcon-graph.php?packages=esmtp
http://packages.qa.debian.org/e/esmtp.html
http://packages.debian.org/sid/esmtp-run
http://qa.debian.org/popcon-graph.php?packages=esmtp-run
http://packages.qa.debian.org/e/esmtp-run.html
http://packages.debian.org/sid/msmtp
http://qa.debian.org/popcon-graph.php?packages=msmtp
http://packages.qa.debian.org/m/msmtp.html
http://packages.debian.org/sid/msmtp-mta
http://qa.debian.org/popcon-graph.php?packages=msmtp-mta
http://packages.qa.debian.org/m/msmtp-mta.html
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6.3.1 exim4 HECE

Ny

RE eximd KR XEERMERYE, S NERFEG U ERAS MENMNEREN, IRAFTEN, WF
popcon #ll cron X#MARAIEF, KBE eximd VX REA—NEFERHEHILE; WF mutt XEMAFEE
Fr, BBE msmtp REEMAZNREFhRAtit,

X4 FABLEET smarthost FIMILEHRAF, (RRZiZIZIN T FAREY (EBH) ECE eximd - * 3RIFEL,

$ sudo /etc/init.d/exim4 stop
$ sudo dpkg-reconfigure exim4-config

fic & ”General type of mail configuration” B, &%~

18 & System mail name:” JEKIARY FQDN (B0L% 5.1.1 1),
1& E”IP-addresses to listen on for incoming SMTP connections:” JJ2XiARY7127.0.0.1; ::17,

mail sent by smarthost; received via SMTP or fetchmail”,

Other destinations for which mail is accepted:” iEINEE ==,

=2

”Machines to relay mail for:” EINEE =,

1% E”IP address or host name of the outgoing smarthost:” J3”smtp.hostname.dom:587”,

1% E”Hide local mail name in outgoing mail?” &I J9”<No>" (K E & E 6.3.3 THEIARRBBHE(ER /etc/email-addresses”
K&

EFRW T AT REIE P — 4 KB’ Keep number of DNS-queries minimal (Dial-on-Demand)?”,

« "No” MR BINAIEHE, RAFMIELT BN,

« 7Yes” NRBIMEHE, RYGSEE L FEAM,

1% & ’Delivery method for local mail:” IR J3”mbox format in /var/mail/”,
»Split configuration into small files?:” JEINIZ 9”7 <Yes>”,

B8N~ /etc/exima/passwd.client” X, REIERT smarthost HZREEE,

$ sudo vim /etc/exim4/passwd.client

$ cat /etc/exim4/passwd.client
Asmtp.*\.hostname\.dom:username@hostname.dom:password

@I ATREIBE) eximd,

$ sudo /etc/init.d/exim4 start

”/etc/eximd/passwd.client” XHHRHENBRANIZERE, RAIZRMNTARMEEEREIENENR,

=

$ host smtp.hostname.dom
smtp.hostname.dom is an alias for smtp99.hostname.dom.
smtp99.hostname.dom has address 123.234.123.89
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" /etc/exima/passwd.client” XHHRFERIEMNRIARREGII A RB, BIE ISP Bk 7 alRAFTIEEAIEMN
&, SMTP AUTH iZ 2858 T/ERY.

{REETS BT U N AT RRIFCNEH eximd BEE:
« B¥”/etc/eximd/” BRETH eximd BBE XX,

- BlI#&”/etc/exim4/exim4 . conf. localmacros” KiZEZLmSFELN”/etc/exim4/exim4 . conf. template”
X, CREREINRE )
- £” /etc/exim4/exim4.conf.d” FEHRPEIBIINHHRECFENXE, (DENEE )

« Z{7’invoke-rc.d exim4 reload” &%,

BIi%”/usr/share/doc/exim4-base/README . Debian . gz” B 753§ S§#0 update-exim4.conf(8),

AV
@ MR debconf i[a]"Keep number of DNS-queries minimal (Dial-on-Demand)?” 3X /M a] g, %1% 7 "No” (2R
NME), LB eximd KRR EFH B R AT BERAHERSEZR TN,

5 A
5

RAIREY ISP £F, (ERERGEMENBEXZBEAREN,

BR
REHEE 587 im0 L{ER STARTTLS 89 SMTP Y, {BERELE ISP NAEREZRR SMTPS tHi¥ (£ 465 ix O
EBYSSL), 4.77 lRALAGR Exim4 ZHEZFPimnfliRsS2E EAEF SMTPS HiY,

VN
MBREENEICABRIH —Ni8F/etc/aliases” MM RE MTA, RNIZEEEE exim4(8),

Pabarad

7£’/etc/default/exima” X4 H S N"QUEUERUNNER="queueonly’”, "QUEUERUNNER="nodaemon’” &%,

6.3.2 7 SASL Y postfix L&

¥t Fi83d smarthost BIRLEERF, (RIBIZEFEF1E postfix STAFI X BEIFH T,

me Thie

postfix(1) Postfix IEHITEF
postconf(1) Postfix ILE T B
postconf(5) Postfix I ESE
postmap(1) Postfix EIXREF
postalias(1) Postfix A& TEFELHETF

Table 6.5: EE /Y postfix FT1515R

fREZFEIN N FrRBY (EFT) EC& postfix # sas12-bin R4EL,



https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/SMTPS
http://www.postfix.org/documentation.html
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$ sudo /etc/init.d/postfix stop
$ sudo dpkg-reconfigure postfix

3%£3$%”Internet with smarthost”,

1% BE”SMTP relay host (blank for none):” J3”[smtp.hostname.dom] :587” FiZW FERECE.

sudo postconf -e ’smtp_sender_dependent_authentication = yes’

sudo postconf -e ’'smtp_sasl_auth_enable = yes’

sudo postconf -e ’smtp_sasl_password_maps = hash:/etc/postfix/sasl_passwd’
sudo postconf -e ’smtp_sasl_type = cyrus’

sudo vim /etc/postfix/sasl_passwd

@B BH BB P

J9 smarthost BIEZLEH,

$ cat /etc/postfix/sasl_passwd
[smtp.hostname.dom] :587 username:password
$ sudo postmap hush:/etc/postfix/sasl_passwd

BTN FATRBVEE) postfix,

$ sudo /etc/init.d/postfix start

dpkg-reconfigure i1EHRERAY”[” F17]” F”/etc/postfix/sasl_passwd” HFEAERE MX IERMEE
EEREEMIEMENR., SW”/usr/share/doc/postfix/html/SASL_README.htm1” EHEAY”Enabling SASL
authentication in the Postfix SMTP client” £:H,

6.3.3 HRFituEcE

XEBER-EATHMHEE, RBFAFRIERER AR E M,

X4 IhgE v A
/etc/mailname BT b %) MEFRIERIAENIRE | Debian THHEY, mailname(5)
/etc/email-addresses HAFANERMEFRNENARE exim(8) T FIRY, exim4-config files(5)

n Py 7=
/etc/postfix/generic BAFINRIEFRENRRR %;?glx(l) THRY, posmap(l) BLRIT/R

/etc/aliases AT EREREFK - 513 BRI, newaliases(1) S HITREE.

Table 6.6: SRt RBIECE AT

»/etc/mailname” XHHHY mailname BE 2 £1H3 (FQDN), XN2IEHB TS WBEMTALENLRY 1P i, 338
B REMTRL 1P A EN BRIFB I TELL, iR E mailname J9”hostname -f” B8, (XXTF exim4-* F postfix
HMRLZLBEMINERE, )

BR

"/etc/mailname” FEIRNBFHIF S IE MTA EFBEEENKINIT R, WF mutt, & ~/muttrc XEHIE
E’hostname” FI"from” TERXEE mailname 18, T devscripts HREERIFER, 90 bts(1) ¥ dch(1), &
HIMET E"$DEBFULLNAME” F1"$DEBEMAIL” HI{EREBETE,



https://www.debian.org/doc/debian-policy/ch-customized-programs#s-mail-transport-agents
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"R

popularity-contest % 4 € — f8 LA FQDN # =X BJ root M F & = W8 4. R F =&
& /usr/share/popularity-contest/default.conf X # ™ # #&® 8 B & X% & B
/etc/popularity-contest.conf XX H#) MAILFROM {8, &N, {REIHEHE S # smarthost SMTP R
22iE4, REXLTIREZIR, XMAELL AAEIEIE MTA FEEMU root BFPRIZEMBEGES Rt EL 2, X
heT LA EL{th PP 32X E 2 cron BIA{ER,

L% = mailname J5”hostname -7 BY{ERY, EiT MTA B9RER A HERY (A 2E e] LB IT a0 F B R A9 RSEIN,

« AT exim4(8) #J”/etc/email-addresses” X4, exim4-config files(5) FMTIFHE X FERIMERE
« BT postfix(1) B9”/etc/postfix/generic” X, generic(5) FMIIHE X T ENBERE

$F postfix, ETRMEMIITREFEZNIT,
# postmap hash:/etc/postfix/generic

# postconf -e ’smtp_generic_maps = hash:/etc/postfix/generic’
# postfix reload

{REENZEIT G0 T FT7RBS RN R et it io &,

« exim(8) F§ -brw, -bf, -bF, -bv, ... &I}
+ postmap(1) A -q &I,

VN
Exim BB —LLBERAMNIER, 140 exiqgrep(8) #0 exipick(8), £M"dpkg -L exim4-base|grep man8/” RKIK1S
AL,

6.3.4 ETfil MTA 12

XBEH LR MTA #F, B—LaIEERET sendmail(1) FIFRE M O KK,

exim &5 % postfix % 1A

sendmail sendmail AR ER A TEENER A B = HE%E (-bm)
mailq mailq FIETEIRSFIPAG] 1D FIEREFEAZT (-bq)
newaliases newaliases VIR RIBEIERE (-1)

eximd -q postqueue -f RIEFTEFEGE (-q)

exim4 -qf Feterred: postqueus - | BRFIEHBE

exim4 -qff oetauue f RIS E B 2 R

exim4 -Mg queue_id postsuper -h queue_id BT EREFRIBAS ID KAREE

exim4 -Mrm queue_id postsuper -d queue_id BT EREFRYBAS ID KB E

N/A postsuper -d ALL BIRFT B

Table 6.7: £l MTA 2{E7IFR

BR
E"/etc/ppp/ip-up.d/*” BE—NRIFFAEHMEGIHEASENABIEE,
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6.4 HBFRAFKIE (MUA)

WNRAFITHT Debian HXHIERETIR, ERAK mutt F1 mew XK MUA SRAMNFHEEE, BRWAFRER, Bt
RE I ERVRAEF BRI UG TR AR TIF BT,

XGRS AT IS

evolution V:40,1:270 | 449 X GUI 2% (GNOME3, groupware &)
thunderbird V:64, 1:139 107302 | X GUI 12/% (GNOME2, 7 f k& Mozilla Thunderbird)
kmail V:44,1:96 17210 | X GUI #2FF (KDE)

mutt V:122,1:536 | 5980 | RBFTRES vim —EERNFARInIzT

mew V:0, .0 2322 | (x)emacs FRIFERRIRIZRF

6.4.1 Ehli MUA —Mutt

Table 6.8: B4 FKIETIR (MUA)

BRITARMBENX ~/ .muttrc”, 5 vim &&ERAMERAFPRIE (MUA) %4 mutt,

#

# User configuration file to override /etc/Muttrc

#

# spoof source mail address
set use_from

set hostname=example.dom

set from="Name Surname <username@example.dom>"

set signature="~/.signature”

# vim: "gq” to reformat quotes

set editor="vim -c ’‘set tw=72 et ft=mail’”

# "mutt” goes to Inbox, while ”"mutt -y” lists mailboxes

set mbox_type=Maildir
set mbox=~/Mail

set spoolfile=+Inbox

set record=+0utbox

set postponed=+Postponed
set move=no

set quit=ask-yes

set delete=yes

set fcc_clear

o O H H W W F*H

# Mailboxes in Maildir (automatic

use gmail Maildir format for creating mbox
keep all mail boxes in $HOME/Mail/

mail delivered to $HOME/Mail/Inbox

save fcc mail to $HOME/Mail/Outbox

keep postponed in $HOME/Mail/postponed

do not move Inbox items to mbox

do not quit by ”"q” only

always delete w/o0 asking while exiting
store fcc as non encrypted

update)

mailboxes ‘cd ~/Mail; /bin/1ls -1|sed -e ’'s/A/+/' | tr "\n” " "/

unmailboxes Maillog *.ev-summary

## Default

#set index_format="%4C %Z %{%b %d} %-15.15L (%41) %s”
## Thread index with senders (collapse)

set index_format="%4C %Z %{%b %d}

## Default

%-15.15n %?M? (#%03M)&(%41)? %s”

#set folder_format="%2C %t %N %F %21 %-8.8u %-8.8g %8s %d %f”

## just folder names
set folder_format="%2C %t %N %f"”



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
http://packages.qa.debian.org/t/thunderbird.html
https://zh.wikipedia.org/wiki/Mozilla_Corporation_software_rebranded_by_the_Debian_project
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kmail
http://qa.debian.org/popcon-graph.php?packages=kmail
http://packages.qa.debian.org/k/kmail.html
http://packages.debian.org/sid/mutt
http://qa.debian.org/popcon-graph.php?packages=mutt
http://packages.qa.debian.org/m/mutt.html
http://packages.debian.org/sid/mew
http://qa.debian.org/popcon-graph.php?packages=mew
http://packages.qa.debian.org/m/mew.html
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EINTEMNASE”/etc/mailcap” 8°~/ . mailcap” RREE TR HTML BREFI#4% Word B4,

text/html; lynx -force_html %s; needsterminal;
application/msword; /usr/bin/antiword ’‘%s’; copiousoutput; description="Microsoft Word Text «
", nametemplate=%s.doc

R’
Mutt BEBZE 0 IMAP 2 FimFl mailbox F8TVAEHRES. (RE] BAER"L”, "T" FHRRMRMEF. X LEARRRIBR A RETSER"; C”
EARRRIERFE Z [BIFE DL, FeT CAER”; d” R—IR tEMIFR.

6.4.2 =% MUA —Mutt + msmtp

Mutt BEBZER msmtp SRECE 2 NRE FHR AL ER 2 MENIIEREEN,

BR
Msmtp 2— sendmail 1&#1 28, EAFMEERHE /usr/sbin/sendmail &< H) sendmail i 2E—2 %2, Fr
BMRE] AREBIR R G LRI R G A eximd 3% postfix,

IEFANE B3 3 N FHbF U E R+

* "My Namel <myaccount]l@gmail.com>”
* "My Name2 <myaccount2@gmail.com>”

* "My Name3 <myaccount3@example.org>"

—ANEBIEY ~/.muttrc BIF, ¥ 3 MEEENAT 3 M ERIFRE FHBAFibh,

set use_from

set from="My Name3 <myaccount3@example.org>"

set reverse_name

alternates myaccountl@gmail\.com|myaccounti@gmail\.com|myaccount3@example\.org

# ...

# MACRO

macro compose "1” "<edit-from>AUMy Namel \<myaccountl@gmail.com\>\n"
macro compose "2"” "<edit-from>AUMy Name2 \<myaccount2@gmail.com\>\n"
macro compose ”"3” "<edit-from>AUMy Name3 \<myaccount3@example.org\>\n"

send2-hook ’'~f myaccounti@gmail.com’ "set sendmail "/usr/bin/msmtp --read-envelope-from’”
send2-hook ’'~f myaccount2@gmail.com’ "set sendmail "/usr/bin/msmtp --read-envelope-from’”
send2-hook ’'~f myaccount3@example.org’ ”“set sendmail = '/usr/bin/msmtp --read-envelope-from <«

rmn

# ...

1IEFAREZE msmtp-gnome FR TEMSXIZE ~/ .msmtprc,



https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://msmtp.sourceforge.net/
mailto:myaccount1@gmail.com
mailto:myaccount2@gmail.com
mailto:myaccount3@example.org
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defaults

logfile ~/.msmtp. log

domain myhostname.example.org

tls on

tls_starttls on

tls_certcheck on

tls_trust_file /etc/ssl/certs/ca-certificates.crt
auth on

port 587

auto_from

account myaccountl@gmail.com
host smtp.gmail.com

from myaccounti@gmail.com
user myaccounti@gmail.com

account myaccount2@gmail.com
host smtp.gmail.com

from myaccount2@gmail.com
user myaccount2@gmail.com

account myaccount3@example.org
host mail.example.org

from myaccount3@example.org
user myaccount3@example.org

account default : myaccount3@example.org

ke, 1EINZEEIEES Gnome $ARLIA, fFIY0:

$ secret-tool store --label=msmtp \
host smtp.gmail.com \
service smtp \
user myaccountl@gmail.com

B
WMRIFAIEEEA Gnome FARLIF, {RETLABITRE msmtp REERNKE, € ~/ . .msmtprc XHEMHE, AE5— MK
SH#EN—/N " password secret123” EH, ESEEES N memtp X1,

6.5 ZizHBFIEERMIERSHTA

MARFINIEIT MUA Z1ELEREMAEFELEE(], RAIRFEEMUXLETTE, ABIEREMAERERIAHT,
IEFRHMF I RN R AT RRESIRER,

RE fetchmail(1) BE£A% 9 GNU/Linux B FIZfZMR I RAVEL ENE, (FEWELREN getmail(1), WRIFEE
ETHMME Z AELERERIAT T EHEMNEN, mailfilter 8 mpop TEFTREREERAN., NEERWMMIRER
RLHERF, BERAEZAEBRRBERENEMEE MDA 2NN EMES, U@ TEERN maildrop,

6.5.1 getmail i2&

getmail(1) BYEEE 7 getmail documentation B iR, ;X B RHKIE A FEE1A0] 24 POP3 kS,



http://msmtp.sourceforge.net/doc/msmtp.html
http://pyropus.ca/software/getmail/documentation.html
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RG] ATE PR L

fetchmail V:7,1:19 2343 | BRI ZE (POP3, APOP, IMAP) (IHEY)

getmail4 V4, T:11 32 HRFFEZ (POP3, IMAP4 [ SDPS) (B, T2 AIE)
mailfilter V:0, I:0 271 BIENREAN T IRIIEERERAFIEZE (POP3)

mpop V:0, 1:0 226 EREFIE Z (POP3) 75 B ik IAER) MDA

Table 6.9: ILFZHRHAE RFN4E R SKATEFIIR

BRI T ErRAIBIE”/usr/local/bin/getmails”,

#!/bin/sh
set -e
if [ -f $HOME/.getmail/running ]; then
echo ”"getmail is already running ... (if not, remove $HOME/.getmail/running)” >&2
pgrep -1 "getmai[l]”
exit 1
else
echo "getmail has not been running ... ” >&2
fi
if [ -f $HOME/.getmail/stop ]; then
echo "do not run getmail ... (if not, remove $HOME/.getmail/stop)” >&2
exit
fi
if [ ”"x$1” = "x-1" ], then
exit
fi

rcfiles="/usr/bin/getmail”

for file in $HOME/.getmail/config/* ; do
rcfiles="$rcfiles --rcfile $file”

done

date -u > $HOME/.getmail/running

eval "$rcfiles $@”

rm $HOME/.getmail/running

BINTF I RECEE,

sudo chmod 755 /usr/local/bin/getmails
mkdir -m 0700 $HOME/.getmail

mkdir -m 0700 $HOME/.getmail/config
mkdir -m 0700 $HOME/.getmail/log

B B BB

BRI FER R & POP3 ik B3 ”$HOME/ . getmail/config/pop3_name” BBEX &,

[retriever]

type = SimplePOP3SSLRetriever
server = pop.example.com

username = pop3_name@example.com
password = <your-password>

[destination]

type = MDA _external

path = /usr/bin/maildrop
unixfrom = True

[options]



http://packages.debian.org/sid/fetchmail
http://qa.debian.org/popcon-graph.php?packages=fetchmail
http://packages.qa.debian.org/f/fetchmail.html
http://packages.debian.org/sid/getmail4
http://qa.debian.org/popcon-graph.php?packages=getmail4
http://packages.qa.debian.org/g/getmail4.html
http://packages.debian.org/sid/mailfilter
http://qa.debian.org/popcon-graph.php?packages=mailfilter
http://packages.qa.debian.org/m/mailfilter.html
http://packages.debian.org/sid/mpop
http://qa.debian.org/popcon-graph.php?packages=mpop
http://packages.qa.debian.org/m/mpop.html
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verbose = 0

delete = True

delivered_to = False

message_log = ~/.getmail/log/pop3_name. log

RINTFARNEETE.

$ chmod 0600 $HOME/.getmail/config/*

THXI{E A cron(8) 8 15 D ¥MB{T—)X”/usr/local/bin/getmails”, @it #i{7’sudo crontab -e -u <user_name>”
FHIBWMN T A RBIa A2~ cron B,

5,20,35,50 * * * * /usr/local/bin/getmails --quiet

BR

POP3 iA[a]fI B F] BEFF AEKBE F getmail, —E£ERAVGE POP3 fRFZFIEEER T POP3 thiXF HEARINIK
BRI GBI R BEA R IEE TE, FlN, EA1TEEENINIEUE] RETR s AI&EEIRE| DELE S FH oI 8EM
BRT B4 B o] EPR B AR 2RISR RS FE, RMIZRETRERVRIVIRE, B EE T 1EZ AL AT AE 8T
HEREMRENT, S0 "Some mail was not downloaded”,

6.5.2 fetchmail ic &

»/etc/default/fetchmail”,”/etc/fetchmailrc” F1”$HOME/ . fetchmailrc” BJLABCE fetchmail(1), & 017 /usr/sh
RELF.

6.6 THHILIERHVAMFIIENIE (MDA)

RBBMTA i2FF, 40 postfix Fl exim4, FR{E MDA (HRHRENIE), XEB T NFHETIRINEER MDA,

RE procmail(1) B4 A% GUN/Linux £XFHEITLIEEEM MDA MELinE, FENELRE R maildrop(1), REfE
AWM iRizR, BERAEZEEREEITIRAIERAFER] qmail XIFZHY Maildir IR —MNFEE.

wHee ATE XV | PR

procmail V:62,1:531 | 300 BiLEERH MDA (IHED)
mailagent V:0, 1:10 1283 | %A Perl i jEEEHI MDA
maildrop V1, 1:3 1140 | BEMAEIRIESH MDA

Table 6.10: BiTLiE 2T MDA 73R

6.6.1 maildrop EB2&

maildrop(1) B2 & 7E maildropfilter documentation FH 1, XEH KT $SHOME/ .mailfilter XHEHIEELIF.



http://mail.google.com/support/bin/answer.py?answer=13291amp;topic=1555
https://zh.wikipedia.org/wiki/Maildir
http://packages.debian.org/sid/procmail
http://qa.debian.org/popcon-graph.php?packages=procmail
http://packages.qa.debian.org/p/procmail.html
http://packages.debian.org/sid/mailagent
http://qa.debian.org/popcon-graph.php?packages=mailagent
http://packages.qa.debian.org/m/mailagent.html
http://packages.debian.org/sid/maildrop
http://qa.debian.org/popcon-graph.php?packages=maildrop
http://packages.qa.debian.org/m/maildrop.html
http://www.courier-mta.org/maildrop/maildropfilter.html
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# Local configuration
MAILROOT="$HOME/Mail”

# set this to /etc/mailname contents
MAILHOST="example.dom”

logfile $HOME/.maildroplog

# rules are made to override the earlier value by the later one.

# mailing list mails ?
if ( /NPrecedence:.*list/:h || /APrecedence:.*bulk/:h )
{
# rules for mailing list mails
# default mailbox for mails from mailing list
MAILBOX="Inbox-1list”
# default mailbox for mails from debian.org
if ( /~(Sender|Resent-From|Resent-Sender): .*debian.org/:h )

{

MAILBOX="service.debian.org”

# default mailbox for mails from bugs.debian.org (BTS)
if ( /~(Sender|Resent-From|Resent-sender): .*@bugs.debian.org/:h )

{
b

# mailbox for each properly maintained mailing list with “List-Id: foo” or ”"List-Id: <«
...<foo.bar>"
if ( /AList-Id: ([A<]*<)?([A<>]*)>?/:h )

MAILBOX="bugs.debian.org”

¢ MAILBOX="$MATCH2"
1

}

else

{

# rules for non-mailing list mails
# default incoming box
MAILBOX="Inbox-unusual”

# local mails

if ( /Envelope-to: .*@$MAILHOST/:h )
{

}
# html mails (99% spams)

if ( /DOCTYPE html/:b ||\
/NContent-Type: text\/html/ )

MAILBOX="Inbox-local”

{
by

# blacklist rule for spams

if ( /AX-Advertisement/:h ||\
/ASubject:.*BUSINESS PROPOSAL/:h ||\
/NSubject:.*URGENT.*ASISSTANCE/:h ||\
/ASubject: *I NEED YOUR ASSISTANCE/:h )

MAILBOX="Inbox-html”

{
}

# whitelist rule for normal mails

if ( /AFrom: .*@debian.org/:h ||\
/N(Sender |Resent-From|Resent-Sender): .*debian.org/:h ||\
/ASubject: .*(debian|bug|PATCH)/:h )

MAILBOX="Inbox-trash”

MAILBOX="Inbox"
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}
# whiltelist rule for BTS related mails

if ( /ASubject: .*Bug#.*/:h ||\
/N(To|Cc): .*@bugs.debian.org/:h )
{

3

# whitelist rule for getmails cron mails
if ( /ASubject: Cron .*getmails/:h )
{

}

MAILBOX="bugs.debian.org”

MAILBOX="Inbox-getmails”

}

# check existance of $MAILBOX

‘test -d $MAILROOT/$MAILBOX’

if ( $RETURNCODE == 1 )

{
# create maildir mailbox for $MAILBOX
‘maildirmake $MAILROOT/$MAILBOX’

}

# deliver to maildir $MAILBOX

to "$MAILROOT/$MAILBOX/”

exit

==

@ & procmail, maildrop A&BENBIBARTEER maildir B R, {RFURETER maildirmake(l) F&0E)
EE11, IEW"$HOME/ .mailfilter” 7 BHIFBHE,

[

6.6.2 procmail i2&

XEBH— procmail(1) #J”$HOME/ . procmailrc” XA E A B FIF,

MAILDIR=$HOME/Maildir

DEFAULT=$MAILDIR/Inbox/

LOGFILE=$MAILDIR/Maillog

# clearly bad looking mails: drop them into X-trash and exit
10

* 1A0 AX-Advertisement

* 1A0 ASubject:.*BUSINESS PROPOSAL

* 1A0 ASubject:.*URGENT.*ASISSTANCE

* 1A0 ASubject: *I NEED YOUR ASSISTANCE

X-trash/

# Delivering mailinglist messages

10

* 1A0 APrecedence:.*list

* 170 APrecedence:.*bulk

* 1AQ@ AList-

* 1A@ AX-Distribution:.*bulk

{

10

* 1A0 AReturn-path:.*debian-devel-admin@debian.or.jp
jp-debian-devel/




Debian & Fift 138 /274

10
* AResent-Sender.*debian-user-request@lists.debian.org
debian-user/

10
* AResent-Sender.*debian-devel-request@lists.debian.org
debian-devel/

10
* AResent-Sender.*debian-announce-request@lists.debian.org
debian-announce

10

mailing-1list/

}

10
Inbox/

6.6.3 EH#iE mbox A

NRMFPIRBRXREBLEH 7 FH B procmail(1) KT, 1:1\%%M”/var/ma11/<username>”E%%zﬂ}x BERFRIZRE R
THIE R LFHIMFEPR, RERXRBTHZELAE, STNTHS,

# /etc/init.d/${MAILDAEMON} stop
# formail -s procmail </var/mail/<username>
# /etc/init.d/${MAILDAEMON} start

6.7 POP3/IMAP4 fR% 52

MRBEEREMN EE1T—MABEIRSEE, RNIZEEIETT POP3/IMAP4 R55238, AREMHARIBEHMNE iR,

wHE TE NS UtER o

courier-pop Vi3, 14 240 | POP3 (_:to)““er WiFrHsS s - POPS Besses ('R matldir 1
cyrus-pop3d V:0, 1.0 147 POP3 Cyrus BBEZR St (ninh POP3) _ _
courier-imap V5, 16 cas IMAP ?go;ger BREFARSS 58 - IMAP AR 38 (R 25 maildir
cyrus-imapd V0, I:1 332 IMAP Cyrus BB RS (235 IMAP)

Table 6.11: POP3/IMAP4 R 22%1%

6.8 FTENRR3FILTE

EZ /I Unix &4, BSD Line printer daemon {THTENY /G & TP Bfn g, BELt, 7236 Unix R4, BHRIREGIIINE
FTEN%E A& V2 PostScript, J37T BE92FTENZIIE PostScript ITENH, FEG —LETIEEZ R HFN Ghostscript —B{FEF,

L3R, Common UNIX Printing System i@F UNIX FTENZ& 4 (CUPS) R FHIELiRE, CUPS Eﬁﬁ Internet Printing Protocol
GEXMFTENHMY (IPP). IPP MEEX M E TIRIER Y, W Windows XP ] Mac 0S X, %#%, EEAXTHIFMEENE
BIEEENNBETEIZIZFTENRSESCINE,



https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://packages.debian.org/sid/courier-pop
http://qa.debian.org/popcon-graph.php?packages=courier-pop
http://packages.qa.debian.org/c/courier-pop.html
http://packages.debian.org/sid/cyrus-pop3d
http://qa.debian.org/popcon-graph.php?packages=cyrus-pop3d
http://packages.qa.debian.org/c/cyrus-pop3d.html
http://packages.debian.org/sid/courier-imap
http://qa.debian.org/popcon-graph.php?packages=courier-imap
http://packages.qa.debian.org/c/courier-imap.html
http://packages.debian.org/sid/cyrus-imapd
http://qa.debian.org/popcon-graph.php?packages=cyrus-imapd
http://packages.qa.debian.org/c/cyrus-imapd.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
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Debian R4 £ 89N FATEF IR AITTENBUIBIE R 2 PostScript (PS) , ER—MTHEIRIES, PS BN EIEHWET
Ghostscript PostScript fEFE 28R EMIFERVFTENVLFTHTENVEIE, SME 1141 7.

¥ 58 CUPS RAN NI B ohEE(LIFE, BEMELXERKIEDR lpr %, BIE=EEEMITENGEH, &
CUPS B, 1pr EEMSEIT L cups-bsd #EGEKRFKEN)

Debian RAEHE — LB EATITENRSFERITEITE,

ERES) TATE XN wmA 1iBA
Tpr V6, 1.7 324 printer (515) | BSD Ipr/lpd (R TEFTENWL/E & <FIP1EFE daemon)
Tprng V0, I:1 3852 | @E ,, (Z5g)
cups V:248,1:439 | 767 IPP (631) FEXWFTEN CUPS FRE 28
FHF CUPS RY System V FTENHLERZ: Ip(1), Ipstat(1),
cups-client V:60, 1:495 481 El Ipoptions(1), cancel(1), Ipmove(8), Ipinfo(8),
Ipadmin(8), -+
AN
cups-bsd V38, 1425 | 115 | AL fﬁat CUPS & BSD FJEIALE<: Ipr(1), Ipg(1),
prm(1), Ipc(8)
printer-driver-g WRIPEHE | ss2 HEER CUPS FTENHLIESN

Table 6.12: $TENARSZFI T BT

N
{RET BATEAREY web X 53881510 http://localhost:631/” SRERE CUPS R4,

6.9 ARZEEZFRiAEFITE (SSH)

Secure SHell (SSH) 2 E45M £ £2 1% %75 (. 7E Debian 2,5 — Ml OpenSSH B %% SSH kR4, 7£ openssh-client
#0 openssh-server 818,

LGS mITE XN | IR 154BR
openssh-client | V:839,1:996 | 4034 | ssh(1) SSH EFim
openssh-server | V:702,1:816 | 881 sshd(8) SSH FRZim

ssh-as kpass-fulls@beﬁ? ssh-askpass-

42 BEKHAFP#AZRERY ssh-add (GNOME?2)

fullscreen(1)
ssh-askpass V:3, 1:42 01 | 5 &R F P45 A BB A ssh-add (plain X)
askpass(1)

Table 6.13: fR$3 23 IZF21AR]FI TRYIR

YIS
WRIRHY SSH B MEHEMK AR, SWE 4.7.3 15,

N
BEEA screen(l) F2FRRILZE shell EHHTRNIERE E77E (B0R%E 9.1 ).



https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/lpr
http://qa.debian.org/popcon-graph.php?packages=lpr
http://packages.qa.debian.org/l/lpr.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/lprng
http://qa.debian.org/popcon-graph.php?packages=lprng
http://packages.qa.debian.org/l/lprng.html
http://packages.debian.org/sid/cups
http://qa.debian.org/popcon-graph.php?packages=cups
http://packages.qa.debian.org/c/cups.html
http://packages.debian.org/sid/cups-client
http://qa.debian.org/popcon-graph.php?packages=cups-client
http://packages.qa.debian.org/c/cups-client.html
https://zh.wikipedia.org/wiki/System_V_printing_system
http://packages.debian.org/sid/cups-bsd
http://qa.debian.org/popcon-graph.php?packages=cups-bsd
http://packages.qa.debian.org/c/cups-bsd.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/printer-driver-gutenprint
http://qa.debian.org/popcon-graph.php?packages=printer-driver-gutenprint
http://packages.qa.debian.org/p/printer-driver-gutenprint.html
http://localhost:631/
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/ssh-askpass-fullscreen
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-fullscreen
http://packages.qa.debian.org/s/ssh-askpass-fullscreen.html
http://packages.debian.org/sid/ssh-askpass
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass
http://packages.qa.debian.org/s/ssh-askpass.html
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6.9.1 SSH Eff

D us

WNRAEEiE{T OpenSSH fRSS, "/etc/ssh/sshd_not_to_be_run” WIRTETE,

SSH B MAIEM X,
SSH 1Y SSH /530 15t BH
SSH-1 “RSAAuthentication” ET RSA BH#ARIAFIAE
AL RhostsAuthentication” ﬁﬁ.ghosts ETENRANE (AFE, B
EL ”RhostsRSAAuthentication” 1IE r(h;&sﬁé: S) [EF RSA EHHBHEAA
EE “ChallengeResponseAuthentication RSA REe-M&IAIE
EE “PasswordAuthentication” ETEEAE
SSH-2 “PubkeyAuthentication” ETRHENAFINE
— R ) - ”~/.rhosts” or”/etc/hosts.equiv”
AL HostbasedAuthentication ERE PN ABREAUAE ()
EE “ChallengeResponseAuthentication! Fi&e-NEIAIE
EE “PasswordAuthentication” ETEEAE
Table 6.14: SSH INEHMYXFI A RIIR
VAV

WNRAR{EA—IE Debian IR S, B/NVEFBRXERE,

T

MTEN”/usr/share/doc/ssh/README . Debian.gz”, ssh(1), sshd(8), ssh-agent(1), and ssh-keygen(1).
TEHRMIAEEN T,

EEXH & X HHEd

/etc/ssh/ssh_config SSH EFim2k1k, 20 ssh_config(5)
/etc/ssh/sshd_config SSH AR5 imek1A, M sshd_config(5)
~/.ssh/authorized_keys Zk P ERILIN RS S ENE FinfEFAREXIA SSH A
~/.ssh/identity FIFHJ SSH-1 RSA FA%A

~/.ssh/id_rsa FIFHY SSH-2 RSA #A%H

~/.ssh/id_dsa FIFHJ SSH-2 DSA #A%H

Table 6.15: SSH ER & X {47|FR

BR
£ ssh-keygen(1), ssh-add(1) 1 ssh-agent(1) KT ##EMEA SSH A AF0FAA,

R’
—EZEDERMARBINRE, BEMEIAMERE, (EA"ssh -V
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B
TH/ERIAER"ssh-keygen -p” AT EILRINZE A SSH FA%R.

B
{RE]ATE"~/ . ssh/authorized_keys” B4 BIBINETREHIENFZITIFEN TS, MATESMA sshd(8).

NEPIRBEN— ssh(1) E#.

me 15 BH

ssh (ERBtA SRS

username@hostname.domain.ext .

ssh -v . o ] g .
4= Bt 2

username@hostname.domain.ext FHARERIRILERRD

ssh -1 SBEIEA SSH 1 RAELS

username@hostname.domain.ext
ssh -1 -0 RSAAuthentication=no =

I ZR R
-1 username hostname.domain.ext SSH 1 hR#s, SRl{EMEH
ssh -o
PreferredAuthentications=password SSH?2 fr7As, i&:{EHZEL
-1 username hostname.domain.ext

Table 6.16: SSH & Fim/ashfflF31F&

MRARMFALEREEN, FRAREMNAFE, REIUEERB A username@”. BIEEARMFEEZENERRRNAF
B, {RPJLAMER"~/ .ssh/config” REMMMARAF&A. 7F Debian Salsa fi$3 38, ERAMKF&”foo-guest”, {RETLA
&E”~/.ssh/config” BETHEMNAR.

Host salsa.debian.org people.debian.org
User foo-guest

Xt F R PR, ssh(1) THEELE telnet(1) BN EEFIEZ L. & telnet @<, ssh BEAAEIBE telnet FIRHFR
(VJPA2KIAZ CTRL-]) AHZLE.

6.9.2 SMTPIPOP3 f%EMiK 4%

BT ssh By —{MXFEREEER, M localhost B9 4025 #O%) remote-server 8925 80, FM localhost
19 4110 i E remote-server B9 110 s, BEASMITA TGS,

# ssh -q -L 4025:remote-server:25 4110:remote-server:110 username@remote-server

X ZEHESFMEI SMTP/POP3 IRZ EBRMNE L HiEJEEFEEN"/etc/ssh/sshd_config” BiRE”AllowTcpForware
% E y‘j”yes”.

z

6.9.3 REMITIEER
{EA”RSAAuthentication” (SSH-1 #i¥) 8”PubkeyAuthentication” (SSH-2 thi¥), AT GICEIZIER
SRV,

EEfER 4" /etc/ssh/sshd_config” 8,18 EMEM AR HE, "RSAAuthentication yes” 8¢”PubkeyAuthenticati
yes”o

EAEMIENMIAYY, FEEABEIZREREA,



https://salsa.debian.org/
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. *» B . ©@ &

&+ B

"RSAAuthentication”: SSH-1 B RSA key (REIVEH, AABWEE.)

ssh-keygen
cat .ssh/identity.pub | ssh userl@remote "“cat - >>.ssh/authorized_keys”

“PubkeyAuthentication”: SSH-2 B4 RSA key

ssh-keygen -t rsa
cat .ssh/id_rsa.pub | ssh userl@remote “cat - >>.ssh/authorized_keys”

»PubkeyAuthentication”: SSH-2 i DSA key(REiX, EHI8.)

ssh-keygen -t dsa
cat .ssh/id_dsa.pub | ssh userl@remote “cat - >>.ssh/authorized_keys”

BR
{£F SSH-2 i) DSA key @ iR, KA key BK/VFHEIE, BT RSA TRELTH, HBEHER DSA KIEHR
ik RSA ERIAYIGATHERE, DSA KRR Digital Signature Algorithm, EE1E, FEIRS N DSA-1571-1.

R

7 T ik’HostbasedAuthentication” 7 SSH-2 T iz 17, ff % 71 B B @ 8 Bk 5 %
E #Hl/etc/ssh/sshd_config” M =& P  #"/etc/ssh/ssh_config” '~/ .ssh/config”
#J"HostbasedAuthentication” EE&E " yes” .

6.9.4 KRIBHTE SSH E/FiH

He¥s EH—E%%ER SSH & N,

R %% SSH 2%

Windows puTTY (http://www.chiark.greenend.org.uk/~sgtatham/putty/) (GPL)
Windows (cygwin) cygwin ERY SSH (http://www.cygwin.com/) (GPL)

Macintosh 2 macSSH (http://www.macssh.com/) (GPL)

Mac OS X OpenSSH; & imMNFAFEA ssh (GPL)

Table 6.17: HE¥ & L% % SSH EFiRdl&

6.9.5 237 ssh {12

FRZWERRIPIRE) SSHIMEFAHR L £, WMRTDRBIRE, EA”ssh-keygen -p” KRiRE,

EIRRIAER (EkgN: 7~/ . ssh/id_rsa.pub”) BEZEFEENRI"~/ . ssh/authorized_keys”, X/MEFEENER L
EERNETEBMEEA .



https://zh.wikipedia.org/wiki/Digital_Signature_Algorithm
https://www.debian.org/security/2008/dsa-1571
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.cygwin.com/
http://www.macssh.com/
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$ ssh-agent bash

$ ssh-add ~/.ssh/id_rsa

Enter passphrase for /home/<username>/.ssh/id_rsa:

Identity added: /home/<username>/.ssh/id_rsa (/home/<username>/.ssh/id_rsa)

MNZERITERTRNGS, MABFERD,

$ scp foo <username>@remote.host:foo
12 AD K& 4% ssh RIBR1E,

WF X BRS5is, BER Debian BRI ASE IR HIEMIT ssh-agent, FIMERFBEEMNIT—IK ssh-add, #H—%
HIEE, BI85 ssh-agent(1) F0 ssh-add(1).

6.9.6 EI¥iEiL SSH XFAIZIER %

{REJLAERD at(1) &5% (85 9.3.13 ) KM SSH LimE{RIP”shutdown -h now” (BMEE 1.1.8 1) RIETIE,

# echo ”"shutdown -h now” | at now

7E screen(1) (BWE 9.1 1) 2iEEBIT’shutdown -h now”, B —NAERMIXEHHEE,

6.9.7 SSH t4fEHIE

MRIFEER ), MEREXHIIRAA”-v” ETUETT ssh,
INRARRZ root W, FHBEMPIKIE, (EA”-p” EI; XPJ AR REA 1 —1023 Z[EIHARSIRO.

MR ssh EFHNTRHARAFBILETFE, SHFREAABTERAPILBFNER, TR ERAEIPHNT
T host_key”. AN MERE, FHEEEALERERNEESRARESGEZEN, REILAEARYL"~/ . ssh/known_hos
B host_key” ZBREMIKEER,

6.10 HEMLEMNARS

XERHEEMENARS,
BAEEMARENIY (CIFS) FMARSSEEIR (SMB) X —4, KX Windows [ 72N A,

RBR
205 452 THRERSEEMN,

"R
EHBETEEH DNS fRES1EM. WTFH DHCP shAS S B EN IP sk, Zh7S DNS BEBB{ERA bind9 F
isc-dhcp-server B3 EHZ /T, Debian wiki # DDNS 71 B ER.

R’
£ squid Z&MIERRSS RS, FIfERA Debian XHEHERTEAMRRARSI[AELL, EBRETETE.



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_DNS
http://wiki.debian.org/DDNS
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RHE ATE RV Y 18R

telnetd V:1,1:3 103 TELNET TELNET fR$
telnetd-sst V:0, 1.0 154 B E TELNET AR35 (%5 SSL)
nfs-kernel-servery..; 1a9 | 321 | NFs Unix X#Et=

samba V:109, 1:183 | 15787 | SMB Windows X HFFIFTENHE
netatalk V2,15 3923 | ATP Apple/Mac XFFIFTENEZE (AppleTalk)
proftpd-basic V:32, T:41 5028 | FIP BRAXHETH

apache2 V:242,1:349 | 593 HTTP 1B web RS 38

squid V:14,1:16 7112 | AE B web RIEARSZ 2
squid3 V:10, I:17 163 ENS Bl

bind9 V:56, 1:79 2075 | DNS HEEHAY P HHE
isc-dhcp-server | s 160 | 1388 | DHCP Z AU E S 1P i

6.11

HEMKNAE ik

Table 6.18: EEMLEMN AR YIZR

RHEa mITE KA | Y 15 B

netcat 1:34 16 TCP/IP TCP/IP l T ZE ]

openssl V:806, 1:991 | 1306 | SSL ZEERFE (SSL) _#IFIEXMNZE T
stunneld V4, T:19 472 EE EH SSL HE

telnet V:66, 1:906 157 TELNET TELNET EFim

telnet-ssl Vi1, 1.6 208 = E TELNET AR%5 ( 32%% SSL)

nfs-common V:283,1:534 | 722 NFS Unix XEHE=

smbclient V:18,1:203 | 1711 | SMB WK Windows XHFFFTENREZEE Fin
cifs-utils V:34,1:122 | 231 EE IIE AR Windows XFRBETHIHE TS
ftp V:28,1:524 | 132 FTP FTP B F i

1Iftp V:6, I:41 2199 | BEE EE

ncftp V4, 1:28 1486 | EE 2F FTP BEFim

wget V:351,1:997 | 3044 IEITTPT PN web THI A

curl V:123,1:469 | 385 ENS EE

axel V:0, I:5 186 B E TEIIEES

ariaz2 V2, 1:17 4562 | EE BitTorrent 70 Metalink S F5HJ © 2k 00E 28
bind9-host V:439,1:949 | 349 DNS >KHE bind9 BY host(1), "Priority: standard”
dnsutils V:70, 1:683 673 El= 3kE bind B9 dig(1), "Priority: standard”
isc-dhcp-client | oo 1970 | 649 | DHCP K15 1P Hutit

Tdap-utils V:17,1:78 687 LDAP FK LDAP AR 55 SRENERHE

Table 6.19: M4& 1 A% Fim 55

6.12 ZRLZEESTIFIATE (daemon) iZH#f

telnet 2R EEBF DERF ARG ETIFHE (daemon ), FiFE{TIZHA,
M4k pOP3 fkSs, ZidAA FEAVEIF



http://packages.debian.org/sid/telnetd
http://qa.debian.org/popcon-graph.php?packages=telnetd
http://packages.qa.debian.org/t/telnetd.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnetd-ssl
http://qa.debian.org/popcon-graph.php?packages=telnetd-ssl
http://packages.qa.debian.org/t/telnetd-ssl.html
http://packages.debian.org/sid/nfs-kernel-server
http://qa.debian.org/popcon-graph.php?packages=nfs-kernel-server
http://packages.qa.debian.org/n/nfs-kernel-server.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/samba
http://qa.debian.org/popcon-graph.php?packages=samba
http://packages.qa.debian.org/s/samba.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/netatalk
http://qa.debian.org/popcon-graph.php?packages=netatalk
http://packages.qa.debian.org/n/netatalk.html
https://zh.wikipedia.org/wiki/AppleTalk
http://packages.debian.org/sid/proftpd-basic
http://qa.debian.org/popcon-graph.php?packages=proftpd-basic
http://packages.qa.debian.org/p/proftpd-basic.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/apache2
http://qa.debian.org/popcon-graph.php?packages=apache2
http://packages.qa.debian.org/a/apache2.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/squid
http://qa.debian.org/popcon-graph.php?packages=squid
http://packages.qa.debian.org/s/squid.html
https://zh.wikipedia.org/wiki/Proxy_server
http://packages.debian.org/sid/squid3
http://qa.debian.org/popcon-graph.php?packages=squid3
http://packages.qa.debian.org/s/squid3.html
http://packages.debian.org/sid/bind9
http://qa.debian.org/popcon-graph.php?packages=bind9
http://packages.qa.debian.org/b/bind9.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/isc-dhcp-server
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-server
http://packages.qa.debian.org/i/isc-dhcp-server.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://packages.debian.org/sid/netcat
http://qa.debian.org/popcon-graph.php?packages=netcat
http://packages.qa.debian.org/n/netcat.html
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Transport_Layer_Security
http://packages.debian.org/sid/stunnel4
http://qa.debian.org/popcon-graph.php?packages=stunnel4
http://packages.qa.debian.org/s/stunnel4.html
http://packages.debian.org/sid/telnet
http://qa.debian.org/popcon-graph.php?packages=telnet
http://packages.qa.debian.org/t/telnet.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnet-ssl
http://qa.debian.org/popcon-graph.php?packages=telnet-ssl
http://packages.qa.debian.org/t/telnet-ssl.html
http://packages.debian.org/sid/nfs-common
http://qa.debian.org/popcon-graph.php?packages=nfs-common
http://packages.qa.debian.org/n/nfs-common.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/smbclient
http://qa.debian.org/popcon-graph.php?packages=smbclient
http://packages.qa.debian.org/s/smbclient.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/cifs-utils
http://qa.debian.org/popcon-graph.php?packages=cifs-utils
http://packages.qa.debian.org/c/cifs-utils.html
http://packages.debian.org/sid/ftp
http://qa.debian.org/popcon-graph.php?packages=ftp
http://packages.qa.debian.org/f/ftp.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/lftp
http://qa.debian.org/popcon-graph.php?packages=lftp
http://packages.qa.debian.org/l/lftp.html
http://packages.debian.org/sid/ncftp
http://qa.debian.org/popcon-graph.php?packages=ncftp
http://packages.qa.debian.org/n/ncftp.html
http://packages.debian.org/sid/wget
http://qa.debian.org/popcon-graph.php?packages=wget
http://packages.qa.debian.org/w/wget.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/curl
http://qa.debian.org/popcon-graph.php?packages=curl
http://packages.qa.debian.org/c/curl.html
http://packages.debian.org/sid/axel
http://qa.debian.org/popcon-graph.php?packages=axel
http://packages.qa.debian.org/a/axel.html
http://packages.debian.org/sid/aria2
http://qa.debian.org/popcon-graph.php?packages=aria2
http://packages.qa.debian.org/a/aria2.html
https://zh.wikipedia.org/wiki/BitTorrent_(协议)
https://zh.wikipedia.org/wiki/Metalink
http://packages.debian.org/sid/bind9-host
http://qa.debian.org/popcon-graph.php?packages=bind9-host
http://packages.qa.debian.org/b/bind9-host.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://packages.debian.org/sid/ldap-utils
http://qa.debian.org/popcon-graph.php?packages=ldap-utils
http://packages.qa.debian.org/l/ldap-utils.html
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://zh.wikipedia.org/wiki/Post_Office_Protocol
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$ telnet mail.ispname.net pop3

284y ISP 12 fit TLS/SSL MNZERIPOP3 fRZ, ATMIRE, MREZAE telnet-ss1 BEZHF TLS/SSL B telnet B
Fif, =% openssliXHFE,

$ telnet -z ssl pop.gmail.com 995

$ openssl s_client -connect pop.gmail.com:995

NERY RFCs RIEB—NRAFETIFHIE (daemon ) FIRZERIANIR,

RFC 15 AR

rfc1939 F rfc2449 POP3 fR5

rfc3501 IMAP4 RS

rfc2821 (rfc821) SMTP fR$3

1fc2822 (1fc822) BRI EFFETN

rfc2045 Z FE GEMEREY R (MIME)
fc819 DNS AR5

rfc2616 HTTP RS

1fc2396 URI E X

Table 6.20: & RFC FI3&

7£”/etc/services” B, AR TiHORE.



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Post_Office_Protocol
http://www.ietf.org/rfc.html
http://tools.ietf.org/html/rfc1939
http://tools.ietf.org/html/rfc2449
https://zh.wikipedia.org/wiki/Post_Office_Protocol
http://tools.ietf.org/html/rfc3501
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://tools.ietf.org/html/rfc2821
http://tools.ietf.org/html/rfc821
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
http://tools.ietf.org/html/rfc2822
http://tools.ietf.org/html/rfc822
http://tools.ietf.org/html/rfc2045
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc819
https://zh.wikipedia.org/wiki/Domain_Name_System
http://tools.ietf.org/html/rfc2616
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://tools.ietf.org/html/rfc2396
https://zh.wikipedia.org/wiki/Uniform_Resource_Identifier
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Chapter 7

XEBOARG%

D =

Debian F#Y X BORLGETF X.Org BRI,

H=
EE2ET 2013 4% Debian 7.0 (Wheezy) &5, FAAERBEATFITA,

Bt g

7.1 XBERGEE

XEE-LERATESREN (7T) RHEE.

(7T) KB mITE pNN 1%BH

] X . — N XBRSEE. —RIFEFRUR—HEMP X ZF im0
xorg 1:499 52 TE (TH#a)
XServer-xorg V:94, 1:539 238 X REFHEHXEGLERE
xbase-clients .46 46 EMXEFE (THRER)
x11-common V:408,:795 | 305 X BORGHXERGHERIRE
xorg-docs L7 2032 | X.Org REEFRNSTHE
menu V:91, 1:268 1435 FIEREE B RIN AR Debian SZE
menu-xdg V:34,1:135 76 %% Debian KR 53537 freedesktop.org xdg B L5
xdg-utils V:257,1:559 | 327 freedesktop.org TR R EM R EMMER T E
task-gnome-desktop, ), 6 ¥ff GNOME SEHE ( THREE )
task-kde-desktop| | o 6 #l KDE SEINE (STRHE)
task-xfce-desktop ., 6 Xfce RRFETIFE ( TRAE)
task-lxde-desktop, . 6 LXDE 28R SmIME (TR )
fluxbox V2, T:11 3860 | Fluxbox: AIicEER S HEREREERN X EHE R

Table 7.1: X @HMXE (7T ) RHEBIIR

*F X Erfi40iR, E5% X(7) # the LDP XWindow-User-HOWTO,



https://zh.wikipedia.org/wiki/X_Window_System
http://www.x.org/
http://packages.debian.org/sid/xorg
http://qa.debian.org/popcon-graph.php?packages=xorg
http://packages.qa.debian.org/x/xorg.html
http://packages.debian.org/sid/xserver-xorg
http://qa.debian.org/popcon-graph.php?packages=xserver-xorg
http://packages.qa.debian.org/x/xserver-xorg.html
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon-graph.php?packages=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/x11-common
http://qa.debian.org/popcon-graph.php?packages=x11-common
http://packages.qa.debian.org/x/x11-common.html
http://packages.debian.org/sid/xorg-docs
http://qa.debian.org/popcon-graph.php?packages=xorg-docs
http://packages.qa.debian.org/x/xorg-docs.html
http://packages.debian.org/sid/menu
http://qa.debian.org/popcon-graph.php?packages=menu
http://packages.qa.debian.org/m/menu.html
http://packages.debian.org/sid/menu-xdg
http://qa.debian.org/popcon-graph.php?packages=menu-xdg
http://packages.qa.debian.org/m/menu-xdg.html
http://www.freedesktop.org/
http://packages.debian.org/sid/xdg-utils
http://qa.debian.org/popcon-graph.php?packages=xdg-utils
http://packages.qa.debian.org/x/xdg-utils.html
http://www.freedesktop.org/
http://packages.debian.org/sid/task-gnome-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-desktop
http://packages.qa.debian.org/t/task-gnome-desktop.html
https://zh.wikipedia.org/wiki/GNOME
http://packages.debian.org/sid/task-kde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-kde-desktop
http://packages.qa.debian.org/t/task-kde-desktop.html
https://zh.wikipedia.org/wiki/KDE
http://packages.debian.org/sid/task-xfce-desktop
http://qa.debian.org/popcon-graph.php?packages=task-xfce-desktop
http://packages.qa.debian.org/t/task-xfce-desktop.html
https://zh.wikipedia.org/wiki/Xfce
http://packages.debian.org/sid/task-lxde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxde-desktop
http://packages.qa.debian.org/t/task-lxde-desktop.html
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/fluxbox
http://qa.debian.org/popcon-graph.php?packages=fluxbox
http://packages.qa.debian.org/f/fluxbox.html
https://zh.wikipedia.org/wiki/Fluxbox
https://zh.wikipedia.org/wiki/X_window_manager
http://www.tldp.org/HOWTO/XWindow-User-HOWTO.html
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7.2 RERMEIME

— KREME BER—M XEBHOEER. I XHEERN—ERTHILAREFAESTMN,
{REEWSTE aptitude MIES KB TLEXREHWREIME, g0 GNOME, KDE, Xfce Bi# LXDE,

=R

£ Debian unstable/testing T, ESREFGEERMVREBTERESNE L. EXMELT, LFEEVEIE
¥ aptitude(8) fESSR B FIIHM—LE (5T) B, HEUEER (7T) RWEER, R IUER LR HRIMINFENIRIE
RIRRIFEL, BBRE TR B NMER

RIBETAFNREBI —N X BOEEE, F190 Fluxbox,
XF X EOEERNEEIMENNE, S Window Managers for X,

7.2.1 Debian 38

Debian B2 R Z MM menu GBI E update-menus(1) FIX AT X BFREHE T —MEREO, /NG EESIE
EHERERIELZE “/usr/share/menu/” B&, 20 “/usr/share/menu/README”,

7.2.2 Freedesktop.org &

/N8 I Freedesktop.org xdg S ARG BIERSIEH " * . desktop RIS B BIEREE|“/usr/share/applications/’
T A Freedesktop.org MK EEIMESF AT THEUEFER xdg-utils REBEMEE S0 /usr/share/doc/ »

7.2.3 M Freedesktop.org 32 ¥ %] Debian &

77 MBI Freedesktop.org EHE O EIL 2R IAE (5190 GNOME F1 KDE ) i5[81{E4EHY Debian &, {RHTRHE
menu-xdg &L,

7.3 BRB[IFFPIRKHR

X Window R 41E RARSHE Finf2FRIAS I ED). X E, server F client #IZ X FZEH local ] remote X 53 7K.

KE jtER
X fR55 %= —ANETERBENENER, EETEAENESNBARE,
X B —ANETEZEENENER, E25 X RESFETRIENLEE
B I,
RIS RS 5 — I ETEREENENER, RENAEFEFRmE18EE
7 IEFE,
N RAEFREF i —NETEFRBENENER, EETREAENETIRAARE,

Table 7.2: BRSZ88/FFPIRARIER

IR XRSB[BEBMIT HEAEFT R , @INAH X EFRinETAMAZTAFHTERN. XM T MNELIERL
Xlib #FEEIEMNEE, "F T AEEGRHIEIEEEE.



https://zh.wikipedia.org/wiki/Desktop_environment
https://zh.wikipedia.org/wiki/X_window_manager
https://zh.wikipedia.org/wiki/Desktop_environment
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Xfce
https://zh.wikipedia.org/wiki/LXDE
https://zh.wikipedia.org/wiki/X_window_manager
https://zh.wikipedia.org/wiki/Fluxbox
http://www.xwinman.org
https://www.debian.org/doc/packaging-manuals/menu.html/
http://www.freedesktop.org/wiki/Specifications/menu-spec/
https://zh.wikipedia.org/wiki/MIT-SHM
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7.4 X HR52E

XF X BRSBEEHIER, &M xorg(1),

741 XHERSH[HY (EHFH) BBE

EATHEHFS (EF) BE— X RSHE.

# dpkg-reconfigure --priority=low x11-common

=z
EE

#TEY Linux AR fEM DRM, KMS # udev, WEIFEFEANIREHRIT T RIFFIZIE, X RSB[WESUEREA],
Ett “/etc/x11/xorg.conf” BERFETMHRLER, XLESHARNZHITEEE, SN Linux RZXEPHY

“fb/modedb. txt”,

WFEOPEN CRT KAERER,

¥+ LCD 87/R%8,

RIFIFERIFRIZE ) BRI IFHIRSIE (85 Hz IN%E, 75 Hz thiT) BRIV AILR,
RIBHITERIFTIER (60 Hz ) BRI T, ERENRMNMKIE.

=
=

UL, SUEMITEORIEE, Keaa SR

BRBAR KR EERIEHEIFE,

7.4.2 EED X RESB|HAR
XEBEE—A, FTUAE “X RS (BTRF) B2XRE “XEPR (MAK) EE,
wER RITE XN | BF = B HExER
xbase-clients | I:46 46 & T ),(I]OSt R -
<
. A xauth @5 J -
xbase-clients | I:46 46 WE 7 N BEEE#HITAIERE
openssh-client ;/S:)E;Bé& 4034 | ko 5 E;h -X @R SRR b
V:183, . ¥ GNOME & o g g e
gdm3 1269 4715 | & (XDMCP) | Feimss B EE T A HE R
sl
sddm V40,175 | 1823 | KB (%XDMCP N %2;;;’“ BT BT A
=
xdm V3,18 665 | o ?EXDMCP) ;(;“E*E ST T A
x WindowMaker
wdm V:114,1:528 | 2303 | #&& ( XDMCP ) BrREE B EEF T E
58
. - LTSP B/R | 1=FE SSH W&&EE (&
1dm V0, I:1 414 ME =l =mse = )
Table 7.3: 3E1%3 X BRZ21975E



https://zh.wikipedia.org/wiki/Direct_Rendering_Manager
https://wiki.debian.org/KernelModesetting
https://zh.wikipedia.org/wiki/Udev
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon-graph.php?packages=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon-graph.php?packages=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/gdm3
http://qa.debian.org/popcon-graph.php?packages=gdm3
http://qa.debian.org/popcon-graph.php?packages=gdm3
http://packages.qa.debian.org/g/gdm3.html
http://packages.debian.org/sid/sddm
http://qa.debian.org/popcon-graph.php?packages=sddm
http://packages.qa.debian.org/s/sddm.html
http://packages.debian.org/sid/xdm
http://qa.debian.org/popcon-graph.php?packages=xdm
http://packages.qa.debian.org/x/xdm.html
http://packages.debian.org/sid/wdm
http://qa.debian.org/popcon-graph.php?packages=wdm
http://packages.qa.debian.org/w/wdm.html
http://packages.debian.org/sid/ldm
http://qa.debian.org/popcon-graph.php?packages=ldm
http://packages.qa.debian.org/l/ldm.html
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m
<j>$gr$§@mn &RERILIE TCPIP 1T X 1%, MIEMFEIRITIEE, PIIMERMTINE, RN
%12 TCP/IP socket X SEEIGITNE B Debian RAARATE, EEA “ssh -X,

D ue

UARBERLEHMERER XDMCP ##, @l RINER UDP/IP FHHIE, REZEIGHE.

‘R
LTSP fX3& Linux &iIxRS3281ME ( Linux Terminal Server Project ) ,

7.5 B X&BORS%

XBORFEERFH X FERBHN, X Z1ERH X RSB[AERZF AR, WTFEMNKERE, E1HER
_E—NIFW L T,

X 21& AN TARNZ— B,
- N@L1TH startx B2 /B
- #Frgraphical.target” HikEiXx R, — X BEEREER NEETIFIERF *dn i@l systemd B3],

N
EREBRBERATHHE (demon) IE WA ESHATENBCH RS
“/etc/X11/default-display-manager” X#HASE, XFIUBRIAE— N X EREER B~

2 (daemon ) FEZFH#EE,

=R
AT X EREEBNVIRIMESE, B0% 845 1,

AFEL, FIEMIXLEIEFERMIT “/etc/X11/Xsession” BlA&, Z/5 “/etc/X11/Xsession” BIZiEiT run-parts(8)
MIT “/etc/X11/Xsession.d/” BRFPMMA, AR EZETAEN exec mSHITR T EINFE—MEILE
tRFEIE N

1. X BREERIFA"/etc/X11/Xsession” WESHHPIEEMMA, MNBMBENX T,
2. “~/.xsession” 8 “~/.Xsession” MI&, MREWE X,

3. “/usr/bin/x-session-manager” &%, WREWTE N,

4. “/usr/bin/x-window-manager” &<, MREHT X,

5. “/usr/bin/x-terminal-emulator” &%, MREHE N,

XMEERSF /etc/X11/Xse331on options” BIRME, “/usr/bin/x-*" WS FIEEAEMFZR, 2H Debian
EBRRGRTEN, HEFLAET “update-alternatives --config x-session-manager” {4,
MWTS I Xsession(5).



https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/User_Datagram_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
https://zh.wikipedia.org/wiki/Linux_Terminal_Server_Project
https://zh.wikipedia.org/wiki/X_session_manager
https://zh.wikipedia.org/wiki/X_session_manager
https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/X_display_manager
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7.5.1 {EF gdm3 B5 X &£1iF

gdm3(1) iILfRNERMRBERERSAELE (RREME: £ 72 T), £8 X FEMNIES (RIESHIE: 5 84 1),
BE “~/.dmrc” PR TEBHREEZNEINME,

[Desktop]
Session=default
Language=ja_JP.UTF-8

752 BEX XE&E (ZHAR)

REHR) “/etc/X11/Xsession.options” BEEGHERIE “#” FHH “allow-user-xsession” 17, MEXT
“~/.xsession” 3% “~/.Xsession” HMEAAFEEBBITREBERAARBEREENX “/etc/X11/Xsession”
RIZNIE, 7E “~/.xsession” XHEHHRE—MRLMIZER “exec some-window/session-manager” iXi£#Y
BRARBINMFRERN X BO/2EEES.

MRERATXMFE, RALARFEENER (EER) BEE OM), 2IEBERHEFTOSER (WM) B2,

753 BEMXXAFE (HFARX)
MTREEN X 2ENHAR, EASR I EBHEELBEESZANRE,

- BB gdm3 FAILLERE—MIEMNSIEHIFEIRER “/etc/X11/Xsession” MBS,

- ”/etc/profile”, ”~/.profile”, ”/etc/xprofile”, flI”’~/.xprofile” X &#IER gdm3 FNHIE—
BRI RIMIT,

. “~/.xsessionrc” XH{ERBINHIZN—EBAWEMIT, (KM )
- ”/etc/X11/Xsession.options” i #allow-user-xsession” R"EPRE|”~/ . xsessionrc” XEHHIT,
o “~/.gnomerc” X{1ERBENEEF—EBHIHWMIT. (X GNOME £ )

RELHEFRERNETR GER) B122E DM), 2IFEERNETOSIERE (WM) RHELTREN,
EXLEREEXHER, FTRNEHE exec ..” exit”.

7.5.4 BiT SSH EIE—MZEFE X B iR

/A “ssh -X" AILABA— M REAH X REBEEENAREFRSSENELIER,

MBFBBRHSITE “-X7, FEBIFITIEEN “/etc/ssh/sshd_config” XHHH “X11Forwarding”
®ER “yes’,

EARMEN EEE) X RS,

EARMENRITHF— xterm,

BT FI&S, 1B1T ssh(l) B3 52 S HEE,

localname @ localhost $ ssh -g -X loginname@remotehost.domain
Password:

BY TGS, FRRERIEIT— X MAERF, fli “gimp”,

loginname @ remotehost $ gimp &

XATERIAERRBIZERE X EFiREEL, HETERET — A UNIX 58 socket EITAMANERE,
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755 EEGEMINEE X Lix

EREERNN X €24k, AEHSEREZESITHEAN X KREME, Xe]AESERERGE (FI120 1dm ) 2k
g2, BT SSH, {REVAHYIBRSTAEEIIEENARERFRSSEN— PN ZEEE i,

7.6 X BORBIZFER

£ 2002 &, AM1813 T & 1ThRIH 3 A9 EeFontconfig 2.0 FEE B E & F K150, squeeze LAfFHY Debian & A
Fontconfig 2.0 #{TFKEE.

X BORFROFIAS T ] A EIT.

- REH X RSB[R FARZFHRER

- R0 X11 FRRAE N IBIRAN X EFRHENARE T EERE.
- RIEHZD X11 FHRBERET X RS8R L,
- WK X BFRRNFRZFHRE
- M X RAZIFNIEESRINEE (FINHES ) HNFAEFAE (£ 761 T3, 5 762 THE 763 W)
— Xft 2.0 EEMA X NA, FINRE GNOME, KDE FlH 8 FreeType 2.0 FERJLibreOffice BIN .,
— FreeType 2.0 12 AR ILBVE,
— Fontconfig 79 Xft 2.0 f#i#/R 7 FAIERYOH, BEES N fonts.conf(5),
- FrEMER Xft 2.0 I X AT SR X ERY R fIR X RS [/HITRA,
- X BRI R BFMAiA0FN glyph BMREMM X RSB BBMNEIT X FF .

RHEB ATE K/ [ HBE

xfonts-utils V:35,1:508 | 415 X BORGFAILAER

Tibxft2 V113, 1722 | 122 Xft By, — N, EZEE T8 FreeType ZIAMIFSLER) X A
Tibfreetype6 V:434,1:994 | 920 FreeType 2.0 ZHRMIFELE

fontconfig V:404, 1:849 | 542 Fontconfig B, — 1 BRANFARICEE — 5 3l
Fonteonfig-confioy.azs 1912 | 441 | Fontconfig by, —MERNTAREE —RERE

Table 7.4: 1 X BAOFHRRZIREGE
REINBE TR EEEFHRRERER.
- {EF “xset q" BEZD X11 KRR
- fEA “fc-match” &7 fontconfig BIFIREKIA
« A “fc-list” EBEFBFAR fontconfig FIK

<N

“The Penguin and Unicode” fR{FHu#EiR TIXH X B O R 4. 7E http://unifont.org/ FEVEHEXHREM T X
F Unicode 1K, z#F Unicode MR R ERLIEXISE, &8 % &%/EHB/FR (freellibre/open source,
FLOSS) B{EZRZHRY Unicode =] A4 [al &,



https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Xft
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/LibreOffice
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Xft
https://zh.wikipedia.org/wiki/Xft
https://zh.wikipedia.org/wiki/XRender
https://zh.wikipedia.org/wiki/XRender
http://packages.debian.org/sid/xfonts-utils
http://qa.debian.org/popcon-graph.php?packages=xfonts-utils
http://packages.qa.debian.org/x/xfonts-utils.html
http://packages.debian.org/sid/libxft2
http://qa.debian.org/popcon-graph.php?packages=libxft2
http://packages.qa.debian.org/libx/libxft2.html
http://packages.debian.org/sid/libfreetype6
http://qa.debian.org/popcon-graph.php?packages=libfreetype6
http://packages.qa.debian.org/libf/libfreetype6.html
http://freetype.sourceforge.net/index.html
http://packages.debian.org/sid/fontconfig
http://qa.debian.org/popcon-graph.php?packages=fontconfig
http://packages.qa.debian.org/f/fontconfig.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/fontconfig-config
http://qa.debian.org/popcon-graph.php?packages=fontconfig-config
http://packages.qa.debian.org/f/fontconfig-config.html
https://zh.wikipedia.org/wiki/Fontconfig
http://unifont.org/iuc27/html/ICUPresentation.html
http://unifont.org/
https://zh.wikipedia.org/wiki/Free_and_open_source_software
https://zh.wikipedia.org/wiki/Free_and_open_source_software
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7.6.1 EAliFK

HENFHREmMHEELEE,

s REFER (ROBHEMBRETRILEYT )

s REVEBEFR (ENHEMBETRILEY )

B EPEERSSHEG LIRS, MAEHEEE/EEZEAN £ T8 EIR,

Debian R SMEFIREE HESRR X11 pof SEFHRGE B, ©FF “.pcf.gz” XEEES.
Debian 2Z AV IR A T i,

« PostScript Type 1 FAX#, EFHE “.pfb” ( ZHHIFMAIIME ) F “.afm” (FERIMEHE ) XHBES.
« TrueType ( 3 OpenType ) FAXH, BEFHE “. ttf XEEHB.

N
OpenType &7 THUX TrueType 1 PostScript Type 1,

= Pml= Y g A= s iy e e = N
FRGLE WTE | K| T MBEE | SEFH | FHRE
PostScript N/A N/A Helvetica Times Courier Adobe
. Nimbus . o
gsfonts 1:683 4439 | Nimbus Roman No9 | Nimbus URW ( Adobe FREHIX
Sans L L Mono L )
Nimbus Nimbus Nimbus PostScript Type 1 K3z
gsfonts-x11 I:119 96 Sans L Eoman No9 Mono L 509 X 1K,
o _ Free : Free URW ¥ F& (Adobe &
t1-cyrillic I:22 4884 Helvetian Free Times Courier ENID)
ETIRITEVRI T4
Imodern 1:139 33270 | LMSans* | LMRoman* LMTypewriter%%)Er?;;sp(;n% ;E (RE
Tex )

Table 7.5: #8NZHY PostScript Type 1 4K

"R
DejaVu F{AE TF Bitstream Vera Fi&, HWEHTTH %,

7.6.2 HEZFK

aptitude(8) B LA EB{REZ MR B HERFR,

. BEBRRGBTIRMT “RIEE" - ‘A’

- EERREEHIRTTAER debtag ENRIARRITIRFAREIE: “~Gmade-of: :data: font”

- ARG EEMERATENEMNRAIKLIESE] BDF (iE ) FAHEIIXR: »~nxfonts-
- EREERMERATEAENRANKSEE TrueType FAREBIIR: "~nttf- [~nfonts-~



https://zh.wikipedia.org/wiki/Computer_font
http://fontforge.sourceforge.net/pcf-format.html
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/OpenType
https://zh.wikipedia.org/wiki/OpenType
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Helvetica
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
http://packages.debian.org/sid/gsfonts
http://qa.debian.org/popcon-graph.php?packages=gsfonts
http://packages.qa.debian.org/g/gsfonts.html
http://www.math.utah.edu/~beebe/fonts/urw.html
http://packages.debian.org/sid/gsfonts-x11
http://qa.debian.org/popcon-graph.php?packages=gsfonts-x11
http://packages.qa.debian.org/g/gsfonts-x11.html
http://packages.debian.org/sid/t1-cyrillic
http://qa.debian.org/popcon-graph.php?packages=t1-cyrillic
http://packages.qa.debian.org/t/t1-cyrillic.html
http://packages.debian.org/sid/lmodern
http://qa.debian.org/popcon-graph.php?packages=lmodern
http://packages.qa.debian.org/l/lmodern.html
https://zh.wikipedia.org/wiki/PostScript
http://dejavu-fonts.org
http://www.gnome.org/fonts/
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HEF

FIRRGE WITE N\ i HEFIK FEFK FRKIR
tth-mscorefonts- Times New | Courier AR ( Adobe FREHIR
installer V:1,1:82 92 Arial V) (IXE%E non-free
Roman New *
i)

. . _ Liberation | Liberation | Liberation | Liberation F{KINE (¥
fonts-liberation 1:562 2093 Sans Serif Mono WEEHAN)
fonts-freefont-ttf V:43,1:356 | 10750 | FreeSans FreeSerif FreeMono iNU HE T (X

BRIKIV)
. _ DejaVu DejaVu DejaVu &= J Unicode B9
fonts-dejavu 1:506 39 Sans Serif Sans Mono DejaVu, Bitstream Vera
%= J Unicode B
fonts-dejavu-core Vi278, 2954 Dejavu Dejavu Dejavu ? seejlfl\s/u‘sa]r?;;t—sb;cr)(legm z/e:elrri;1
J 1:775 Sans Serif Sans Mono N * A

serif-bold, mono,
mono-bold )

&= J Unicode B3
DejaVu, Bitstream Vera
fonts-dejavu-extra 1:533 7217 | N/A N/A N/A ( oblique, italic,
bold-oblique, bold-italic,
condensed )

GNU Unifont, =8
Unicode 5.1 EA&Z 3 F
& (BMP) HFTE/
RIFTENFFF

ttf-unifont 1:23 17016 | N/A N/A unifont

Table 7.6: 34 MY TrueType F1K

EREBRFHRENSZEMR, FLIT Debian BFPME, ATUERLZRIDFZE—LEH I TrueType FIK, 7T ELZ
WiE, By —EHEMRGE.

- mathematica-fonts

- fonts-mscorefonts-installer

SHFfTHERIFBERFRSRIFEBRANRMNG, RRFE—LEMIRHEL trueType FIK,

7.6.3 CJK FE{K

TEHR-LEZEXTE CK FHF HFK,

FIREE HXF KB R FRE TR BXFAREM
4% gothic, TF v 75 hei, gothic dodum, gulim, gothic
e mincho, BHEH song, ming batang

Table 7.7: CJK KRB AR AT A RYRE R F R S BURY K 11T

& “VL PGothic” X#HE “P" MFEHRBMEITMA “VL Gothic” FIMEINFEEFBHILLFIFIX,
ZANME)F, Shift JIS BRBREET 7070 NEF., EA1IME T EIBHED 2,

« JISX 0201 BFFHEFR (191 MNFEF, XBEHFF)
« JIS X 0208 WETFF (6879 NEH, XELHFEH)



http://packages.debian.org/sid/ttf-mscorefonts-installer
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://qa.debian.org/popcon-graph.php?packages=ttf-mscorefonts-installer
http://packages.qa.debian.org/t/ttf-mscorefonts-installer.html
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Courier_(typeface)
http://packages.debian.org/sid/fonts-liberation
http://qa.debian.org/popcon-graph.php?packages=fonts-liberation
http://packages.qa.debian.org/f/fonts-liberation.html
https://zh.wikipedia.org/wiki/Liberation_fonts
http://packages.debian.org/sid/fonts-freefont-ttf
http://qa.debian.org/popcon-graph.php?packages=fonts-freefont-ttf
http://packages.qa.debian.org/f/fonts-freefont-ttf.html
http://savannah.gnu.org/projects/freefont/
http://packages.debian.org/sid/fonts-dejavu
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu
http://packages.qa.debian.org/f/fonts-dejavu.html
http://dejavu-fonts.org
http://www.gnome.org/fonts/
http://packages.debian.org/sid/fonts-dejavu-core
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu-core
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu-core
http://packages.qa.debian.org/f/fonts-dejavu-core.html
http://dejavu-fonts.org
http://www.gnome.org/fonts/
http://packages.debian.org/sid/fonts-dejavu-extra
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu-extra
http://packages.qa.debian.org/f/fonts-dejavu-extra.html
http://dejavu-fonts.org
http://www.gnome.org/fonts/
http://packages.debian.org/sid/ttf-unifont
http://qa.debian.org/popcon-graph.php?packages=ttf-unifont
http://packages.qa.debian.org/t/ttf-unifont.html
http://Unifoundry.com
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/CJK_characters
https://zh.wikipedia.org/wiki/Shift_JIS
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EAEEREN CIK THRMNTH NS AEHARBNWERE, HTRXMER, 8 “.nbf" XHEEES
B 5XF AR (Hanzi Bitmap Font, HBF) X #igit hEA& T RFHHNF BT,

AT TE TrueType FHRXHHIZIE], FIAMERAHE “. ttc” XHRFREHBM TrueType FIRES XK,

AT BESZMRIBFIRZEE, CID XA”%! PS-Adobe-3.0 Resource-CMap” FF3k#) CMap {41 JaPostScriptZE
B FRHXEF, SN FRVAEEEN X BERE, EZHAT PDF FRANXFERLE, (BEF 772 ).

BR

¥ FHan unification, —%UnicodeZmt3 R HAEGEE B S L Mglyphs, EFZSANRKMNEFHH =4 ER
“U+ 3001 TIS” 1 “U + 3002 REMES" WEFUEEAER, EEAXPOLFEERNRER, PXBANE
7~/ .fonts.conf 8" BEASiE H A REI B Fr T,

7.7 XMNA

7.7.1 X BN

TEHR—LEMADAMNA (LO 2 LibreOffice ),

G
wmta RITE 8K | R 15 BB

i\
Libreoffice-writey., o 1477 | 31679 | LO SXER IR
Libreoffice-cald .30 1479 | 28669 | LO B PRI
libreoffice-1mpress o 1468 | 3799 | LO BRSNS
libreoffice-base .50, 1449 | 8930 | LO BIREEEIE
libreoffice-dray .., 1469 | 9896 | LO REEFRESE (LE)
Libreoffice-math ..o, 1474 | 1626 | LO B2 AR RER
abiword V:3,1:16 4749 | GNOME pEL LIRS
gnumeric V:14,1:25 7737 | GNOME B FRIZ
gimp V:86,1:491 | 17769 | GIK UEEF wERR (EE)
inkscape V:153,1:336 | 77572 | GNOME XEEFRwERE (LE)
dia V:20, 1:39 3916 | GTK Az B AR = E JmaE 25
planner V:3, I:7 1178 GNOME IMEEE
calligrawords V:0, I:8 5570 | KDE N FREIEIR G
calligrasheets | V:0,1:6 10789 | KDE BFRIg
calligrastage V0, I:6 4833 | KDE ERXIE
calligraplan V:0, I:6 15222 | KDE MEEE
kexi V-0, I:6 7475 | KDE REEEE
karbon V0, 1.7 4187 | KDE XEENFwERS (£H)

Table 7.8: EilifY X 1A N

7.7.2 XAMNHA

THR L3 EFREIENEMEANA,



http://www.ibiblio.org/pub/packages/ccic/software/info/HBF-1.1/
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Han_unification
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/Glyph
http://packages.debian.org/sid/libreoffice-writer
http://qa.debian.org/popcon-graph.php?packages=libreoffice-writer
http://packages.qa.debian.org/libr/libreoffice-writer.html
http://packages.debian.org/sid/libreoffice-calc
http://qa.debian.org/popcon-graph.php?packages=libreoffice-calc
http://packages.qa.debian.org/libr/libreoffice-calc.html
http://packages.debian.org/sid/libreoffice-impress
http://qa.debian.org/popcon-graph.php?packages=libreoffice-impress
http://packages.qa.debian.org/libr/libreoffice-impress.html
http://packages.debian.org/sid/libreoffice-base
http://qa.debian.org/popcon-graph.php?packages=libreoffice-base
http://packages.qa.debian.org/libr/libreoffice-base.html
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/libreoffice-math
http://qa.debian.org/popcon-graph.php?packages=libreoffice-math
http://packages.qa.debian.org/libr/libreoffice-math.html
http://packages.debian.org/sid/abiword
http://qa.debian.org/popcon-graph.php?packages=abiword
http://packages.qa.debian.org/a/abiword.html
http://packages.debian.org/sid/gnumeric
http://qa.debian.org/popcon-graph.php?packages=gnumeric
http://packages.qa.debian.org/g/gnumeric.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
http://packages.qa.debian.org/i/inkscape.html
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/planner
http://qa.debian.org/popcon-graph.php?packages=planner
http://packages.qa.debian.org/p/planner.html
http://packages.debian.org/sid/calligrawords
http://qa.debian.org/popcon-graph.php?packages=calligrawords
http://packages.qa.debian.org/c/calligrawords.html
http://packages.debian.org/sid/calligrasheets
http://qa.debian.org/popcon-graph.php?packages=calligrasheets
http://packages.qa.debian.org/c/calligrasheets.html
http://packages.debian.org/sid/calligrastage
http://qa.debian.org/popcon-graph.php?packages=calligrastage
http://packages.qa.debian.org/c/calligrastage.html
http://packages.debian.org/sid/calligraplan
http://qa.debian.org/popcon-graph.php?packages=calligraplan
http://packages.qa.debian.org/c/calligraplan.html
http://packages.debian.org/sid/kexi
http://qa.debian.org/popcon-graph.php?packages=kexi
http://packages.qa.debian.org/k/kexi.html
http://packages.debian.org/sid/karbon
http://qa.debian.org/popcon-graph.php?packages=karbon
http://packages.qa.debian.org/k/karbon.html

Debian & Fift

155/274

i
RHEa RITE BXRK | £R 15EA
1\
evince V:176, 1:401 | 1466 | GNOME XHg (pdf) Hi%Es
okular V:74,1:123 | 13100 | KDE XS (pdf ) HEES
calibre V7, 1:40 51519 | KDE B RRRENEER
fbreader V2, 117 3035 | GIK BT PBAEeR
evolution V:40,1:270 | 449 GNOME NAEEBE (HAEARKTETHE)
kontact V2, 121 2047 | KDE NAEEBE (HAENKFETHE)
scribus V5, 1:28 19090 | KDE RE DI 5 niE 28
glabels V:0, I'5 1385 | GNOME HEImiEes
gnucash V4,114 9664 | GNOME PARTT
homebank V0, I:3 895 GTK PMAETT
kmymoney V:0, 1:3 12342 | KDE TART
shotwell V:19,1:205 | 6635 | GTK WA R EIEER
xsane V:20, ;192 | 909 GTK ESEEINEEY

Table 7.9: EAHAYSEAMN A

( : ) s
AT ik evince 1 okular fEF Cmap ##E (5 763 ) KE/R CIK PDF X4, HNELZR
poppler-data #&E ( ZBIJ non-free, 0% 11.4.1 ),

==}
YNR7E GNOME KEIMEFRBHEMNMINGERRHE, BLLEMI scribus (KDE) XFMNRHBRTE R AER
B, ERRZRITSINEESIIRGE, ZRERIREEEL

7.8 X i

B kR

ERBIRE 3 MERRKHAIT X EER X FENEER (S0F 144 1),

7.8.1

B
Shift-Insert EEF B HRIFPH,

i ‘
LY ESO) RITE BXRK | ER 18R

N
xsel Vi1, 144 51 X X EERNGLITEL
xclip V:8,1:39 55 X X EEN&GLSTEO

Table 7.10: EAlfY) X EiFEF

WA KEEIFE (GNOME, KDE----- ) RETARNEMRAZRFTE)., SHEIF0MM, SIERBRIRERIMXE
f## ( CTRL-X. CRTL-C #1 CTRL-V ),



http://packages.debian.org/sid/evince
http://qa.debian.org/popcon-graph.php?packages=evince
http://packages.qa.debian.org/e/evince.html
http://packages.debian.org/sid/okular
http://qa.debian.org/popcon-graph.php?packages=okular
http://packages.qa.debian.org/o/okular.html
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
http://packages.qa.debian.org/c/calibre.html
http://packages.debian.org/sid/fbreader
http://qa.debian.org/popcon-graph.php?packages=fbreader
http://packages.qa.debian.org/f/fbreader.html
http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/kontact
http://qa.debian.org/popcon-graph.php?packages=kontact
http://packages.qa.debian.org/k/kontact.html
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
http://packages.qa.debian.org/s/scribus.html
http://packages.debian.org/sid/glabels
http://qa.debian.org/popcon-graph.php?packages=glabels
http://packages.qa.debian.org/g/glabels.html
http://packages.debian.org/sid/gnucash
http://qa.debian.org/popcon-graph.php?packages=gnucash
http://packages.qa.debian.org/g/gnucash.html
http://packages.debian.org/sid/homebank
http://qa.debian.org/popcon-graph.php?packages=homebank
http://packages.qa.debian.org/h/homebank.html
http://packages.debian.org/sid/kmymoney
http://qa.debian.org/popcon-graph.php?packages=kmymoney
http://packages.qa.debian.org/k/kmymoney.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/xsel
http://qa.debian.org/popcon-graph.php?packages=xsel
http://packages.qa.debian.org/x/xsel.html
http://packages.debian.org/sid/xclip
http://qa.debian.org/popcon-graph.php?packages=xclip
http://packages.qa.debian.org/x/xclip.html
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7.8.2 X FREEEFBAIRILHMRET
xmodmap(1) & X B [ &4 H AR SR 2 BT A T B, 5 T 315 keycode, {REETE X IE1T xev(1) FZ T

I N IR, B T 5515 keysym FIE X {REEEE"/usr/include/X11/keysymdef . h”3 4 ( x11lproto-core-dev
B ) R MACRO IEN, XHHFBH “#define” BRIEEEREMN “XK_” Fk, /5 keysym B&Ff,

7.8.3 HAM X BFiH
REBUEGH X BEFIHRIERF, B30 xterm(1), JAA—AREMNGRSITIRIIRES, NMBEXRND. FHINER.

AR ER X FRIIBEREE NI, RABIAN X ZBRIRTFEE “/etc/X11/Xresources/*” &1, AR
AW X FRRTFEE “/etc/X11/app-defaults/*” M, ERXLIZEFERES,

“~/.Xresources” XHRARRFAFPZRRE, IMXEEERNEENEHIIAN X FF, BEERNXLIRE
HEEIIEN, FATIGEENSHEBIRES,

$ xrdb -merge ~/.Xresources

2 x(7) F1 xrdb(1).

7.8.4 X ZiIRIRIIEE——xterm

7E http://dickey.his.com/xterm/xterm.faq.html B] LA T ## 2l %< F xterm(1) B—tIE &,

7.8.5 Ul rootiG{T X BEF i

g

5 A=
@ ZEIEEREES (B0 gdm3) MRRFRFEHA root KU root BB X BR/FTEEERR, FR
XRAL2H), BEMRITEHITEESURME. M root BITEAN X BMBINARALLH, HMOTESZER
RETEERANREIKS, FlanE@ERIAFIKS,

wa

IBIT—MEARR X BP0 (FIA6E “foo” BXF root AXPR ) MBI AR K T EABIEEER sudo(8) &,

$ sudo foo &

$ sudo -s
# foo &

$ ssh -X root@localhost
# foo &

@ VIR

AT ZBEG EEAMEER ssh(l) RIRBERIR.



http://dickey.his.com/xterm/xterm.faq.html
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ATEX BEFmEED X RS2, HEBUTILR,

« |[HAF “$XAUTHORITY” F1 “$DISPLAY” BT EMEMNME FILEFAF,
« “$XAUTHORITY” BT EMERMIERMISE AN FA AL,
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Chapter 8

FRACAN A (L

FH

— M RRARHER ZIBSE (M17N) SiAHIES 25, @ 2 M RTM.
« EFRME (118N): E—PMRAEEB LIRS MESIME.
« AL (L1ION): E—PMRELE-—MEENESIME,

BR
7£ multilingualization ( 21851t ). internationalization ( EFR{t ) #1 localization ( At ) #, & 17, 18, 5 10
FEE "M F'n”, " 7, 31 #0107 RE), EAMEMEZRRA M17N, 118N F L10N.

GNOME #1 KDE SMRRERZESH, 1@ TAIE UTF-8 HUBRILMEIRY, FHi@id gettext(1) 22 IR HENFE
BERAME, BiFEE2TURMIMAR(CIREGEERIEHE, FHRMEESTEERER, BUAEXMNTETEIREEY
FiES MEENA],

REBEMNXABIERRGER ASCH, FRLVTF 127 MNFRHF (A 7 URR), INKEER® T, A T7TXHHATEMRLH
BZER, MIRBTHFSEFRLES, URNBNRERERLER UTF-8, EaULBALMANN/LFREERN (8
M 8.4.1 ).

MATHIES N i18n NEA.

BRI CRE(HEC B B IR B RE SIS EPR L AR,

@%%
PN

EEET 2013 4% Debian 7.0 (Wheezy) %51, FAUAERBIEAETSITA,

8.1 #EEiA

Debian 245 8] LAfSEF keyboard-configuration 1 console-setup & EERES MNERMLBETP.

# dpkg-reconfigure keyboard-configuration
# dpkg-reconfigure console-setup

ISR E Linux IZHI M X BOMEE, HEH"“/etc/default/keyboard”#1“/etc/default/console-setup”
PHEESH, Xte]UAREE Linux ZH8HFAK,

WZ3E ASCII 7, BETSHNESERNES TR, PJUER JE#, AlGr # # ASHE RBAEAL
WFIMES, MEZESRMBANEZE, FINTEHIGETIEH Bus,



https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://zh.wikipedia.org/wiki/UTF-8
https://www.debian.org/doc/manuals/intro-i18n/
https://zh.wikipedia.org/wiki/Dead_key
https://en.wikipedia.org/wiki/AltGr_key
https://zh.wikipedia.org/wiki/Compose_key
https://zh.wikipedia.org/wiki/Input_method
https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
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8.1.1 IBus AL
MAZSMES AN ARFNIERENT:

i3 MR

N

|
| |
+-> Linux A& -> WIAE -> Gtk, Qt. =X X

8 im-config f#F IBus RIEAVERELF] LATE 318 Debian ZRARI Z1BEMAVEIA. TEIIEH T —L Bus RIEFE,

REa MITE NN ZHEHMBSE

ibus V:6, 1:9 45177 | f&EF dbus PRI AT AESE
ibus-mozc V:0, I:2 927 HX

ibus-anthy Vi1, 1:2 8450 | B@E

ibus-kkc V:0, I:0 205 = E

ibus-skk V:0, 1.0 234 [ E

ibus-pinyin V0, I:1 1425 X (zh_CN)
ibus-chewing V:0, 1.0 400 F3Z (zh_TW)

ibus-hangul V:0, I:1 214 BHX

ibus-table V0, I:1 908 IBus &5 |2

ibus-table-thai I.0 45 "X

ibus-unikey V:0, I:0 256 A

ibus-m17n V:0, I.0 121 ZiE5: HEE. FRAEMEE

Table 8.1: IBus 259N i%

kinput2 AN E E A 07 B0 M2 BAG N\ AR IBTE7E, (BEREEEINARAY UTF-8 X IMEHR{ER, SCIM Fluim TH
BER TR UTF-8 X MR FHIEPFRMCEBNIERIER BRI A,

8.1.2 —/ HiBMAIF

BAMERIBINE ("en_US.UTF-8”) TRINANXHANZIEEEH. TEREE GNOME3 T{EH IBus FIHIE:

1. BRERASUNEREE ibus-anthy , MK im-config EfFNREE.
2. AP Shell H#177im-config”, SAFEE ibus” fERMAIE.

3. 3%EF¥”Settings” - "Keyboard” — ”Input Sources” — fE”Input Sources” FFEA{”+” - Japanese” — ”Japanese (anthy)”,
AR E"Add”.

4. & BB A AN BIRFHEIERE, IAREFNER, ((RRIEERERESRAIR)

5. EMERAFPIKF,.

6. {FA”im-config” IRIFi&E.

7. GREBEE GUI TEKER, REWAIR.

8. {#F SUPER-SPACE R &RV NE Z[8)131Tt]]#%. (SUPER #18 % & Windows ##.)

BEENT/LS,

« im-config(8) MREHFSEM root IKFHITHRIMEEFRRE,

« im-config(8) itRIEMBMNEE LR REIANTMAZTER P T,
- BPREEEAD im-config(8) BMIAS IR, LARERMEEL,



https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
http://packages.debian.org/sid/ibus
http://qa.debian.org/popcon-graph.php?packages=ibus
http://packages.qa.debian.org/i/ibus.html
http://packages.debian.org/sid/ibus-mozc
http://qa.debian.org/popcon-graph.php?packages=ibus-mozc
http://packages.qa.debian.org/i/ibus-mozc.html
http://packages.debian.org/sid/ibus-anthy
http://qa.debian.org/popcon-graph.php?packages=ibus-anthy
http://packages.qa.debian.org/i/ibus-anthy.html
http://packages.debian.org/sid/ibus-kkc
http://qa.debian.org/popcon-graph.php?packages=ibus-kkc
http://packages.qa.debian.org/i/ibus-kkc.html
http://packages.debian.org/sid/ibus-skk
http://qa.debian.org/popcon-graph.php?packages=ibus-skk
http://packages.qa.debian.org/i/ibus-skk.html
http://packages.debian.org/sid/ibus-pinyin
http://qa.debian.org/popcon-graph.php?packages=ibus-pinyin
http://packages.qa.debian.org/i/ibus-pinyin.html
http://packages.debian.org/sid/ibus-chewing
http://qa.debian.org/popcon-graph.php?packages=ibus-chewing
http://packages.qa.debian.org/i/ibus-chewing.html
http://packages.debian.org/sid/ibus-hangul
http://qa.debian.org/popcon-graph.php?packages=ibus-hangul
http://packages.qa.debian.org/i/ibus-hangul.html
http://packages.debian.org/sid/ibus-table
http://qa.debian.org/popcon-graph.php?packages=ibus-table
http://packages.qa.debian.org/i/ibus-table.html
http://packages.debian.org/sid/ibus-table-thai
http://qa.debian.org/popcon-graph.php?packages=ibus-table-thai
http://packages.qa.debian.org/i/ibus-table-thai.html
http://packages.debian.org/sid/ibus-unikey
http://qa.debian.org/popcon-graph.php?packages=ibus-unikey
http://packages.qa.debian.org/i/ibus-unikey.html
http://packages.debian.org/sid/ibus-m17n
http://qa.debian.org/popcon-graph.php?packages=ibus-m17n
http://packages.qa.debian.org/i/ibus-m17n.html
https://zh.wikipedia.org/wiki/Input_method
https://zh.wikipedia.org/wiki/Smart_Common_Input_Method
https://zh.wikipedia.org/wiki/Uim
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8.1.3 EH#mANE

INRAMAAEET XIM (X FREERRIHLE ) REITRA, (R ATEBENTZFAE “$XMODIFIERS” HYEIRE A “none”.
X geRBXMME N, (RIBTE emacs(1) FER B AZIRME egg RIRTEEA ibus, fRETEAM shell FHITIIF &<,

$ XMODIFIERS=none emacs

97 A% Debian LB HITHERS, BIRIE “/usr/share/doc/menu/html” PRI EZES] “/etc/menu/” H
M E.

8.2 BRigiH

Linux 2618 RERRBRNFRN, (MEZERABRNKZIRTER, 140 jfbterm(1), MMAEIE X 126 & R RIEERM

BES. )
REFENFTERIETFE X B0 NET UTF-8 HBERMEEFN., (X BORREBEFITFREFHREERD, X
WA R 2 IERRRY )

8.3 FRIMEFEEREKXHFH

ERTIESMET, HIELTH., FREFFNARREFJESERSLMEMNEFERS, XSS LinaHHEY)
AEEST (2 Unicode tR/ERMTR #11),

BT BA ST X AN B) 3 :
- gnome-terminal: fwiE - EIEN - BEXH - HiE - BN - BEBRXNFF -
« ncurses: REIMETE export NCURSES_NO_UTF8_ACS=0,

8.4 ESIfIE
THESNAEMNM gdm3(1) Boify X EOME T ETHNEEFMNBESIRE.

8.4.1 “mESRYEMLZ0IN

BT E “LANG=Xxx_YY.Z2ZZ" BiESIMEIRE HIESRE “xx”. EXRNKB “YY” Fgweg “zzzz” (80%F 1.5.2
REDN

IL7ERY Debian RA—ARIZIBESIMEIZE R “LANG=XX_YY.UTF-8", XIFA{ERATH Unicode F{FER] UTF-8 4773,
UTF-8 RIBRAARESFTHRBALH B SMERAENERE, ASCIHIE (REE7T 7 M Z#HIKE ) R2EEH
UTF-8 8 ( BNMNFH/ER 1 4NFDT ),

ZHiIlY Debian R L ZIFESIMEIRE R “LANG=C” 3K “LANG=xx_YY” (;88 “.UTF-8"),
« “LANG=C” =} “LANG=POSIX” {#H ASCII FFE&E,
« “LANG=xx_YY” {#F Unix BWIERRE RS,

“LANG=xx_YY” FH{ERMRtIEREB AL E T “/usr/share/i18n/SUPPORTED” 3Kfil, 5ld0, “en_us”
{EMH “1S0-8859-1" #RiG, “fr_FR@euro” {#MA “IS0-8859-15" #Rid,

R’
wWEENSY, BRR 11.2,



http://unicode.org/reports/tr11/
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
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8.4.2 UTF-8 iESmEMEARRIE

Unicode FFERTLARM 0 2| 10FFFF ( +7:8t 6 ) SERMBRRERILFREALEHNNERN, ENEHEELEE
21 i,

X AYwhS R 4% UTF-8 F Unicode BB RIEECE| —NSIER 8 RN, HIRE ASCI #UBLIER AR, UTF KRR Unicode
#0481 ( Unicode Transformation Format ),

HEBIVErMEHEER UTF-8 1BSIAME, B9 “LANG=zh_CN.UTF-8", B/ BME -9 RE T NARRFETRER
fER. a0, “LANG=fr_FR.UTF-8" iBEIFMETH gedit(1) (GNOME SEMINX AYRIEEE ), HERHABEERN,
BRELRENFARIMNEI I AR RAMREFR X FRHXEIE.

HRBINAER “SLANG” IMETERIRBEIESE, FUREEBEE UTF-8BSIME NMRES &M “Lc_*" TEHS
B4t (S0 locale(1) ),

BBz X A M ] gEE S IE ASCII FfF, FliNMMEMMNZERSISTE ASCII FE2AR A,

“WEISHXAE" FIE “W3|SH ASCIT”
‘BE|SHXA’ FiE EB5[SH) ASCIT’

H4h ASCII X AR RN UTF-8 J5, EBBS5EATEMERNABTNARN, FHILMER UTF-8 ESIMEHAR(E
RIRK M 4.

—ERRFAESRTS BN GRERES AT, ZRENENR TEREML, MAERZBER UTF-32(UCS4) R32# Unicode,
FES MR TESMERMEN ASCI FHRIEHZBRE 4 MFT. B—Kib, ERA UTF-8 ESMEHAREMRIREL
4.

R P HEE R IHEYIE UTE-8 RIBRAE—LFF FEEER/NMBRANARR, FlMFLERERNFR, mERT
UTF-8 BRI RIBE R AR A FAERR X T4RAD (o) 8,

8.4.3 ESMIEMENLE

HTEZRFZ BSOS ENIESINE, YA ESHIBRIBEERIZEMIESHIBERIE, (Debian RAELR S EME
RERIZNTREIESIE, BIEMTE locales-all REE., ) IXENARIZESHENRBIRMGT

“/usr/share/il18n/SUPPORTED” , BEFHE THRIBEARMIESHIERN, TS SINHERIFM ZFHIFAM
FiE el Y UTE-8 iES MR,

$ locale -a | grep utfs8

TGS REMAEE locales RIGE,

# dpkg-reconfigure locales
ZAREEE 3T RK,
1. B AMIESIMRYIR
2. BelHwiER THHIEN
3. £ “/etc/default/locale” IRERJEINIESINEEL PAM ER (B0R% 45 )

STAMBSINETIRNZES “en_US.UTF-8" M BMRBNEBITFE “UTF-8" MiES.

WFEXNRE, BERIAIBSIMER “en_US.UTF-8", WTHEIES, BRRFMEMIESIMETSE “UTF-8", X
Loig B PR — M ERBEaS AL IR EFR F 15,

==
=)

SRBESMRIRER “C" 2FEAENRE, EERLIE ASCI F4,



https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-32/UCS-4

Debian & Fift 162 /274

8.44 “$LANG” IMIETEME
“SLANG” IMETEMERIFSHNBAREFIEEMNNS,

« login(1) 89 PAM #Hl# o Att Linux =5 B IEFH1T T RYIMNIEE

- BREIERRA PAM NI RFERY X BFET T RYIRE

« ssh(1) B9 PAM #l &I DRIz H 8 F 31T T RYIIIRE

- —LERREESS, B gdm3(1) RRFE X BFRTIRE

- BT “~/.xsessionrc”, X RIEBMBEAME X BFHTIRE
- shell 35085, #IE0 “~/.bashrc”, EHMBEEHASEFNTIRE

=R
BRAKNBSIMRIRER “en_US.UTF-8" BEBRBRANEEME,

8.45 RHAETFTXEBEOMSFEIESING
RETME TEBHEERRAT X BOMNISTIESIME, MASRUNALER PAM T4l (BRE 45 T) MEINES
%ino

XMMRREBAMRERIFNKERR, FARIFRE, BME X BOREALIE, REATUAENEFETIREENSINE
FHLIR, XN TFERIESDFNF (WNHX, BIEMHE) NESKEZLANTLH,

R
IE X REEERME R ES M RIGEE, BFHIETENABFERREESHREINERMNERITE,
$HF gdm3(1), FANEREEBELERRBERIERE X FIEFIESINE,

£ PAM BB EXHHFM TEXITEX TIBSMENXXGME, Fl “/etc/pam.d/gdm3”,

auth required pam_env.so read_env=1 envfile=/etc/default/locale
X IToRAL N E AR,
auth required pam_env.so read_env=1 envfile=/etc/default/locale-x

WFH, By —MNMEFE “-rw-r--r-- 1 root root” XPRAY “/etc/default/locale-x" X, H#EETHE

32/

X7,

LANG="zh_CN.UTF-8"

RIFSATHEEFRNEIA “/etc/default/locale” XHETEIXIT.

LANG="en_US.UTF-8"

RXREHESHBERBAMNKEAR, HESE gdm3(1) A E R FIHEER AL,
WFZIE RN B —FERRTERER “~/ . xsessionrc” XHERKNTIESINIE,




Debian & Fift 163 /274

8.4.6 N{4HRYmIL

WFEBEFEENBIRRR (BRE 10.1.7 ), (REEERNANRIGEHERE. #40MF, NMERIEDR, mount(8)
{RRi% vfat XHFZR L R CP437. (RFEBL X R IRMIFIAMIEHIZTIRERUTE-8 2 CP932.

B
£ GNOME ZEFIMAREIME TR, HEMNEH MR U 28, FOTRHISENERED, fEHEE LR
Eltr, mi"Drive”, "Setting”, i A”utf8” Z"Mount options:”. HiX4 U BT XIE#AT, UTF-8 #inJAT,

JES =N
MRIFEAR—NRE, HENERIIE UTF-8 RAETBME, IF ASCI FAFRIX 4R BITF2EAEIRN 1ISO-8859-1
8 eucJP RwiE. BEIKI AR T EEMA1EHRE] UTF-8. 2N0% 11.1 7.

EEIANB R T, Samba ¥ HHYZ F i (Windows NT, 200x, XP) {£F Unicode, {EXZHIZ Fis (DOS F1 Windows 9x/Me)
{883 CP850. RJLATE”/etc/samba/smb.conf” X4 EMH, {#MA”dos charset” R LTEE PRI MNERIAGRID, LE
ik, CP932 ‘A HIE,

8.4.7 Ai{L{ZEFIEMEH

7E Debian R4 B RIIF S HIX RS EGEIEEE, LLNERES. WMEREFRE. ZRMFMTI, GNU gettext(1)
HOTEMRRBNEEIMNEHTE,

aptitude(8) B, ”Tasks” — ”Localization” {2ft— NG RN #EIBY IR, AR AEFIEMNALSSFEMEIZX

o

ZHA4NGF, (REJBALE manpages-<LANG> BLRIX1FA MY, man FHMITER. K”/usr/share/man/it/” FKizEY
<programname> = AF/1EHY man FHMT, 1T T EHVRIE,

LANG=it_IT.UTF-8 man <programname>

8.4.8 ESWMEMIRM

sort(1) MFHFHEF, SESMENEN. BYI EMRIEESIMEHIFRA—H#M,

1s(1) W EHIR N ZIESIMERM. "LANG=C 1s -1” FI”LANG=en_US.UTF-8” M EHIRIAER—HH (BNE 9.2.5
).

ANEESIMENBFIRRA—H#. tLliE, RIBIESWMEDR, —FT=S—8R771,000.1”, MEZEESHER EE
RA71.000,1”. RO ATER FRIEIEF EEERXMARE,



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/Code_page_437
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Samba_(software)
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Gettext
https://zh.wikipedia.org/wiki/Gettext
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Chapter 9

AIRIT

X8, MARREMNERRRNESRIT, KEDEEHEERIF,

9.1 screen IEF

$HET A e] ST S S AE A RNE IR ENRIAMNITMES, screen(l) R—NMEEBRNIER, FANEIF]HRTRIK
HERE,

wER mITE KV | 5ER
screen V:192,1:292 | 988 VT100/ANSI ZimiRHlzHEE 8 ANEiR
tmux V:29, T:113 673 LIRS ANEESE (FH “Control-B” X&)

Table 9.1: Z#5P] FRB M LREZMITZFIIR

9.1.1 screen(l) H{EAIF=

Er:l%enﬂ(l) NMEAF—MNRIFE QBT MNHERE, EARIFIEIE shell HIEZIFHBTMIERE. XBER —MNHAM screen(1) {EF
=
1. BRE—MEIENEE.
2. EBR/MEHIE LB screen,
3. {§H NA ¢ (“Control-A” $&7c”) 7£ screen HEIERMEOMITS MERF.
4. ¥ MA n ("Control-A” & "n”) RIES /) screen & [a15%1#k.
5. /A, MEEBARILR, BMABREEEMMNIE, MXLETIFEEEERRE,
6. REILABITEMRIA RS E screen RiE,
o BRZAMIRISIRATLEIE I
« #A M d ("Control-A” 1EE7d”) HF T NEREFREER
« 3\ NA DD ("Control-A” #%&”DD”) 538 screen FiEHER
7. (REFHEREIE—MELEN (BMEARERILL ),

8. {EM”screen -r” 35l screen.



http://packages.debian.org/sid/screen
http://qa.debian.org/popcon-graph.php?packages=screen
http://packages.qa.debian.org/s/screen.html
http://packages.debian.org/sid/tmux
http://qa.debian.org/popcon-graph.php?packages=tmux
http://packages.qa.debian.org/t/tmux.html
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9. screen BARRAIEFMI _EARIFTER screen BOFFBEINGITIIIER.

R’

W FRSHERBITHRIIMNEIERE, (RRIBUEE screen T&EEESEA, NAMRE]UTEMEZRIE—MEFRdrE

B1T, HEHERRERNERNLE,

9.1.2 screen H<HEEITE

£ screen SRR, KR THSRBIMFEREMANESH A XRHAEO, screen FIEmSKER BT A

("Control-A”) JHE/ME [MMEFISE] RiaA. IEE - LEENGLRBFEICE.

A

B4 EINRE 1BH

AA 2 EREBER (ERERNTE)

AA C EIE— R E OHIBRINZE O
AA N v —1&E0O

AA P ZE—1&EH

AA O Eo=&E0

AA 1 1sS®E0

AA W ErEnIER

AA a FEREEWMALRZE Cul-A Z[HaiE0
AA h ESpiE ONEEINSE— N XXHF
AA H FHIR/FER SRR 12X HFRICR
A X BiE L n (BRI

AA d MRiw{H B screen R1&

AA DD 8 screen RIEHELE R

Table 9.2: screen $E48E 13+

TS M screen(l).

9.2 HEICEMER

9.2.1 HEFEASTIF#HIE (daemon)
WZIEFE”/var/log/” BR FNIEREANINES.

. RBEEEBEETIPHTE (daemon ) : rsyslogd(8)

9.2.2 HEMNM

XERIFEMHES IR ("~Gsecurity: : log-analyzer” 7 aptitude(8) ).

e
=

CRM114 RHBESHEMREEMIIREE, AT TRE ENRARNE . EXEANIRMAHTIRBEIRER, Ethaess

BTBRES .



http://crm114.sourceforge.net/
http://www.laurikari.net/tre/
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eSS TE K/ [ HBE

Togwatch V:18,1:20 2214 | A Perl EMHER ARG, BHIHRIT
fail2ban V:102,1:113 | 1735 | ZEEEM S MAIEREIRR P

analog V4, 1:123 3529 | web fR5538 EI:uJJ"Fﬁ

awstats Vi1, 119 6799 | BAFEEEMER web lRSZFHE DM

sarg V5, I:5 429 R squid PIRE

pflogsumm V:1, I:4 111 Postfix H&5H

syslog-summary | V:1,1:4 30 B syslog HEXHRE

fwlogwatch V:0, 1:0 474 P XIEEHE R IR

squidview V0, I:1 189 BEMSH squ1d access.log X

swatch V:0, 1:0 100 BIENREAN, S=MRENHEXHFESSE
crmil4 V:0, 1.0 1099 Controllable Regex Mutilator FI5R IR HBET i (CRM114)
icmpinfo V:0, I:0 39 R ICMP 5B

Table 9.3: RFEHEIIRAFIIR

9.2.3 BHHIICXK shell ;&3]

B ERHER script(1) (B85 1.49 T) iER shel ;FNETE—NEEFHFEFHIXGE, XEZFHFEFTUAZR TENS
X, 1EM col(1) 4,

$ script
Script started, file is typescript

HHLEIRAE 3% Ctr1-D B script.

$ col -bx <typescript >cleanedfile
$ vim cleanedfile

WNRFEE script (Fl¥0: 7 initramfs BRYFINTFES ), (RA]AMERTEMNANKE,

$ sh -1 2>&1 | tee typescript

R
& gnome-terminal Z2H) x-terminal-emulator HEENSIER, MBIFEEENITE PRBRNZEE,

B
{RETCAERS screen(l) #1"7AA H' (B 9.1.2 ) RH#TIEHISIER.

N
{RBTLA{E R emacs(1) #I"M-x shell”, "M-x eshell”, E{’M-x term” KFITIEHIAIER. RMEERILAER"C-x
C-w BEHSEIXH,

9.24 TEHINEARENER

RE 190 more(1) F less(1) XM N TIIEF (ENF 145 T) NATEEIRAWBENXTE (801%F 11.18 1)
A LERMM B RN AR, E@ENRERSE (E0U%E 146 T7) BEERI 1, Br]ERIMRS.



http://packages.debian.org/sid/logwatch
http://qa.debian.org/popcon-graph.php?packages=logwatch
http://packages.qa.debian.org/l/logwatch.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/analog
http://qa.debian.org/popcon-graph.php?packages=analog
http://packages.qa.debian.org/a/analog.html
http://packages.debian.org/sid/awstats
http://qa.debian.org/popcon-graph.php?packages=awstats
http://packages.qa.debian.org/a/awstats.html
http://packages.debian.org/sid/sarg
http://qa.debian.org/popcon-graph.php?packages=sarg
http://packages.qa.debian.org/s/sarg.html
http://packages.debian.org/sid/pflogsumm
http://qa.debian.org/popcon-graph.php?packages=pflogsumm
http://packages.qa.debian.org/p/pflogsumm.html
http://packages.debian.org/sid/syslog-summary
http://qa.debian.org/popcon-graph.php?packages=syslog-summary
http://packages.qa.debian.org/s/syslog-summary.html
http://packages.debian.org/sid/fwlogwatch
http://qa.debian.org/popcon-graph.php?packages=fwlogwatch
http://packages.qa.debian.org/f/fwlogwatch.html
http://packages.debian.org/sid/squidview
http://qa.debian.org/popcon-graph.php?packages=squidview
http://packages.qa.debian.org/s/squidview.html
http://packages.debian.org/sid/swatch
http://qa.debian.org/popcon-graph.php?packages=swatch
http://packages.qa.debian.org/s/swatch.html
http://packages.debian.org/sid/crm114
http://qa.debian.org/popcon-graph.php?packages=crm114
http://packages.qa.debian.org/c/crm114.html
http://packages.debian.org/sid/icmpinfo
http://qa.debian.org/popcon-graph.php?packages=icmpinfo
http://packages.qa.debian.org/i/icmpinfo.html

Debian & Fift 167 /274

=N
WF vim(1) FIEM S TR BB view(l), “:set hls” sJLAEBRAERIER,

9.2.5 TEHIREFBENER

“Is -1" LEHIANNEMEHEREABRTBESHE (BXMNESHE 1.26 1), “SLANG” TEEHELE
2, BES# “SLC_TIME” LEEE,

EMESIMELREIA R RERNEUR FERERR C #REERMRA (libee 348 ), HEiIRH, AERY Debian £1T
IR B RERIEIAE .

MRGEMEEEBHESIMEN EIFIBHHERERN, RMIZET “--time-style” S8k “$TIME_STYLE”
HMERIZEREHRE (2M 1s(1). date(1). “info coreutils ’1s invocation’”),

B EFNE BSE S EENEE RN
iso 1A 01-19 00:15
Tong-iso EE 2009-01-19 00:15
. 2009-01-19 00:15:16.000000000
full-iso EEE +0900
ESWE C Jan 19 00:15
BB en_US.UTF-8 Jan 19 00:15
ESE es_ES.UTF-8 ene 19 00:15
+%d . %M. %y %H :%M EfIE 19.01.09 00:15
+%d . %b . %y %H :%M C=% en_US.UTF-8 19.Jan.09 00:15
+%d . %b . %Yy %H:%M es_ES.UTF-8 19.ene.09 00:15

Table 9.4: wheezy H “1s -1" as<HEHEIFIHEAHIE REH

’BR
R AERGL A RLNBRESSITHHAKMEIR, Fl0 “alias 1s='1s --time-style=+%d.%m.%y\
%H:%M'” (BME 159 1),

B
ISO 8601 BEIXLE iso 11,

9.2.6 shell 7 echo Mgt

REBSELALLLURAY shell FR echo BEASfEF ANSI ¥ N FRRERENE (£ “/usr/share/doc/xterm/ctlseqs. txt.gz"
ZIR T UEIF

$ RED=$(printf "“\x1b[31m")

$ NORMAL=$(printf ”“\x1b[Om")

$ REVERSE=$(printf ”\x1b[7m")

$ echo "${RED}RED-TEXT${NORMAL} ${REVERSE}REVERSE-TEXT${NORMAL}"



https://zh.wikipedia.org/wiki/ISO_8601
https://zh.wikipedia.org/wiki/转义序列
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9.2.7 BHHBWIENGS
EXERWIMET, SOMNMETEEE, EBARES SN RER, BEBRN -/ .bashrc” BEMMAT TERS.

if [ "$TERM” !'= "dumb” ]; then
eval ”"‘dircolors -b‘”
alias 1ls='1ls --color=always’
alias 11='1ls --color=always -1’
alias la='1ls --color=always -A’
alias less='less -R’
alias ls='1ls --color=always’
alias grep='grep --color=always’
alias egrep='egrep --color=always’
alias fgrep='fgrep --color=always’
alias zgrep='zgrep --color=always’
else
alias 11='1s -1’
alias la='1ls -A’
fi

AEXREAGSH, FHABRBEFEENZER, SHFELTE”export GREP_OPTIONS="--color=auto’” t
BIFAL, i XHEETS 1L less(1) Z KM TTHEIZF B EIENE, é{EFHE. BZHESSHN, FEEEHSE, Emil+F-~/.bashrc”
PIIARZE, BJUAfERA”--color=auto” {X&.

B
ERERMIMES, BIE"TERM=dumb bash” i§F] shell , {REEBBXAXLEHEHIA,

9.2.8 iCXYmiEIRERNERRIFIF

{REES1CRIMAE 2R B RIVE B RIFEIE,
$F Vim, B3R T ERE,

. vqa”: FHRIEREATHEBETNEEE 2",
- RIE SR IBIE

C o ERIBRBANTS,

. 72" WITHE R a HAE.

¥ F Emacs, 1B1% T EIRIE,

N

¢ ’C-Xx (7 FFIREX — MR
- YRiE ER IR
¢ "C-Xx ) EREN—MRE

L 7C-x e MIT—MREE.

S

9.2.9 X X MAREFIER
BLEAETUNEE X MAREFHER, 84F xterm B,



https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
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nHE MITE N
xbase-clients 1:46 46 xwd(1)
gimp V:86, 1:491 17769 | GUI &
imagemagick V:49, 1:552 207 import(1)
scrot V:8, 1:93 50 scrot(1)

Table 9.5: EICEMR A IET BYIFR

e TE IR

etckeeper V26, 1:31 153 Eﬁﬁ Git_(jﬁik ). Mercurial 3% Bazaar ( # ) RIRFEEEXXHFH
E{I1R TR

changetrack V:0, 1.0 62 fEF RCS (1H) REFEEXH

Table 9.6: 7E VCS FiCREEEA T HREE

9.210 IEREEXHNT

BREEMNTIAEREE DVCS RAMEEKRICREEXHNEE,

HBWEATH gi(l) B9 etckeeper R+E, 54—:?;5;/\ “/etc” BF VCS EHIZT, EMNLTRIEMMAESN
“/usr/share/doc/etckeeper/README.gz",

MAFE LM, 81T “sudo etckeeper init” EJ “/etc” WAL git BF, 55 10.6.5 THETRERRAITIZAEM,
(BB E4FIK0Y hook HIAKFHITELEMIRE.

SR BRI ER, fRE]AER git() RIEEHICREN], MBRGTREBEEGSH, ELEBMICREE,

B
TfT\—ILAJ_ﬂHLﬁ “sudo GIT_DIR=/etc/. glt gitk” KA “/etc” MWEFICRK, ReJLAEMIEBRFMNE R
KREE., EBRREEREGERENT

9.3 iz, EHIFENIERFEL

T2 Fr iR ns fE Y R T B i i= =,

"R
procps B TIFEEMAIEE. EHIREFENINENBMIEFINE, NS EMIEHER,

9.3.1 FHiEFERY
BRI HRY EEAE,

# time some_command >/dev/null

real Omo.035s # HWITHHE (SABYESIAYE])
user Omo.000s # B PR BT (E]

sys Omo.020s # PIZIETETE)



http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon-graph.php?packages=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/scrot
http://qa.debian.org/popcon-graph.php?packages=scrot
http://packages.qa.debian.org/s/scrot.html
http://packages.debian.org/sid/etckeeper
http://qa.debian.org/popcon-graph.php?packages=etckeeper
http://packages.qa.debian.org/e/etckeeper.html
https://zh.wikipedia.org/wiki/Git_(software)
https://zh.wikipedia.org/wiki/Mercurial_(software)
https://zh.wikipedia.org/wiki/Bazaar_(software)
http://packages.debian.org/sid/changetrack
http://qa.debian.org/popcon-graph.php?packages=changetrack
http://packages.qa.debian.org/c/changetrack.html
https://zh.wikipedia.org/wiki/Revision_Control_System
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RG] ATE KN T iRER

coreutils V:892,1:999 | 15016 | nice(1): A EMIAEMRENEIT—INER

bsdutils V:866, 1:999 | 256 renice(1): IHEB— AN EHEIEETRHEENIREMLENE

procps V:816,1:998 | 729 “/proc” XHBZG T HE: ps(1), top(1), kill(1), watch(1), -
psmisc V:391,1:919 | 527 “/proc” X &G LHE: killall(1), fuser(1), peekfd(1), pstree(1)
time V26,1526 | 82 t%me(l): BT —1MER, ANNEBREAERRERARGRHE
sysstat V:135,1:156 | 1463 | sar(1), iostat(1), mpstat(1), ---: linux Z 2t 1ERE L K

isag V0, I:4 110 sysstat IR G NI R A ESIE]

Tsof V:200, 1:945 | 440 Isof(8): fEF”-p” A EH — N RFEFHIZFTARIXHF

strace V:20, 1:163 1399 | strace(1): IRERAZAAFIES

Ttrace V-1, I:21 360 ltrace(1): IREREE IR A

xtrace V0, I:1 333 xtrace(1): FRER X11 EF imFNARSS B5im Z [B]A B 5

powertop V36, 1:229 604 powertop(1): RAREAEERE R

cron V:887,1:997 | 252 IR¥E cron(8) FE&TIFHIE (daemon ) FIIEEIT— TR
anacron V:452,1:524 | 106 BT IEEX 24 NET AR GG TR, 3K cron

at V301 1546 | 149 gFt(}é)éz batch(l): E— MR EMNNEGTESHEE —ZARE

Table 9.7: M{EAIEHIIEF/EN TRIIR

HEMELRE BEMRER

19 RIRMELHETE

0 EEENTBRAFPREREE
-20 root P IEE SR ERFTE

Table 9.8: IHELERIETIR

9.3.2 AEMLER
BRI E MR SR — N IR SR E S,

# nice -19 top # EBME
# nice --20 wodim -v -eject speed=2 dev=0,0 disk.img # JEER

ARLEEAT, RRHHEERERESNRREMHE. NMERAXNHS,

9.3.3 ps@md

£ Debian 24t L/ ps(1) A5 L EIAY 25 BSD #l SystemV 4FHiE, BENTFIRAIFRSHVHIZIER,

T HAEGRS FHIE
BSD ps aux ER%CPU %MEM
System V ps -efH 2 7R PPID

Table 9.9: ps A S HLTIFR

SWFEF (FETH) Fiti2, (REEE5@1T PPID” FERRIRFHIE ID RRFEEA]

OSANE

pstree(1) @& BRFETEN,



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/procps
http://qa.debian.org/popcon-graph.php?packages=procps
http://packages.qa.debian.org/p/procps.html
http://packages.debian.org/sid/psmisc
http://qa.debian.org/popcon-graph.php?packages=psmisc
http://packages.qa.debian.org/p/psmisc.html
http://packages.debian.org/sid/time
http://qa.debian.org/popcon-graph.php?packages=time
http://packages.qa.debian.org/t/time.html
http://packages.debian.org/sid/sysstat
http://qa.debian.org/popcon-graph.php?packages=sysstat
http://packages.qa.debian.org/s/sysstat.html
http://packages.debian.org/sid/isag
http://qa.debian.org/popcon-graph.php?packages=isag
http://packages.qa.debian.org/i/isag.html
http://packages.debian.org/sid/lsof
http://qa.debian.org/popcon-graph.php?packages=lsof
http://packages.qa.debian.org/l/lsof.html
http://packages.debian.org/sid/strace
http://qa.debian.org/popcon-graph.php?packages=strace
http://packages.qa.debian.org/s/strace.html
http://packages.debian.org/sid/ltrace
http://qa.debian.org/popcon-graph.php?packages=ltrace
http://packages.qa.debian.org/l/ltrace.html
http://packages.debian.org/sid/xtrace
http://qa.debian.org/popcon-graph.php?packages=xtrace
http://packages.qa.debian.org/x/xtrace.html
http://packages.debian.org/sid/powertop
http://qa.debian.org/popcon-graph.php?packages=powertop
http://packages.qa.debian.org/p/powertop.html
http://packages.debian.org/sid/cron
http://qa.debian.org/popcon-graph.php?packages=cron
http://packages.qa.debian.org/c/cron.html
http://packages.debian.org/sid/anacron
http://qa.debian.org/popcon-graph.php?packages=anacron
http://packages.qa.debian.org/a/anacron.html
http://packages.debian.org/sid/at
http://qa.debian.org/popcon-graph.php?packages=at
http://packages.qa.debian.org/a/at.html
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9.3.4 top W%
Debian &4 £ top(1) HBEEEVIHE, BEITFIRFFEEEBNNSITA.
E— I REANLFER. FeoINB TR Y #REFECHERER, & q BREILZER.

9.3.5 FH—THIEFTHRIAF
{RBERB3ET — Mt AR ID(PID) RO L IZF AT O, BIg, PID X 1 H9iti2, (A TEMA,

$ sudo lsof -p 1

PID=1 ®ERT init #ZF.

9.3.6 IRIFIEF/ELN

{REETSERERTZF &N, {FH strace(1), ltrace(1), xtrace(1) RIRFF AR ABIES. FEiIFA. X11 BEFimMARSZEEmZ(E)
BIE1E,

IRER s S SHARARIAA,

$ sudo strace 1s

9.3.7 RAEANXHNEREFRIHTE

{RET BB fuser(1) KIRBIHERXEFHVETE, 190, B TEEVARNIRAIE/var/log/mail. log” BHENHIZITH,

$ sudo fuser -v /var/log/mail. log
USER PID ACCESS COMMAND
/var/log/mail. log: root 2946 F.... rsyslogd

{ReTAE2I”/var/log/mail. log” 2H rsyslogd(8) &8 LI THHE A,
{RETBAIEIT fuser(1) SKIRANIHEREZRFVHE, W], ATEMANIRAIL smtp/ tep” HBENEHIZITH,

$ sudo fuser -v smtp/tcp
USER PID ACCESS COMMAND
smtp/tcp: Debian-exim 3379 F.... exim4

WMEMREAERIRRITIT exim4(8) SRALIBZEIER SMTP im0 (25) BY TCP i&EH.

9.3.8 fEREIEEREE —1Tar<

watch(1) EREEBREFNIT—I5<, AEEFEREL,

$ watch w

ETMEANERIRE, 20HEHR—K,



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
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9.3.9 (FHANHEMRKEE — 1o d
BT LREELERGNNERBAEE -GS, BLMAE, 6, TR2EER"* . ext”.

- Shell BA AN (BIE 12.1.4 TI):

for x in *.ext; do if [ -f "$x”]; then command "$x” ; fi; done

« find(1) #0 xargs(1) BX&:

find . -type f -maxdepth 1 -name ’'*.ext’ -print® | xargs -0 -n 1 command

- find(1) {EF” -exec” EMHMITHS:

find . -type f -maxdepth 1 -name ’'*.ext’ -exec command ’"{}’ \;

« find(1) {EF” - exec” IERINFMIT—MEHY shell BIZAs:

find . -type f -maxdepth 1 -name ’'*.ext’ -exec sh -c ”"command '{}’ && echo ’successful’” \;

LEMIFRESSLGEERRHXAER (MBI ), find(1) BESSENAE, £0% 1015 7.

9.3.10 M GUI BEh—1M iR

3 F &L 1T5ME ( command-line interface, CLI) , $PATH BT EFIEEMNE RPE—MNLEMEMBHIEF W
7. 80E 1.53 T,

3+ FIB M freedesktop.org ¥R ER) B2 5 E ( graphical user interface, GUI) , /usr/share/applications/ H
R * . desktop XHABMEFN GUI RASRERHTUENEY, S0NE 722 ¥,

ZEAMBIF, chromium.desktop X#EHA “Chromium P& 52" EX THEXEM, FINIEFSE “Name”, F2FH
1TERIZFNESE “Exec”, FIEAMERR “Icon” £ (20N SEEEAE ). XEREWNT:

[Desktop Entry]
Version=1.0
Name=Chromium Web Browser
GenericName=Web Browser
Comment=Access the Internet
Comment[fr]=Explorer le Web
Exec=/usr/bin/chromium %U
Terminal=false
X-MultipleArgs=false
Type=Application
Icon=chromium
Categories=Network;WebBrowser;
MimeType=text/html; text/xml;application/xhtml_xm1l;x-scheme-handler/http;x-scheme-handler/ <+
https;
StartupwMClass=Chromium
StartupNotify=true



https://zh.wikipedia.org/wiki/Command-line_interface
http://www.freedesktop.org/
https://zh.wikipedia.org/wiki/Graphical_user_interface
http://standards.freedesktop.org/desktop-entry-spec/desktop-entry-spec-latest.html
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XR— MR R EEAIEE, *.desktop X E TEIPFEWIZS,
SEIFEIRE $XDG_DATA_HOME FI $XDG_DATA DIR IMETE, %/ FIF, 7£ GNOME 3 H:

« RIZE $XDG_DATA_HOME, (43{EFZKIA{E $HOME/ . local/share, )
+ $XDG_DATA_DIRS #®i& &} /usr/share/gnome: /usr/local/share/:/usr/share/,

E/HEB R (8 XDG Base Directory Specification ) F1FIF2F B & TR,

* $HOME/ . local/share/ - $HOME/.local/share/applications/
« /usr/share/gnome/ - /usr/share/gnome/applications/
« /usr/local/share/ - /usr/local/share/applications/

« /usr/share/ - /usr/share/applications/

* . desktop XHIFZIBIXNMIAFEIXL applications BRPHITES,

VN
ERET-NMHAPEENXH GUI EHEIN, EFEE $HOME/ . local/share/applications/ BERFRM—4
* . desktop X4,

VN
B, MREXLEEEBRTH autostart BRHPEIL T —4 *.desktop X, M *.desktop XHFHIEE
HWEFSERSEMERN BT, £ 0 Desktop Application Autostart Specification,

N

MU, GNSR7E $HOME/Desktop BRHFEIM T — *.desktop XEH A REIMERERE h IS EEIREDH
88ThEE, NS TZEFRRIEENIEF ST, i&EE, $HOME/Desktop BERMELIFBMEBESMEE X, S0
xdg-user-dirs-update(1),

9.3.11 BEXKEBIWIER
—ERFIRAS—MEFBIEN. TERBEXIZIENTE

- NAEFREXS:

GNOME3 Kfl: “I®E" - “RH%" - "FAER" - "HANAEFR"

— KDE £ii: "K” - ”Control Center $£&# /()" - ”KDE Components £8f4” — ”Component Chooser 40143 1%25”
Iceweasel NIVi2%: “dmiE" - “EHE - “NARER"

me(1): “/etc/me/mc.ext”

- 5I30 “$BROWSER”, “$EDITOR”. “$VISUAL” F1 “$PAGER” XHMIFETE (S eviron(7))

- AFHIE “editor”, “view”. “x-www-browser”, “gnome-www-browser” 1 “www-browser” Xt£HITZF
Y update-alternatives(1) R4 (EMEE 1.47 17)

« “~/.mailcap” # “/etc/mailcap” XHHIABXEXTZFA MIME 28 (&I mailcap(5) )
« “~/.mime.types” 1 “/etc/mime.types” NXHHRNABEXEXT MIME EEMEH BR (2N run-mailcap(1) )



http://standards.freedesktop.org/basedir-spec/basedir-spec-latest.html
http://standards.freedesktop.org/autostart-spec/autostart-spec-latest.html
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
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<N
update-mime(8) 2E #"/etc/mailcap” X, Hila]=HZI"/etc/mailcap.order” X (&0l mailcap.order(5)).

BR
debianutils #4-BIR{H sensible-browser(1). sensible-editor(1) #1 sensible-pager(1), EATRT A% BT E [ B
BIYREEES. 70 DIFEFRFIMLE N YT 23 HERES 3L R, FEBIVRIRIZIBLE shell BIA,

B
RATE X TETH mutt XHEIEHIENBAREFRRIENGIEENBER, FRMIZETEBHEERIL—N X NE
EEHISE “/usr/local/bin/mutt-term” FA{FEEEHINEENBIER,

# cat /usr/local/bin/mutt-term <<EOF
#!/bin/sh

gnome-terminal -e "mutt \$@”

EOF

chmod 755 /usr/local/bin/mutt-term

9.3.12 RIE—NiHIE

£ kill(1) B #FE ID RRFE (RIEZ—MET ) — Mg
£ killall(1) 3 pkill(1) BT #H G SR FRHEEBHERMEHNES.,

=18 E=E= ThRE

HUP ERE&TIP#HE (daemon)
15 TERM & kill
9 KILL B kill

Table 9.10: kill i5 S E R{ES TR

9.3.13 B R{EHBYE]LHE

1B1T at(1) SR REH— XTI,

$ echo ’"command -args’| at 3:40 monday

9.3.14 TEHMERZEHE

f£F8 cron(8) SKH#ITERES ZHE, S M crontab(1) F crontab(5).
{REEMBIE A — N EBA P ERIBIT— /IR, L8, foo M crontab -e” &< BIE—/ crontab(5) B4 /var/spool/c
XER— crontab(5) X{&4HI7F,
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#

use /bin/sh to run commands, no matter what /etc/passwd says

SHELL=/bin/sh

#

mail any output to paul, no matter whose crontab this is

MAILTO=paul

#
#
5
#

Min Hour DayOfMonth Month DayOfWeek command (Day... are OR’ed)
run at 00:05, every day

o * ** $HOME/bin/daily.job >> $HOME/tmp/out 2>&1

run at 14:15 on the first of every month -- output mailed to paul

15 14 1 * *  $HOME/bin/monthly

# run at 22:00 on weekdays(1-5), annoy Joe. % for newline, last % for cc:
0 22 * * 1-5 mail -s "It’s 10pm” joe%Joe,%%¥Where are your kids?%.%%

23 */2 12 * echo ”"run 23 minutes after @am, 2am, 4am ..., on Feb 1”

5 4~ * sun echo "run at 04:05 every Sunday”

#

run at 03:40 on the first Monday of each month

40 3 1-7 * * [ "$(date +%a)” == "Mon” ] && command -args

N
WHBLLIEELNCI TR A, TR anacron REEREMNMITARMNG S, SOSEBONEBNNNEET, FF
AFEHEERRE)EE, 20 anacron(8) #1 anacrontab(5).

N

WFENRBLEPBA, REEB LU root Ik F E KB 1T, X K Ml & 8 A"/etc/cron.hourly/”,
"/etc/cron.daily/”, "/etc/cron.weekly/”, 8{"/etc/cron.monthly/”. XLEFIARIH1TETE], BT LAE
i$"/etc/crontab” #l"/etc/anacrontab” REHI,

9.3.15 Alt-SysRq &

N1Z 4R 1%L " Magic SysRq key” (SAK ) R TIEn R ALIFERIIEHE , (ZIETINIER Debian AZEIEKIAE, X Alt-SysRq
#, EERTHRFHN—IME, SMERRZNHITES.

Alt-SysRq Z J5 B9 1T h¥ER

£ X Bna, MKraw RBRAREEE

EEHEHERANEZE 0 KEDERER

kill ESR1ERERE ERFAEHE

%1% SIGTERM RIFfB#TE, FRFT init(8)

&3% SIGKILL ZIFTB#E, FRF init(8)

sync TR EZEHNIXEFR AR E R RIEHIF

EFRURIEARNEHE S ERIXXEFRZ (umount)

T|IC|V|H|OD| X| O

reboot &%, ANET HENE

Table 9.11: SAK < i#7IR

BR
i#i% signal(7), kill(1) 0 sync(1) FMTIRIBME FEAVHEIR,

”Alt-SysRq s”, ”Alt-SysRq u” F1”Alt-SysRq r” B, BEITFHHEIEIFRIIER, HrIUEREILELRANIER TRETH
R,

£0”/usr/share/doc/linux-doc-3.*/Documentation/sysrq.txt.gz”.



https://en.wikipedia.org/wiki/Secure_attention_key
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VAV

@ BT RFAF A root IXPRAVINEE, Alt-SysRq $MeIEEHIA AR L EME, E"/etc/rc. local” BN
N’echo 0 >/proc/sys/kernel/sysrq’ S(fE"/etc/sysctl.conf” Bt \"kernel.sysrq = 0"3K
= Alt-SysRq 4514,

R
M SSH &Ri%%5, {REEMZIEILE"/proc/sysrq-trigger” EARARMER Alt-SysRq 45, 180, M root shell
BRfFiz{Techo s > /proc/sysrqg-trigger; echo u > /proc/sysrq-trigger” 3K syncs 1 umounts

TR EEHIIGR L.

9.4 RFLEIFRKIT

9.4.1 HERZKE?

RETLUEBE FTEMNAEREEERERAE,

- who(1) EREERERAEM,

- w(l) BEREERERGET, IEMTA.
- last(1) ERAFREERMIIR,

- lastb(l) B RAFPREBEBIRERMIIR,

"R
"/var/run/utmp” #1"/var/log/wtmp” FEEXHFMAFES. £ login(1) # utmp(s).

9.42 ZEEREA
(RET BT FEM S RER wall(l) ABRAANE—PAREEE,

$ echo "We are shutting down in 1 hour” | wall

9.43 IR

X4F PCI 2£i% & (AGP, PCI-Express, CardBus, ExpressCard &), —FFI8FLE A 1spci(8) (iF I L~ -nn” IEIN) #HTHEMHIR
Al EEER YT,

tEsh, fRETBAEIE )i /proc/bus/peci/devices” BEEMABETRE"/sys/bus/pei” FHEAYE RHRH#ITREMY
RE(BNE 1.2.12 ).

9.4.4 MEHERRE

& GNOME # KDE XXM KEFREZR L, BAXBOEHWEERNEBEIRNNEFEE TEREE, BHIE
—EREEC(INEMAN, ER— I FHNES,

IXE, ACPI 22—\ttt APM YRR EIR R AHELE,

AN
MR CPU SIRFEEINGE, REMZIER acpi_cpufreq BEIEHY,



https://zh.wikipedia.org/wiki/Peripheral_Component_Interconnect
https://zh.wikipedia.org/wiki/AGP
https://zh.wikipedia.org/wiki/PCI_Express
https://zh.wikipedia.org/wiki/PC卡#CardBus
https://zh.wikipedia.org/wiki/ExpressCard
https://zh.wikipedia.org/wiki/高级配置与电源接口
https://zh.wikipedia.org/wiki/高级电源管理
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RG] TATE XAV | iRER
pciutils V:176,1:993 | 1220 | Linux PCI T E: Ispci(8)
usbutils V:99, 1:863 721 Linux USB T E.: Isusb(8)
pcmciautils V:20, 1:36 90 Linux PCMCIA T E: pccardctl(8)
scsitools V-0, I:4 365 SCSI TEHFEET EE: Isscsi(8)
procinfo V1, I:15 123 FK77proc”: Isdev(8) SAB R Fis 5
Tshw V:9, 1:89 671 BHEERES: shw(l)
discover V:38, 1:938 90 BEERRIZR S discover(8)
Table 9.12: FE{4FiR7I TAFIZR
RG] ATE PR L
console-setup V:304,1:946 | 385 Linux FRIEFARNEBERTLE
X11-xserver-utils oo 1o76 | 511 | X FRSZIETA: xset(1), xmodmap(1)
acpid Vi313,1:500 | 143 EREAEEMEREREO (ACP) BN EXNEETIFHEE
( daemon )
acpi V:26,1:566 | 45 £ ACPI REZEENIE
apmd V:0, I:6 132 BESLBEFREE (APM) BEHFHSZMNEETIPHETE (daemon)
sleepd V:0, 1:0 79 FEEZECATHE, FEFARERESHNEETIFPHE (daemon)
hdparm V:362,1:588 | 248 EEIARIAE ENE 959 1)
smartmontools V:121,1:196 | 1716 | £ SMART. EalilGIZ 7 e R %
setserial V:6, I:11 113 ROBETESE
memtest86+ Vi1, 1:35 2391 | AEEGEEIESR
scsitools V.0, I:4 365 SCSITFHFEETESR
setcd V0, I:1 35 FEIKA )L
big-cursor I.0 27 X ZRARIKEIR AT

Table 9.13: F#4ECE T BEIZR



http://packages.debian.org/sid/pciutils
http://qa.debian.org/popcon-graph.php?packages=pciutils
http://packages.qa.debian.org/p/pciutils.html
http://packages.debian.org/sid/usbutils
http://qa.debian.org/popcon-graph.php?packages=usbutils
http://packages.qa.debian.org/u/usbutils.html
http://packages.debian.org/sid/pcmciautils
http://qa.debian.org/popcon-graph.php?packages=pcmciautils
http://packages.qa.debian.org/p/pcmciautils.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
http://packages.qa.debian.org/s/scsitools.html
http://packages.debian.org/sid/procinfo
http://qa.debian.org/popcon-graph.php?packages=procinfo
http://packages.qa.debian.org/p/procinfo.html
http://packages.debian.org/sid/lshw
http://qa.debian.org/popcon-graph.php?packages=lshw
http://packages.qa.debian.org/l/lshw.html
http://packages.debian.org/sid/discover
http://qa.debian.org/popcon-graph.php?packages=discover
http://packages.qa.debian.org/d/discover.html
http://packages.debian.org/sid/console-setup
http://qa.debian.org/popcon-graph.php?packages=console-setup
http://packages.qa.debian.org/c/console-setup.html
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
http://packages.qa.debian.org/x/x11-xserver-utils.html
http://packages.debian.org/sid/acpid
http://qa.debian.org/popcon-graph.php?packages=acpid
http://packages.qa.debian.org/a/acpid.html
http://packages.debian.org/sid/acpi
http://qa.debian.org/popcon-graph.php?packages=acpi
http://packages.qa.debian.org/a/acpi.html
http://packages.debian.org/sid/apmd
http://qa.debian.org/popcon-graph.php?packages=apmd
http://packages.qa.debian.org/a/apmd.html
http://packages.debian.org/sid/sleepd
http://qa.debian.org/popcon-graph.php?packages=sleepd
http://packages.qa.debian.org/s/sleepd.html
http://packages.debian.org/sid/hdparm
http://qa.debian.org/popcon-graph.php?packages=hdparm
http://packages.qa.debian.org/h/hdparm.html
http://packages.debian.org/sid/smartmontools
http://qa.debian.org/popcon-graph.php?packages=smartmontools
http://packages.qa.debian.org/s/smartmontools.html
https://zh.wikipedia.org/wiki/S.M.A.R.T.
http://packages.debian.org/sid/setserial
http://qa.debian.org/popcon-graph.php?packages=setserial
http://packages.qa.debian.org/s/setserial.html
http://packages.debian.org/sid/memtest86+
http://qa.debian.org/popcon-graph.php?packages=memtest86+
http://packages.qa.debian.org/m/memtest86+.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
http://packages.qa.debian.org/s/scsitools.html
https://zh.wikipedia.org/wiki/SCSI
http://packages.debian.org/sid/setcd
http://qa.debian.org/popcon-graph.php?packages=setcd
http://packages.qa.debian.org/s/setcd.html
http://packages.debian.org/sid/big-cursor
http://qa.debian.org/popcon-graph.php?packages=big-cursor
http://packages.qa.debian.org/b/big-cursor.html
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9.4.5 Z4AT(B)F0RE(HAY (8]

THEIZE R ZNFEERE] 7 : MM/DD hh:mm, CCYY.

# date MMDDhhmmCCYY
# hwclock --utc --systohc
# hwclock --show

Debian R RIEY [EI@EE ER A AtAT(a], {EREHRTENEFE{ER UTC(GMT) BtiE],
WRHEH (BIOS) BYE[RE A UTC Bt [E], B7E “/etc/default/rcS” BMEIRE “UTC=yes”,
TEREHEE Debian ALFEANNEX,

# dpkg-reconfigure tzdata

WRRALBIBT M REIFF R ZANE, EE{EH ntp, ntpdate ¥ chrony XE BRI NTP fRS.

N
£ systemd T, 2{EFR systemd-timesyncd RERHITMEMNEIEL. £ systemd-timesyncd(8).

SN THAR.

- ¥5TRETE] A0 B EAEIE HOWTO
« NTP A HARSIH

« ntp-doc &

B
7 ntp B EM@EA ntptrace(8) BEBBIRER NTP FRSZHEERIAIR.

9.4.6 KRiRicE
BILAMBERT A ASREE & FF1EH] & F0 ncurses(3) RAINAE,
« “/etc/terminfo/*/*” X (terminfo(5) )

« “$TERM” IMELE (term(7) )
« setterm(1), stty(1), tic(1) F0 toe(1)
MR xterm #Y terminfo ¥+3E Debian B xterm RNEEMER, M H{RMIZIZEFEE] Debian RART, (RFEZNTIRIVE IR

HKR“STERM”, N “xterm”" B A INEESPRAVKRAS ( FlEN“xterm-r6” L. EZANBEM “/usr/share/doc/libncurses5/}
&2 “$TERM” HRiBRAN.



https://zh.wikipedia.org/wiki/UTC
https://zh.wikipedia.org/wiki/Network_Time_Protocol
https://zh.wikipedia.org/wiki/Systemd
http://www.tldp.org/HOWTO/TimePrecision-HOWTO/index.html
http://www.ntp.org/
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9.4.7 EEEMIZE

BATFIWAEN Linux E R RFZENEFHB 5 Linux FEHRZHR ( Advanced Linux Sound Architecture, ALSA) &1,
ALSA RIETHRE 27180 AFEZ R4 ( Open Sound System, 0SS ) FIEIIRR,

B
A “cat /dev/urandom > /dev/audio” B speaker-test(1) KiMlifiznE2s ("C{ELL ),

"R
MRMREEREES, BROHERCIEERE T —REaH. IANESRABFS AL, alsa-utils KF
BRE) alsamixer(1) B ARIFIHECEFRSHFEIRE.

MARERIREEE A NN ERINRIESIRE, BB —EiRENEERSERAREEN.

RG] ITE X/ | HER

alsa-utils V:381,1:520 | 2119 | EEEF{ER ALSARITE

oss-compat V:3, 1:39 20 £ ALSA F3RZ& 0SS, #ips “/dev/dsp not found” iR
jackd V:3,1:28 32 JACK Audio Connection Kit. JACK) FR5 2 (1RER )
libjacke V:0,1:16 337 JACK Audio Connection Kit. JACK) E ({KZEE )

nas V-0, 1.0 239 WZ&E M ( Network Audio System, NAS) fR552%
Tibaudio?2 1:545 161 WL E M4 ( Network Audio System, NAS)
pulseaudio V:369, :500 | 6137 | PulseAudio FR5588, &1\ ESD

Tibpulse® V:263,1:647 | 952 PulseAudio EFImE, B ESD
libgstreamer1.0-Py o3 1557 | 5006 | GStreamer: GNOME FE&3|%

libphonon4 1:207 672 Phonon: KDE 5|2

Table 9.14: BEEHRHEE

BNRTHRERREEERE - MERANFESIE, BMINARFERNETSIEA ] NEFERINENEFER
5535,

9.4.8 X[FREFRIF
XARERE, EATENGS,

78 e

Linux =815 setterm -powersave off
X&O (RXAFRSRF) xset s off

X & (XM dpms ) xset -dpms

X&HO (FERF GUIEE) xscreensaver-command -prefs

Table 9.15: XHAFEBRIFPGHLIIR

9.4.9 XFEERE

B] AR AN AV B3tk SR R AIMENS S, 3B pespkr AZAEERMHIER, the] AMELX =,
bash(1) FHZIHY readline(3) 127, HBISZEFR (ASCI=7) B, BE44, TEHMIREEZBHELEEYE,

$ echo "set bell-style none”>> ~/.inputrc



https://zh.wikipedia.org/wiki/ALSA
https://zh.wikipedia.org/wiki/Open_Sound_System
http://packages.debian.org/sid/alsa-utils
http://qa.debian.org/popcon-graph.php?packages=alsa-utils
http://packages.qa.debian.org/a/alsa-utils.html
http://packages.debian.org/sid/oss-compat
http://qa.debian.org/popcon-graph.php?packages=oss-compat
http://packages.qa.debian.org/o/oss-compat.html
http://packages.debian.org/sid/jackd
http://qa.debian.org/popcon-graph.php?packages=jackd
http://packages.qa.debian.org/j/jackd.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libjack0
http://qa.debian.org/popcon-graph.php?packages=libjack0
http://packages.qa.debian.org/libj/libjack0.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/nas
http://qa.debian.org/popcon-graph.php?packages=nas
http://packages.qa.debian.org/n/nas.html
https://zh.wikipedia.org/wiki/Network_Audio_System
http://packages.debian.org/sid/libaudio2
http://qa.debian.org/popcon-graph.php?packages=libaudio2
http://packages.qa.debian.org/liba/libaudio2.html
https://zh.wikipedia.org/wiki/Network_Audio_System
http://packages.debian.org/sid/pulseaudio
http://qa.debian.org/popcon-graph.php?packages=pulseaudio
http://packages.qa.debian.org/p/pulseaudio.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libpulse0
http://qa.debian.org/popcon-graph.php?packages=libpulse0
http://packages.qa.debian.org/libp/libpulse0.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libgstreamer1.0-0
http://qa.debian.org/popcon-graph.php?packages=libgstreamer1.0-0
http://packages.qa.debian.org/libg/libgstreamer1.0-0.html
https://zh.wikipedia.org/wiki/GStreamer
http://packages.debian.org/sid/libphonon4
http://qa.debian.org/popcon-graph.php?packages=libphonon4
http://packages.qa.debian.org/libp/libphonon4.html
https://zh.wikipedia.org/wiki/Phonon_(KDE)
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9.4.10 WFEH

WRRKR, XEERMEBNGERGEREFNERBR.

- “/var/log/dmesg” HHIANZBNEEEE TR HAFMEREX,
« free(1) #l top(1) ERIEEBITHNRAFAGFZFEHEXES.
TEE—MIF,

# grep ’'\] Memory’ /var/log/dmesg

[ 0.004000] Memory: 990528k/1016784k available (1975k kernel code, 25868k reserved, 931k <«
data, 296k init)

$ free -k
total used free shared buffers cached
Mem: 997184 976928 20256 (0] 129592 171932
-/+ buffers/cache: 675404 321780
Swap: 4545576 4 4545572
Rl BES BB R “dmesg SiF{R free J9 990 MB, M free -k &51K{R free J9 320 MB, XEL T #83d 600 MB ---++- "

FFEL “Mem:” XITH “used” BWAMMELAK “free” ®/NMYME, FEEN, MMEEEEME TENIBA (ELEH
FlEFRE(IR 675404 F0 321780 ),

I FF AT MacBook, B 1GB=1048576k ATZ (E TR GHE—LL), HBEIWUT,

k& NN

dmesg AP total K/ 1016784k = 1GB - 31792k
dmesg FARY free 990528k

shell FHY total 997184k

shell FEY free 20256k ({EBEREIH 321780k )

Table 9.16: REHRTFEKR/N

9.4.11 ARAZFREMMTEMNE
BRENAZEIFTEIZBMNRE, SHEWINBIEEER.
WNFRAZSHNTEUMNKE, RSN TEXLEHEALR.
« debsums 48, &M debsums(1) FIZE 2.5.2 T3,

« chkrootkit 38, £ chkrootkit(1),

« clamav 4B XK, S0 clamscan(1) # freshclam(1),

* Debian security FAQ,

* Securing Debian Manual,

TEHR - ERNEA, ARENEFREARTSRHEREFNR,

# find / -perm 777 -a \! -type s -a \! -type 1 -a \! \( -type d -a -perm 1777 \)

AV
@ BT debsums 4B EMAARMZAERN MD5 KRIEME, ALENEERE, BAET2BERAZT SN
ITH,



https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/securing-debian-howto/
https://zh.wikipedia.org/wiki/MD5
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LRG3 mITE KAV | iEH

Logcheck V1L 113 100 ;EEFFE&E (daemon ), BREGHEXHFHNEFEETMHER
=20 EIEJ'_'\

debsums V:5, 1:40 120 SCHER, A MDs REBN B ER NGB FHITRE

chkrootkit V:7,1:27 888 rootkit 1& MER &

c lamav V:15, :68 698 Unix IR AESXAEF—m2TRA

tiger V:3,1:3 2485 | MERGZLZ2TRE

tripwire V:3,1:3 12166 | MXHFFIEFKTEMERMER &

john V2, 1:13 449 FTHMELIER LR

aide V2, 1.2 2038 SRANENEEN—F2 S T

integrit V:0, 1.0 313 X EZBEERIERER

crack V-0, I:0 128 ZRENFER

Table 9.17: BFRAREMMTBMUMENTE

9.5 WIEFMERRIS

{3 live CD BX, debian-installer CD LARUEIRIVENRIIR L, "JLAILIRE BB BRI E IR EMBIRTFE,

9.5.1 MEETEEAE
AR ZSEAERE T L& mount, coreutils F xdu BREEEIR AT FRiT( :

« mount(8) RRFIBEHIIXHRY (= W)
- df(1) MEXGRFERER S E,
« du(1) fix5 B xHHERRER Z(E,

N
RE] LAY du(8) Budai i fZ 444 xdu(1x), REAENERRENER, F “du -k . |xdu”, “sudo du -k -x
/ |xdu” &,

9.5.2 WEENXEE

WFEESXEE, RE fdisk(8) HIAARIMENERE, B2 parted(8) TEXZERFEEMN.

KB PC ERZMES|SIER (Master Boot Record, MBR ) A%, FEENXIEEREFESE —1MEEX, B LBA &
X 0 (512 F% )

R
—LeEE T REHEED ( Extensible Firmware Interface, EFI) BI$7 PC, BEET Intel B Mac, £ 2BEE—
MRS X R (GUID Partition Table, GPT) AR, BESXBEFAMREEE—IMNBX

RE fdisk(8) —EREESXMINETER, {BITE parted(8) BT E.

AV
@ RE parted(8) Bt BEAREIBM IR XU R E, EEAEFRIFNEINTARMIEESERRS,
40 mkfs(8) ( mkfs.msdos(8). mkfs.ext2(8). mkfs.ext3(8). mkfs.ext4(8)------ ) #0 resize2fs(8),



http://packages.debian.org/sid/logcheck
http://qa.debian.org/popcon-graph.php?packages=logcheck
http://packages.qa.debian.org/l/logcheck.html
http://packages.debian.org/sid/debsums
http://qa.debian.org/popcon-graph.php?packages=debsums
http://packages.qa.debian.org/d/debsums.html
http://packages.debian.org/sid/chkrootkit
http://qa.debian.org/popcon-graph.php?packages=chkrootkit
http://packages.qa.debian.org/c/chkrootkit.html
https://zh.wikipedia.org/wiki/Rootkit
http://packages.debian.org/sid/clamav
http://qa.debian.org/popcon-graph.php?packages=clamav
http://packages.qa.debian.org/c/clamav.html
http://packages.debian.org/sid/tiger
http://qa.debian.org/popcon-graph.php?packages=tiger
http://packages.qa.debian.org/t/tiger.html
http://packages.debian.org/sid/tripwire
http://qa.debian.org/popcon-graph.php?packages=tripwire
http://packages.qa.debian.org/t/tripwire.html
http://packages.debian.org/sid/john
http://qa.debian.org/popcon-graph.php?packages=john
http://packages.qa.debian.org/j/john.html
http://packages.debian.org/sid/aide
http://qa.debian.org/popcon-graph.php?packages=aide
http://packages.qa.debian.org/a/aide.html
http://packages.debian.org/sid/integrit
http://qa.debian.org/popcon-graph.php?packages=integrit
http://packages.qa.debian.org/i/integrit.html
http://packages.debian.org/sid/crack
http://qa.debian.org/popcon-graph.php?packages=crack
http://packages.qa.debian.org/c/crack.html
https://zh.wikipedia.org/wiki/Live_CD
https://www.debian.org/releases/stable/debian-installer/
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Logical_block_addressing
https://zh.wikipedia.org/wiki/Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Disk_partitioning
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ERES TE XN | GPT 1iER

util-Tinux V:891,1:999 | 3366 | A"z¥% ZMAFZTE, B2 fdisk(8) F cfdisk(8)
parted V:370, 1:568 | 279 =15 GNU Parted, WEEHDXAEER

gparted V:23,1:148 | 7231 | %35 ET libparted BJ GNOME 5y X JwiEiz T
gdisk V66, :502 | 780 = BT GrT EEND X FERERF

kpartx V14, 1:27 84 R AR XEIREZRETER

Table 9.18: RN X EIBIEFE

B

AT GPT #1 MBR Zialt#k, MREZEEMBRASLNNLNMRPHIAST (SBR% 976 7)) HER “parted
/dev/sdx mklabel gpt” Bf “parted /dev/sdx mklabel msdos” RiZEBE., i&ifE, XEEMAM “msdos”
=BT MBR,

9.5.3 {£F UUID ifa]a X

REEHREMNS XK BINTFMEN RIEGEIRF T e B P X ZEREMNREE, BIRJLAERRE— UUID XKis
BIE], WRIMFESMELZFBRA BIOS SR BLATN]—BINRERMIE, FH UUID 2AREAERE,

« mount(8) AL H A “-U" EINA] MERUUID RiEH—MRIEE, MANERMIXXERF, F “/dev/sdas”,
« “/etc/fstab” (£ fstab(5) ) BJLAER UUID,

- S|EINEFER (5 3.1.2 1) theJUA{ER UUID,

BR
{REJLAE A blkid(8) REBE—MIFERIZEZHI UUID,

R’
NRFERE, RE (FINAIBHNFENT ) RETREIAED udev AN EHTREFS, B0FE 3.3 75

9.5.4 LVM2

LVM2 B2—4ATF Linux A SiEE S8R, HH LVM2 191, BES X URIRESES FREXYIEFES,
LVM B FIIEK,

« Linux AR EMETZ3F ( Debian AZERIAZHE )

- BPFEEXIREMEIZIEE ( libdevmapper* 348 )

- APFBEENX LVM2 TH ( lvm2 #%&Ea)

B T EHY man FHFIRT B2 LVM2,

« lvm(8): LVM2 #HIFIERZNR (FIHTRE LVM2 %)
« lvm.conf(5): LVM2 HECE X4

- lvs(8): MEZBEEIEXRER

- vgs(8): MEBHEMBXER

. pvs(8): MEMIEEMEXESR



http://packages.debian.org/sid/util-linux
http://qa.debian.org/popcon-graph.php?packages=util-linux
http://packages.qa.debian.org/u/util-linux.html
http://packages.debian.org/sid/parted
http://qa.debian.org/popcon-graph.php?packages=parted
http://packages.qa.debian.org/p/parted.html
http://packages.debian.org/sid/gparted
http://qa.debian.org/popcon-graph.php?packages=gparted
http://packages.qa.debian.org/g/gparted.html
http://packages.debian.org/sid/gdisk
http://qa.debian.org/popcon-graph.php?packages=gdisk
http://packages.qa.debian.org/g/gdisk.html
http://packages.debian.org/sid/kpartx
http://qa.debian.org/popcon-graph.php?packages=kpartx
http://packages.qa.debian.org/k/kpartx.html
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
http://www.reactivated.net/writing_udev_rules.html
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
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9.5.5 XHZRALE
T extd X4+ ZR 4%, e2fsprogs B TENTE,

« mkfs.ext4(8) I extd XIER G
- fsck.ext4(8) IEFUMES B extd XHFR SR
« tune2fs(8) BL & extd X R ZHIHB LR IR

« debugfs(8) XRENAIIFIR extd X R LG, (EF undel @S RIRE B2 MIBRATIHE.)

mkfs(8) F fsck(8) &5 S =

H e2fsprogs BlRIHHY, REMXE R AEXRIEFRIFIH.(mkTs . fstype # fsck. fstype).
I F extd XERL, 112 mkfs.ext4(8) F fsck.ext4(8) (EN T S 1E1EE mke2fs(8) FII e2fsck(8)).

Linux ¥ E— I XHRSE, BREMUNGS,

RHEE TATE X/ | HER

e2fsprogs V:507,1:999 | 1223 | ext2/ext3/extd XNFRG T H

reiserfsprogs V:8,1:26 891 Reiserfs XERA T H

dosfstools V:104, 1:556 | 235 FAT X Z%Z T E. (Microsoft: MS-DOS, Windows)
xfsprogs V:18,1:93 4664 | XFS XHRZ T E. (SGI: IRIX)

ntfs-3g V:165, 1:550 | 1355 | NTFS XHFZZ L E. (Microsoft: Windows NT, =++)
jfsutils V1,113 1533 | JFS XHERZ T E. (IBM: AIX, 0S/2)
reiser4progs V:0, I:5 1325 | Reiserd XFRZTEH

hfsprogs V:0, I:9 303 HFS # HFS Plus XF R T E. (Apple: Mac OS)
btrfs-progs V:28, 1:44 3146 | Bufs XFRHZTE

zerofree V:2, .70 25 1 ext2/3/4 XIFRZ EEHRIRE D ENTEF

Table 9.19: X G RAEIRELTIR

-l

Ext4 XFRAER Linux RAELIANXE RS, BIEFERAINXHRE, RIEMMBEHHRIEZBNMER.

RBR
Btrfs X RLATE Linux 1% 3.2(Debian wheezy) EFE, EHEAEFR extd XERZ 2RI T —MERIAXE R
27[\:0
2L
SR HAINZZTER fsck(8) $FEFS | S EIREE T 15a0, FIXBEIEARN HER Birfs XIER A,
BR

—ETBeIBERE Linux RIZZIHINEA FARIXARE (BRE 9.7.2 ).

056 XfRAGCIRMRRELIS

mkfs(8) £ Linux KA LBIBXHRR. fsck(8) fRSTE Linux R4 LRI NG R A TR MM EFE S INEE,
EXERGEES, Debian MAEZKIAREHRIERVIBIT Fsck,

<
=



https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/e2fsprogs
http://qa.debian.org/popcon-graph.php?packages=e2fsprogs
http://packages.qa.debian.org/e/e2fsprogs.html
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/reiserfsprogs
http://qa.debian.org/popcon-graph.php?packages=reiserfsprogs
http://packages.qa.debian.org/r/reiserfsprogs.html
https://zh.wikipedia.org/wiki/Reiserfs
http://packages.debian.org/sid/dosfstools
http://qa.debian.org/popcon-graph.php?packages=dosfstools
http://packages.qa.debian.org/d/dosfstools.html
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/xfsprogs
http://qa.debian.org/popcon-graph.php?packages=xfsprogs
http://packages.qa.debian.org/x/xfsprogs.html
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/ntfs-3g
http://qa.debian.org/popcon-graph.php?packages=ntfs-3g
http://packages.qa.debian.org/n/ntfs-3g.html
https://zh.wikipedia.org/wiki/NTFS
http://packages.debian.org/sid/jfsutils
http://qa.debian.org/popcon-graph.php?packages=jfsutils
http://packages.qa.debian.org/j/jfsutils.html
https://zh.wikipedia.org/wiki/JFS_(file_system)
http://packages.debian.org/sid/reiser4progs
http://qa.debian.org/popcon-graph.php?packages=reiser4progs
http://packages.qa.debian.org/r/reiser4progs.html
https://zh.wikipedia.org/wiki/Reiser4
http://packages.debian.org/sid/hfsprogs
http://qa.debian.org/popcon-graph.php?packages=hfsprogs
http://packages.qa.debian.org/h/hfsprogs.html
https://zh.wikipedia.org/wiki/Hierarchical_File_System
https://zh.wikipedia.org/wiki/HFS_Plus
http://packages.debian.org/sid/btrfs-progs
http://qa.debian.org/popcon-graph.php?packages=btrfs-progs
http://packages.qa.debian.org/b/btrfs-progs.html
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/zerofree
http://qa.debian.org/popcon-graph.php?packages=zerofree
http://packages.qa.debian.org/z/zerofree.html
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
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/J\/L,\
EESEHNINXERA LiBIT fsck , —MRALE.

R

7£"/etc/mke2fs.conf” B i& E’enable_periodic_fsck” HF #  HE'tune2fs -co
/dev/<partition_name>" IRERAEHN A 0, BErJUEEZ B, ik root XEFRABFBEERNAEX
HRG L, TLBB1T fsck(8) <. &M mke2fs.conf(5) # tune2fs(8).

VI
MEEIIARHEIEITHY fsck(8) i 4ER, FILATE"/var/log/fsck/" BRTEE.

9.5.7 BUHHAERMAICXERE
“/etc/fstab” HEETEMIRBSNGRALE. HW,

# <file system> <mount point> <type> <options> <dump> <pass>
proc /proc proc defaults 0] 0
UUID=709ched4c-80cl1-56db-8ab1-dbce3146d2f7 / ext4 noatime,errors=remount-ro 0@ 1
UUID=817baeb6b-45d2-5aca-4d2a-1267ab46ac23 none swap sw 0 0]
/dev/scd0O /media/cdrom@ udf,1s09660 user,noauto 0O 0]
R’
UUID (805 953 17) AIUER —MRARIZE R (FI0 “/dev/sdal”, “/dev/sda2” - ) RiIRHN—1
ileEo

— AN R BRI MR BT DS P ARV FGE TR TR (B fstab(5) F mount(8) ), EFEFZMIBEUTI/LR.

oy

“defaults” EIMFESHVEINEIN A : “rw, suid, dev, exec, auto, nouser,async”, (iBE )
“noatime” =% “relatime” EIN FINEIZEVACEEBN. (BE)

« “user” EIMRIF— BRAFPEHENXEHZRSA, EIME “noexec, nosuid, nodev” ®EIAVES, GBE, BF
CD ¥ usb 7Zf#iR& )

« “noexec, nodev, nosuid” EIESHAREELS M, (EF)
 "noauto” EIMFRHIEE, REMAMAITERBIEAFITER (B8FE)
« BT ext3fs B9 “data=journal” EINe] LAIESEELRAFERT IRV RN, BERA—LEANEE,

R

E root XHERAEERANNWBERK, REZEOAZEHREBENISH ENFE 312 ), tb
#"rootflags=data=journal’, ¥ F lenny W&, BKiIAH B EHERX R rootflags=data=ordered”. ¥ F
squeeze R4, ’rootflags=data=writeback”.



https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
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9.5.8 EITHBIR (superblock) LU EFZRL
— ARG ET LB tune2fs(8) #54 BiT BRI L,

« H1T “sudo tune2fs -1 /dev/hdal” BJLAER “/dev/hdal” FtHINXHRBEBRANE,

« }1f77’sudo tune2fs -c 50 /dev/hdal” i¥%”/dev/hdal” XERFENRE FERNRHIT fsck) SIE K8 50
R

« 1T “sudo tune2fs -j /dev/hdal” REXHRGRIMNBEINGE, B “/dev/hdal” FIXHRGM ext2 Fik
7 ext3, (WREHIXGEFRFX LM, )

« 117 “sudo tune2fs -0 extents,uninit_bg,dir_index /dev/hdal && fsck -pf /dev/hdal” 7E
“/dev/hdal” EIEEM ext3 &)y extd, (WREHORZX LM, )

BR
RE tune2fs(8) WBFRIXMH#M, BEERNXEERT ext2 XIG£R4%, tHeERAT ext3 # extd XERA,

9.5.9 MEELL

Ee
TS TRARE 2 81, WIS RAOREIEH 1% hdparam(8) 8 man FMT, EHXEI AN MIEREE
Y CEPN

{ReTLAEIE “hdparm -tT /dev/hda” EMix “/dev/hda” WEEMAREEEE, WF—LEER (E)IDE EEMELE,
{ReJLAER “hdparm -q -c3 -d1 -ul -m16 /dev/hda” REH “(E)IDE 32 iik#5". BH “using dma flag”.
1% E “interrupt-unmask flag” FiRE “multiple 16 sector /O” ( fBE ), MMINEIELZ iR E,

fRETAEiE “hdparm -W /dev/sda” X “/dev/sda” RIS ANEEZINEE, RATUAEA “hdparm -w 0
/dev/sda” XHIENEFIIRE,

MAEE CD-ROM 3K, {RRILAER”setcd -x 27 B#RIERE, KiZEXASH[E4EHY CDROM KA,

9.5.10 REISEEM
ESHEEE (solid state drive, SSD ) BIMEREFIEE BB L@ T A A AL,
« {ERRH Linux A%, (>=3.2)
o RIZEVGER A IVERE A,
— £ /etc/fstab FiZE “noatime” X “relatime” IEFLEIM,
- BE TRIM &%,

- T£ /etc/fstab F A extd XH RS, swap HX. Bufs FiRE discard HEFIED, S0 fstab(5),
- 7 /etc/lvm/1lvm.conf A LVM i% & “discard” i£lil, S0 lvm.conf(5),
— 7£ /etc/crypttab ) dm-crypt iRE “discard” &I, £ crypttab(5),

- 2R SSD E=E SRR R,

— 1 /etc/fstab B Brifs i8 8 “ssd” EEHEIN,



https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
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« WFEICHARR, ERAS 10 SHRIFHBIEIER,

- 7£ /etc/fstab FIRE “commit=600" EFiEIN, SN fstab(s),

o =

— iR E pm-utils FRAEICAIRED,, BIETE AC EIJRHET, £0 Debian BTS #659260.

5 A=
s

BRI EIBM— MK 5 BEh 10 S HESBIRRMEN MRS SEA,

9.5.11 {E£H SMART FNfE 2=

{RETLAfEFAFRE SMART Y smartd(8) G &5FHP##2 ( daemon ) SRIEEFNCRIRAVFEE,
1. #£ BIOS H/2F SMART IfjgE,
2. &% smartmontools 48,
3. BT df(1) 2 HEREFFIRFIEA],
< AEBAMRIS S EEAER R “/dev/hda”,
4. #& “smartctl -a /dev/hda” HHilt, & SMART RERBERHA,
- YNRE%E, @ “smartctl -s on -a /dev/hda” BHEE,

5. BIE R F A HIBIT smartd(8) f[FETHPi#FE ( daemon ),

- jHBR /etc/default/smartmontools” X#H “start_smartd=yes” 9%,

« @it “sudo /etc/init.d/smartmontools restart” EFEE smartd(8) J5&FIPHFE ( daemon ),

TN

smartd(8) 5 & FIFi##2 (daemon ) FILAEF /etc/smartd.conf XHHITEEX, XMEHRBE THIXMWES,

9.5.12 &t $TMPDIR IEE G ZEE R

RIFfERF—MRTEIGRFAER R “/tmp” TEILIGR XM, MR “/tmp” RERBHIZE, fFFINEL $TMPDIR TE

RAEFETE R TFEE X,

9.5.13 BT LVM ¥ B el HEEZ(E]

TELZAY B3 TE Logical Volume Manager B8 & E 2 (LVM) (Linux 45tf) FHP X, BI1TUBESHET

bR RIS REKRND, MAREESNFMIRE LHITRENEHLE,

BHIT R
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9.5.14 BHIEHSZ NI XERY B BEEZE

MRREE—NZHSEX (1IN “/dev/sdx” ), #RETLAGERA mkfs.ext4(1) FEAENE, FHEA mount(8) FEHEHBIMR
FEEZZTENBEZR, (FFEBEFRBHBIEAS. )

$ sudo mv work-dir old-dir

$ sudo mkfs.ext4 /dev/sdx

$ sudo mount -t ext4 /dev/sdx work-dir
$ sudo cp -a old-dir/* work-dir

$ sudo rm -rf old-dir

N
R LLUEREH —NEREREXSF (S0% 965 7)) FA—NMEHRE (205 9.6.3 T7), LIRMEEE
FESkEE PRz i iERI B AN .

9.5.15 i@ “mount --bind” E#H S B FRRY RO AFHEZIE

MRBES—IMPREE-—NFFIRAZEMNZER (FII0 “/path/to/emp-dir”), fREIAELHE “--bind”
B mount(8), FEHEHEI—MIFTEESZ=EIIEZR (HIW “work-dir”),

$ sudo mount --bind /path/to/emp-dir work-dir

9.5.16 BT overlay $£% ( overlay-mounting ) 53— MNEFXKY Er] BEEZ(E

MBRER—NOXRPERTANEE (F0, “/path/to/empty” 1 “/path/to/work” ), {REJLATEEAIERST
— NERHERIFEEZEMIBNIBE R (FIF0, “/path/to/old” ), EBXHM, REERT Linux 3.18 kA
BB FHR A ( 3F AL Debian Stetch 9.0 E{E FhRZS ) B9 OverlayFS,

$ sudo mount -t overlay overlay \
-olowerdir=/path/to/old-dir, upperdir=/path/to/empty,workdir=/path/to/work

“/path/to/empty” #1 “/path/to/work” NiZIFe[iEEHSX, NMEEBSAN “/path/to/old”,

9.5.17 (RN SHHRT BRI AFMEZ(E

( : ) \Cy
XR—IMEFANME RERGEED “REHEER" WNelgeRRERTLIE. BNAER LR “HE
H B9ER,

MBGRES— MNP XEE—NSETHRZTEMZBER (B0 “/path/to/emp-dir”), {RaJCAER In(8) B3I BRI
— NI EEHE,
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sudo mv work-dir old-dir

sudo mkdir -p /path/to/emp-dir

sudo ln -sf /path/to/emp-dir work-dir
sudo cp -a old-dir/* work-dir

sudo rm -rf old-dir

Ore
)

7l

&P B BB P

HAKZEMER (W “/opt”) EA "HHEI AR, IHMNBEERAA LN IEAKRES

9.6 MBI

BAHEX B R &2 MAVIRIE,

9.6.1 HIfFREEIRG M

—ANREHIZE (FI90, T4 SCSI KEBIT ATA i&% “/dev/sdb”) HIREE MG “disk.img” SJLAER cp(1)
3§, dd(1) i@ T3 A N,

# cp /dev/sdb disk.img
# dd if=/dev/sdb of=disk.img

€% PC I T IDE BEE—BXMESIZIEE (MBR) (S5 952 1) BIHEBGE T CAER dd() @iL T 5
B,

# dd if=/dev/hda of=mbr.img bs=512 count=1
# dd if=/dev/hda of=mbr-nopart.img bs=446 count=1
# dd if=/dev/hda of=mbr-part.img skip=446 bs=1 count=66

« “mbr.img”: HFHEHXEN MBR
« “mbr-nopart.img”: R~EHXFKN MBR
« “mbr-part.img”: X MBR XK

INRARMER SCSI BT ATA IRE(FAHBINER, (REEREMA “/dev/sda” X “/dev/hda’,
MRMEBRIFRBEEN —MER S XK, RFEEA “/dev/hdal” FENK “/dev/hda”,

9.6.2 EHIZEEAELE

MiBMEE “disk.img” FJLAEE T AXBSAR —NMEERKNOKREFHIZRE (FIFN, B4 ScCSI k&
“/dev/sdb”,

# dd if=disk.img of=/dev/sdb
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B, BRSXKBREXHE “partition.img” FINBE FHARBEARLREXNMIKREHS X (Fl, FZ4

SCSIig&HE—1MnX “/dev/sdb1”),

# dd if=partition.img of=/dev/sdb1l

9.6.3 HHMBMREF

FIAERERMREEL T ARNERNHAE 22D KREIEERE “partition.img”,

# losetup -v -f partition.img

Loop device is /dev/1loop0®

# mkdir -p /mnt/loop®

# mount -t auto /dev/loop@® /mnt/loop®
...hack...hack. . .hack

# umount /dev/1loop®

# losetup -d /dev/loopo

AJLATEE a0 IR,

# mkdir -p /mnt/loop®
# mount -t auto -o loop partition.img /mnt/loop®
...hack...hack...hack
# umount partition.img

LAER BINEE EHEAS N XHMEME “disk.ing” HBIMHTX, EABFEEKARBEESX, EIbH

NEEBEL FIAXNEHREE,

# modinfo -p loop # verify kernel capability
max_part:Maximum number of partitions per loop device
max_loop:Maximum number of loop devices

# losetup -a # verify nothing using the loop device

# rmmod loop

# modprobe loop max_part=16

MEEAMZEFIUNEERSZIA 16 MK,

# losetup -v -f disk.img
Loop device is /dev/1loop®
# fdisk -1 /dev/loop®

Disk /dev/1loop@®: 5368 MB, 5368709120 bytes

255 heads, 63 sectors/track, 652 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Disk identifier: 0x452b6464

Device Boot Start End Blocks Id System
/dev/loopOpl 1 600 4819468+ 83 Linux
/dev/loop0Op2 601 652 417690 83 Linux

# mkdir -p /mnt/loopOpl
# mount -t ext4 /dev/loopOpl /mnt/loopOpl
# mkdir -p /mnt/loop@p2
# mount -t ext4 /dev/loop@p2 /mnt/loopOp2
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...hack...hack. . .hack
# umount /dev/loopOpl
# umount /dev/loopO@p2
# losetup -d /dev/loop@

&, fRtEIUAER kpartx 3RS AR kpartx(8) B3 1% & METE & RIAZMERIAIKIER,

# kpartx -a -v disk.img

# mkdir -p /mnt/loop0Op2
# mount -t ext4 /dev/mapper/loopOp2 /mnt/loopOp2

...hack. . .hack...hack
# umount /dev/mapper/loopOp2

# kpartx -d /mnt/loop®

JES=}
Rt e] MEREMZE M ARBERMRIT MBR F, REHIRMERGHNENDX, EXEMNESHHE,

9.6.4 EIBMIEMRENHE
EATENAR, —MHEBEX M disk.ing” e BEIREFTEE 2MRIIH, R —4TF @008 B

&”new. img”,

# mkdir old; mkdir new

# mount -t auto -o loop disk.img old

# dd bs=1 count=0 if=/dev/zero of=new.img seek=5G
# mount -t auto -o loop new.img new

# cd old

# cp -a --sparse=always ./ ../new/

# cd ..

# umount new.img

# umount disk.img

R “disk.img” fiIF ext2, ext3 8% extd, {RBPJLAME TEBBHEER zerofree BB HHY zerofree(8),

# losetup -f -v disk.img

Loop device is /dev/1loop3

# zerofree /dev/loop3

# cp --sparse=always disk.img new.img

9.6.5 MHIfFZRIMLERIRSIHF
BTFEMAINER dd(1) , FTBAGIHE—K/NVA 5GIB BYZEHEERIG X H,

$ dd bs=1 count=0 if=/dev/zero of=disk.img seek=5G
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BIENANERAEIRE, REBEINMHEEMRG disk. img” LB extd XHRE.

# losetup -f -v disk.img

Loop device is /dev/loopl

# mkfs.ext4 /dev/loopl
..hack...hack...hack

# losetup -d /dev/loopl

$ du --apparent-size -h disk.img

5.06 disk.img

$ du -h disk.img

83M disk.img

HFrdisk.img”, EMIXHER/NZ 5.0 GiB, MELRHEERMNINZE 83MiB. XNEHEFIGEERAT extd BEEBHRHR
.

AN
W X R SEPR i 2 E A 2 FEE BIEH S A MBI,

EIFRE X IR ERET 1R E J:EFH%'EME’JT RE, TEXLIRERE 9.6.3 DIEHE, (REEHBER parted(8)_2fdlsk(8) PUpES
MEERE disk . img” HITHX, BETS{ER mkfs.ext4(8), mkswap(B)EtEﬁJLKﬁ:%%

9.6.6 &I{F 1ISO9660 fE1& 314
' EER” THERMET ST T HRE cdrkit 324E9 genisoimage(1) 754 SREIVE 1509660 B8, ~cd.iso”,

# ogenisoimage -r -J -T -V volume_id -o cd.iso source_directory

AR, A5 SH91S09660 FR G, "cdboot . iso”, BB M debian-installer Z{UB XM source_directory”
wlfE, AU,

# genisoimage -r -o cdboot.iso -V volume_id \
-b isolinux/isolinux.bin -c isolinux/boot.cat \
-no-emul-boot -boot-load-size 4 -boot-info-table source_directory

X EHY Isolinux boot loader (M5 3.1.2 7)) BT BIM.
BRTITEMNAR, MeIUEREAARIZEITTE mdssum 18, FHEIFE 1S09660 H1%.

$ isoinfo -d -i /dev/cdrom
CD-ROM is in ISO 9660 format

Logical block size is: 2048
Volume size is: 23150592

# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror | md5sum
# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror > cd.iso

O

oF g

H=
=H
A THEBERER, RUIUNMDESR Linux 1ISO9600 X R4 FNIE bug,
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9.6.7 EIEE AX{Z| CDIDVD-RIRW

VN
FE cdrkit #2489 wodim(1) 3ki#, DVD {X{X2—1N KK CD,

fREERS BT N T AT RBE S B T AMIR &,

# wodim --devices

AEIEZHY CD-R f@A CD BafzdFH BB 1S09660 RGN, 7cd.iso” BEARZEH, HIENALNTFFrREI wodim(1)
BHIEE AEI”/dev/hda” 188,

# wodim -v -eject dev=/dev/hda cd.iso

WSRA CD-RW K& CD-R, AU TFFIRAIGRSEKEN,

# wodim -v -eject blank=fast dev=/dev/hda cd.iso

PN
NRFHNEER G EMNIESEL CDs, EFEA wodim(1) ZRIELIREHmA sudo umount /dev/hda” ElEE,

9.6.8 1Tz} 1S09660 =534

PR cd. is0” BEH—4 1509660 {H&, FHEHAVEGSF LHEHIXNXMGE]”/cdrom”.

# mount -t iso09660 -o ro, loop cd.iso /cdrom

"R
MK EERREBENEHTRINNR, WK 1S09660 LA CD(EIE 10.1.7 7).

9.7 HHIEEE
XEB, FIITHeEBRIEFMEN R L T3 HI 28,

9.7.1 EEFMYwIE _HHILUE
SEMNEE ZHEIBIENSERER d -t x1” 52,

R

HEX T/t HlZRXhexadecimalH F 40815, &) radix 2 16, OCTAL £/\#FlZoctal B FH4EEIE, &
# radixE 8, ASCIl BEE(S B IRHELIE American Standard Code for Information Interchange FIR X %5,
BIIERHRIENAIE, EBCDIC @ BRI HI4miE 113t H3X#45 Extended Binary Coded Decimal Interchange
Code MHEXMES, 7E IBM KEW RERZE LEA,
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R AT PR L
coreutils V:892,1:999 | 15016 | ERiZRHFE, B od(1) REEHXH (HEX, ASCII, OCTAL, )
bsdmainutils V:870,1:998 | 587 TEHER, & hd(1) KEBEXE (HEX, ASCII, OCTAL, )
hexedit Vi1, 1:12 63 THF R gREESS (HEX, ASCII)
bless V0, I:5 973 2INaE 7 B gmiE2s (GNOME)
okteta V:1,1:20 1344 | £THEERTREFIZRESE (KDE4)
ncurses-hexedit | ., ., 132 | Tt F14R4E 58 (HEX, ASCII, EBCDIC)
beav V0, I:1 133 —EFGN S F04REE RS (HEX, ASCII, EBCDIC, OCTAL, ...

Table 9.20: EFFEY HBIBIFHIR I BLIIR

9.7.2 AEHMWBEZRIEXGF
BT ARMERBEHMENER FEEXH,

REE RITE KN | iRBA
mtools V:12, 1:101 361 RERER MSDOS XHELE
hfsutils V0, 1:8 1771 | ANEZVAEERY HES #1 HFS+ X T HE
Table 9.21: AN RIRIFEHNREETIR
9.7.3 BUBETHR

Linux AZPTIR HEIRAIDIRF R AR AR AR AR A IBIETTRR I SKFENFETEL.
BENAREFRANEINSIETTRRFTIMSKEFETEENTA,

REE RITE L

par2 V:2, 1:10 246 STEREERERE, ATRENEEXH
dvdisaster V0, .2 1548 | CD/DVD BRBIBERE/XH/ZXHFRF

dvbackup V:0, 1:0 412 A MiniDV BEXNEBNPIESL TE J&EHE rsbep(1))
vdmfec V0, 1.0 97 EAaIEAERE ERIR

9.7.4 IR IIXEFZHT DT
BETFRIESERE MBS TE,

Table 9.22: EXHRMBIBILRITATIR

R’

7 e2fsprogs REBEE debugfs(8) <, EAIZHLERM list_deleted_inodes # undel $§%, {REETS
RE ext2 X4 FZ 4 EMBREISTEE,

9.7.5 BANERZMB NN
Y— AN THAARTIREER

HEHPVIBHIXXH,

IEIRHR, (RMZESEN ZRIFBIEEDE RSN NT 2000MiB BN, FHEBEXLE/NZ
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REE ITE KA T 5EA
testdisk V:3,T:40 1319 | pXEAEMEERENAER
EFRIEAE == a5 e F “X3E . = :
nagicrescue V0, I:3 - E%;—g%@% magic F 1 RMEXHFHTE (1FF: 18 man file
scalpel V-0, I:4 82 Ba. e EperI X EFREY
myrescue V:0, 1.3 63 Tk S FITRE 2 PRI
extundelete Vi1, 11 148 IE MR ext3/4 XEFZEG ENXXHFRNZHAER
ext4magic V:0, I:3 232 RS MR ext3/4 XHEZ G ERXERXAER
ext3grep V:0, I:3 278 EIWE ex3 XIEZ G EMRAXERNTE
scrounge-ntfs V0, 1:3 45 NTFS X F R AR BIEMEZF
gzrt V:0, I:0 57 gzip RETEE
sleuthkit Vi1, 117 1113 | 2B TH (Sleuthkit)
autopsy V0, 1:2 1021 | SleuthKit BB L5 @
foremost V0, .7 96 R EBIEZETEF
guymager V:0, I1 1051 | EF QZHERIE
dcfldd V-0, I'5 94 EEIREY dd, ATIZEAES

Table 9.23: BIEXHIXEFZEI TR EBTIR

$ split -b 2000m large_file
$ cat x* >large_file

@ VIR

ATBIEXHERAR, BRERLEEM X FF LB,

9.7.6 BENHAT

AT EREWMBEXH ZENXHHAET, NEA m(1) i EMRXH AR LIRINENY, ERXANXEFIEEE
S L HITHHAEIEERER, UTRBRXHABTHIERTE,

$ :>file_to_be_cleared

9.7.7 HFNXH&
TENG SRS T =S,

$ dd if=/dev/zero

of=5kb.file bs=1k count=5

$ dd if=/dev/urandom of=7mb.file bs=1M count=7

$ touch zero.file
$ : > alwayszero.file

R &I T,

« "5kb.file” 2 5KB M ZFLUE,
« ”7mb.file” & 7MB FENLEIE,
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http://packages.debian.org/sid/gzrt
http://qa.debian.org/popcon-graph.php?packages=gzrt
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http://packages.debian.org/sid/sleuthkit
http://qa.debian.org/popcon-graph.php?packages=sleuthkit
http://packages.qa.debian.org/s/sleuthkit.html
http://packages.debian.org/sid/autopsy
http://qa.debian.org/popcon-graph.php?packages=autopsy
http://packages.qa.debian.org/a/autopsy.html
http://packages.debian.org/sid/foremost
http://qa.debian.org/popcon-graph.php?packages=foremost
http://packages.qa.debian.org/f/foremost.html
http://packages.debian.org/sid/guymager
http://qa.debian.org/popcon-graph.php?packages=guymager
http://packages.qa.debian.org/g/guymager.html
http://packages.debian.org/sid/dcfldd
http://qa.debian.org/popcon-graph.php?packages=dcfldd
http://packages.qa.debian.org/d/dcfldd.html
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« ”zero.file” IR — 0 FHMIXM, MRXNMAHZRIMAEFE, WERI mtime ZWEH, MEMRABTNKE
FREAE,

- “alwayszero.file” —ER—1 0 FUXMH, MREXNMXHEZEIZFE, WEK mtime ZWEFH, MENRESK
ZER

9.7.8 I1R[REERIFE

BIIMGERTEERIRSE LB ER LR, L, #7/dev/sda” £/ USB RTFE.

( : )RRV
EPITXEM&GS ZA1, RNiZA mount(8) < RESE USB iCIZEMIEHAME, "/dev/sda” IEEIAVIRE
FIRER BB E/NR LM SCS| MEEZEL#E serial-ATA 1842,

MTFARRETEIER 0 A RIBRER FFREEERN.

# dd if=/dev/zero of=/dev/sda

T R AR ES 75 TV RIBFRFT B IR,

# dd if=/dev/urandom of=/dev/sda

T R ARV BIRES I VRS MUEIRAT B IR,

# shred -v -n 1 /dev/sda

ElJ9 dd(1) AR L TEVF Z 75| S#Y Linux CDs (140 Debian Z3&JEE) LY shell IMFTFERRZ IR, REEBERBRAN
W2 L, #lg0”/dev/hda”, ?/dev/sda” FFiRE LIZITRIFG S RTEBREZLKNARL,

9.7.9 EFRIEE LHIRERRIXIN

W (3% USBiEIZiE ) EREAMKIE, FIT0 “/dev/sdbl” FIEENAB S EIHIBIRIVENE, Ehitilxs A2MH#
BRT N R GRI6EE, LRI AETEEKIFR.

# mount -t auto /dev/sdbl /mnt/foo

# cd /mnt/foo

# dd if=/dev/zero of=junk

dd: writing to ‘junk’: No space left on device
# sync

# umount /dev/sdbl

i g

5 A
: XTI USB ICIZIERIABREEERBTF T, EXERTE, K50 BERMNXEGRENIRIB MR 8ER
BHBEXMRET,
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9.7.10 kEELEZMFRIEMAMKITAIIXG

BMEMRANNOHIBR TR, REXNXEF AR —LENARRFRER (1Z3ES ), MELXHAHR]EERN.

I FIGIF

$ echo foo > bar

$ less bar

$ ps aux | grep ‘less[ ]’

bozo 4775 0.0 0.0 92200 884 pts/8 S+ 00:18 0:00 less bar
$ rm bar

$ ls -1 /proc/4775/fd | grep bar

lr-x------ 1 bozo bozo 64 2008-05-09 00:19 4 -> 2 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 > 3bar

$ 1s -1

-rw-r--r-- 1 bozo bozo 4 2008-05-09 00:25 bar

$ cat bar

foo

HIFRRT lsof MGTBMHR, ERBI—MEIRAITNMTaGHL,

$ 1s -1i bar

2228329 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:02 bar
$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar

$ rm bar

$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 > bar

$ 1s -1i bar

2228302 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:05 bar
$ cat bar

foo

9.7.11 BEIFTBMEIEE
BEERHERN M, BEBER"1s - 11 ik,

$ 1s -1i

total 0

2738405 -rw-r--r-- 1 root root 0 2008-09-15 20:21 bar
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 baz
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 foo

“baz” F1”foo” AVEEEE A 72” (>1), RARMATEIEEE. EARY inode SEBRE"2738404”. XRREA R EHFAIEHEZ
X, NRIFAEBBARITRINEREE M, RETLUEE inode SREHE, LM, HTEMANE27384047,

# find /path/to/mount/point -xdev -inum 2738404



https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Inode
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9.7.12 A NLMEZ(E)HFE

BT GwllbRE, MARREETE, REMITAEBREERN du(l) BN, XEWRMBREISTAEF IR
Ky, =JRAEE FTEAYG I E,

# 1lsof -s -X / |grep deleted

9.8 HIBRINZEIRR

R ARS8 PC OB T, (R ABRR] A2 53R 15 root AXPR, 15E)ER PC ERIFREXH (U5 474 ), X
BEREERTIMAREEN PC WAERNANERIEEMANHBRIENZ S, BUFEHRELIEMEBZARSI, R
& GNU [RFASTF (W5 10.3 ) AJAX A #ITINE, (EEFE LA RN IE.

dm-crypt A eCryptfsi@id Linux AZRR SRV FIRIFSI A1t BRI E,

eSS TE KV | 5HER
cryptsetup V:20, 1:82 60 A FTFINZRRIEEZIIEATERF (dm-crypt/ 3LUKS )
o T A FINZRRIRIZ R FIEERFPEFVEIERISRIERF
cryptmount V:3, I:5 224 ( dm-crypt / LUKS )
ecryptfs-utils | Vi6,1:9 396 A ATEENEXERGZRISSATER (eCryptfs)

Table 9.24: #BIMNZE T BT

Dm-crypt & —MEF device-mapper INZHI & ZR 4. Device-mapper BRET—MRIZEZ RN FIh—1,
eCryptfs @RIV —MNEBEXERE, ERATHEXHZRS, HEXHRAIECECHEEEEAXGREN—IES

BxRZ L,

VIR

BURINZ LB CPU RHEIFRIR, BNEETEE,

=z
TR

i#1d debian-installer (lenny St E#1hR), 4 Debian RAEB WL RE| —MNBIVREE £, B dm-crypt/LUKS

F0 initramfs.

N

BERE 10.3 HHFZRINMNZESIAIERF: GNU Privacy Guard,

9.8.1 f{£F dm-crypt/ILUKS M=o

#&B] LA dm-crypyLUKS IR B 2R B )ik & LR, BIINEHAE “/dev/sdx” EB) USB iB1Z1E, RRBRUT

TIRERICESIUL,



https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/Dm-crypt
http://ecryptfs.sourceforge.net/
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/cryptmount
http://qa.debian.org/popcon-graph.php?packages=cryptmount
http://packages.qa.debian.org/c/cryptmount.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/ecryptfs-utils
http://qa.debian.org/popcon-graph.php?packages=ecryptfs-utils
http://packages.qa.debian.org/e/ecryptfs-utils.html
http://ecryptfs.sourceforge.net/
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/Device_mapper
http://ecryptfs.sourceforge.net/
https://zh.wikipedia.org/wiki/Debian-Installer
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
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# badblocks -c 1024 -s -w -t random -v /dev/sdx
# fdisk /dev/sdx

. Ilnll Ilpll "1" llreturnll llreturnll "W"
# cryptsetup luksFormat /dev/sdx1

# cryptsetup open --type luks /dev/sdx1l sdx1

# 1s -1 /dev/mapper/

total o
crw-rw---- 1 root root 10, 60 2008-10-04 18:44 control
brw-rw---- 1 root disk 254, 0 2008-10-04 23:55 sdx1

# mkfs.vfat /dev/mapper/sdx1

# cryptsetup luksClose sdxi1

ARfE, EFFIAEEMEIRREIFME T, FI90 GNOME £ H =] BA{E A gnome-mount(1), £ Z”/media/<disk_label”,
AARTESERBAZRL (BRE 10.1.7 1), FAENREAMNIEEZNZEN, Re]UEEEACREMERIZ G
R4, HIENA mkfs.ext4 /dev/mapper/sdx1” IBERRIL A extd,

EE
MRBEWNHENLZLUBERES, BrAIGEEEEE S X (ELARAIFH badblocks” @< ). RBAXMEEES
FE2RAYE],

9.8.2 F dm-crypt INZBHYZIIHRS X

IEFIMBIR{RR LR /etc/fstab” BEUTHS.

/dev/sda7 swap sw 0 O

eI BAMEA dm-crypt B3N T S RBEAMBNR BN X,

aptitude install cryptsetup

swapoff -a

echo "cswap /dev/sda7 /dev/urandom swap” >> /etc/crypttab

perl -i -p -e "s/\/dev\/sda7/\/dev\/mapper\/cswap/” /etc/fstab
/etc/init.d/cryptdisks restart

H H H O H*

Swapon -a

F+

9.8.3 {EF dm-crypt/LUKS EEHINZA0ME

F dm-crypt/LUKS #£”/dev/sdc5” ERIBHMNZME T ABMNT S BEHZ”/mnt”:

$ sudo cryptsetup open /dev/sdc5 ninja --type luks
Enter passphrase for /dev/sdcb5: ****

$ sudo lvm

lvm> lvscan

inactive "/dev/ninja-vg/root’ [13.52 GiB] inherit
inactive "/dev/ninja-vg/swap_1’ [640.00 MiB] inherit
ACTIVE "/dev/goofy/root’ [180.00 GiB] inherit

ACTIVE "/dev/goofy/swap’ [9.70 GiB] inherit



https://zh.wikipedia.org/wiki/Dm-crypt
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lvm> lvchange -a y /dev/ninja-vg/root
lvm> exit

Exiting.
$ sudo mount /dev/ninja-vg/root /mnt

9.8.4 Fi eCryptfs BEhIZE 4
BT BAFeCryptfsfl ecryptfs-utils ¥ ~/Private/ FHIEIERMXE4BENNE,

« RIBTEAIRRIGIT ecryptfs-setup-private(1) Fi&E ~/Private/,
« iBiTiB1T ecryptfs-mount-private(1) j&iE “~/Private/”,
s BRURIBIBEXGBINE"~/Private/” HIRIBEKEIERT S iEE,

- {&%&: »~/.fetchmailrc”, ”~/.ssh/identity”, ”~/.ssh/id_rsa”, ”~/.ssh/id_dsa” #1”go-rwx” iy
Hith 34

s FEIRIIEB RBNE"~/Private/” FERBHIZEKREIEFTSHEE,
— {&3%E: 7~/ .gnupg” F1”go-rwx FEMEF
- BIEM “~/Desktop/Private/” B “~/Private/MIFSHtiE, SIMEHENEEIERE,

+ JBITIZ1T ecryptfs-umount-private(1) {£H”~/Private/”,
T=TE
m™m2Z

- EIREEMZER, B “ecryptfs-mount-private” H<E0E “~/Private/” BE.,

®R
&% eCryptfs 2 MRIMZBRLNE, ©rIEZELLER dm-crypt 7 root 3¢"/home” IR EMEMEE LIS,
EATEEMEROME LNFMENE, ERENERIEXGRAMETRENRENL,

9.8.5 HniE#l eCryptfs

WRISERENERZEAMSEINZRE, BaJLLET PAM ( BliGHR B M IRIEER ) BE{EE 2 eCryptfs,
f£7/etc/pam.d/common-auth” X#HE)”pam_permit.so” FIHEA T EIVT.

auth required pam_ecryptfs.so unwrap

7£”/etc/pam.d/common-session” HEHFIGEA TEMITERRR —1T

session optional pam_ecryptfs.so unwrap

7£”/etc/pam.d/common-password” REYE—NEMNITIEA T EYIT,

password required pam_ecryptfs.so

XEEHGE,



http://ecryptfs.sourceforge.net/
http://ecryptfs.sourceforge.net/
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
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s
=R
PAMMECE IR FIRERICEBEB SRR, BEHE 4 &,
VAV

MRFERME CHERBHRIFERNIMEINZZN, NENRFENAFERBENEZEM—F (BIFE 4.3
™) BRIMREINEIRET —N 8%, SURHNBIENALERIRS, SFAETEICEANE, AREBITE
WOERAE B (B0 4.7.4 1),

9.9 RN

¥ F3ZF309284, Debian £ EIR D R IERILHY Linux A1Z.

9.9.1 Linux N#% 2.6/3.x
FEXTTF 2.4 BRSRE, Linux AAZEY 2.6/3.x AR — LB ST B AT,

« IREH udev RALIE (BILE 33 ).
« i#5iflo) IDE CD/DVD 1% &, ABfEMA ide-scsi iR,
« MLEEITIRINAEER iptables AZIEIR.

Linux hRZAM 2.6.39 BEE 3.0, MUXZB—NMEBMRANE, thEE 20 MNEFLESH.

9.9.2 WS
2 Linux MR TENAS, ETRZSHRES,

« WZSEGEIT bootloader FIATL (BIE 3.1.2 T)
o YiB sysfs IARIMIAZES L, TIBITHEE sysctl(8) &R (BILE 1.2.12 19)
o H—AMERHECER, 181d modprobe(8) SHKIZERRESE, (BIF 9.63 M)

&ll”kernel-parameters.txt(.gz)”# linux-doc-3. * REBEMIIEEE X (?/usr/share/doc/linux-d:

9.9.3 Wz

ABHRNEBEEFRIEFNAZTEAZLIGE, MRFEEEAENREIE EESSRHIFPH, 7 Debian &
G, ZBEFHIFKRH libce-dev A E (B glibc FERIBEAEIE) RH#AY, E”/usr/include/linux”
#0”/usr/include/asm” BRISL XX,

EE

W FmIF—LRZEXMIER, tbid N oMEBREAR D YR1ZAI R IZIERFD automounter f5 & 5F3F (daemon) 127
(amd), R4 E SR A RZK SR BR1ZE, tbgN"-1/usr/src/linux-particular-version/include/”,
Z{FRIT 21T, module-assistant(8) (ERIEIFE m-a) BEEIFE G R A — I HE 2 ML AR RIFNLRZRER
WEL



https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Password_strength
https://zh.wikipedia.org/wiki/Password_cracking
https://zh.wikipedia.org/wiki/Password_cracking
https://zh.wikipedia.org/wiki/Linux_kernel
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9.9.4 ZRIFAZIIERIER
Debian B'E B 2 K75 2R RIF RALFIME X 1E5R,

LRG3 mITE KAy | RER

build-essential | . .q 20 12 Debian X4 EFT U AR EE: make, gec, -

bzip2 V:186,1:946 | 184 bz2 XHFEGMEER LR

libncursess-dev |y 15 1148 | 6 ncurses FF & & BEFISTRY

git V:274,1:451 | 33183 | git: Linux RRZERRN D HNIRAIZEFI R G

fakeroot V:29,1:505 | 215 F3E root FAF SR B IR B — ANAIERY root IAIR
Initramfs-tools | v, 66 1.991 | 105 | BIE initramfs #9TE ( Debian 35 )

dkms V:66, 1:211 282 ARZIFIRZ 5 dynamic kernel module support (DKMS) (&H)
devscripts — 185 ];}rle%i:a)n Package maintainer Debian BZEIFERIEEBNRIA ( Debian

Table 9.25: Debian RANZRIFEELT RN FTEREGRIITR

WNRRFES 3.1.2 TEMA initrd, i5—E %1% initramfs-tools(8), update-initramfs(8), mkinitramfs(8) 0 initramfs.conf(5)
BMEXER.

Z2E
@ E£4%1% Linux RAZBRIBET, EAREMEMN"/usr/include/ linux” #1”/usr/include/asm” ZE{ T84
(EEg0: "/usr/src/linux*”) BEE RS HEHE, (—ETERISAEEBIGIHER.)

EE
7t Debian stable IR EB4miFHFAY Linux RIZET, FIREFR EER —LM Debian unstable hRE backported [@
ERENRMRAN TR,

=S

dynamic kernel module support (DKMS) IS AZIRRZ 15 B— MRS HNIMIIELSS, HIRTRARAITFENMIA
BARRERRLDEBNAZER T HR, Xe] A FEPAZABRIMNBRIRR, XMERA RN, EfFmiE
BREBIEREE,

9.9.5 {RiFAZEIE: Debian NIZEIPAIET
M EFBRIZERBRE MR8, (RN ERR TR deb-pkg” W&,

B BH B LR PR PR

&

sudo apt-get build-dep linux

cd /usr/src

wget http://www.kernel.org/pub/linux/kernel/v3.11/linux-<version>.tar.bz2
tar -xjvf linux-<version>.tar.bz2

cd linux-<version>

cp /boot/config-<version> .config

make menuconfig

make deb-pkg



http://packages.debian.org/sid/build-essential
http://qa.debian.org/popcon-graph.php?packages=build-essential
http://packages.qa.debian.org/b/build-essential.html
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://packages.qa.debian.org/b/bzip2.html
http://packages.debian.org/sid/libncurses5-dev
http://qa.debian.org/popcon-graph.php?packages=libncurses5-dev
http://packages.qa.debian.org/libn/libncurses5-dev.html
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/fakeroot
http://qa.debian.org/popcon-graph.php?packages=fakeroot
http://packages.qa.debian.org/f/fakeroot.html
http://packages.debian.org/sid/initramfs-tools
http://qa.debian.org/popcon-graph.php?packages=initramfs-tools
http://packages.qa.debian.org/i/initramfs-tools.html
http://packages.debian.org/sid/dkms
http://qa.debian.org/popcon-graph.php?packages=dkms
http://packages.qa.debian.org/d/dkms.html
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
http://packages.debian.org/sid/devscripts
http://qa.debian.org/popcon-graph.php?packages=devscripts
http://packages.qa.debian.org/d/devscripts.html
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
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B
linux-source-<version> #&EE{ER"/usr/src/linux-<version>. tar.bz2" 245 Debian %} T #Y Linux A%
JRICHD,

M Debian RiZRR G B miFIEER Z#EI 6, RN H{FEM”debian/rules.gen” B binary-arch_<architectur
W,

$ sudo apt-get build-dep linux

$ apt-get source linux

$ cd linux-3.*

$ fakeroot make -f debian/rules.gen binary-arch_i386_none_686

» Debian Wiki: KernelFAQ
» Debian Wiki: DebianKernel

+ Debian Linux A#ZFfift: https://kernel-handbook.debian.net

9.9.6 EFIXTNAIEFF

BERNRIBITEENRAZ LRRIE, XEOEGEERNMELEHRRE, ELES7EEER Debian IIZRAEGEE, K
£ main Xig,
« GPU I&&f

— Intel GPU J¥zf] (main)
— AMD/ATI GPU 3IRzf) (main) 0/
— NVIDIA GPU ¥Rz} (nouveau JRENFLFE main , B K2 M0 -3 HIIREN, HLE non-free))

« Softmodem IXZ/]

— martian-modem F[I sl-modem-dkms {48 (non-free)

Bl R INHAE RS LAYRED (EEEiK, CPU microcode, GPU iZ{TRYE D, B FPGA / CPLD ##E-+-- ) MO EMHE
=ENEREREFE, ERERZEHERTESHELRERNBIEE, THEBNAZFHEBRREFE.

« firmware-linux-free (main)

« firmware-linux-nonfree (non-free)

« firmware-linux-* (non-free)

« *firmware (non-free)

« intel-microcode (non-free)

« amd64-microcode (non-free)

EEE non-free #l contrib AR E AR Debian RLERI—EB5 ., BFEFIZEA non-free # contrib XigiED
B, % 214 HE#ER, FRNEHIFERE 2.1.5 TENEIR, £ non-free f contrib REBLEHESM,



http://wiki.debian.org/KernelFAQ
http://wiki.debian.org/DebianKernel
https://kernel-handbook.debian.net
https://zh.wikipedia.org/wiki/Graphics_processing_unit
https://zh.wikipedia.org/wiki/Nouveau_(software)
https://zh.wikipedia.org/wiki/Softmodem
https://zh.wikipedia.org/wiki/Microcode
https://zh.wikipedia.org/wiki/FPGA
https://zh.wikipedia.org/wiki/Complex_programmable_logic_device
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9.10 REHIHLRAS

B EREMRSE, RIEERIMIELENETS

MR,

N

&0 http://wiki.debian.org/SystemVirtualization.

9.10.1 E#MtTH

BR T B EREY chroot TRY, Debian EEB—EBXAREMCRAENRGEE, XLERGBEEBEMREIZEMNRLA.

REe ITE X/ | 1HER

schroot V:7,1:10 2691 | 7£ chroot F#{T Debian —H BB R L E
sbuild Vi, L4 285 X Debian JRRZFE Debian — #HIEH TEH
pbuilder V:2, 1117 959 Debian X BRI TEIRE

debootstrap V:5, 1:66 277 EE—1EAR Debian £%4 (F sh BHY)
cdebootstrap V0, I:3 112 FEZE— Debian &% (F§ C 5H)

virt-manager V:8,1:34 7771 | ERWEER: ATEERMWNRENA
libvirt-clients | y.,q 1.5 1946 | libvirt BOEETER

bochs V0, I:1 4619 | Bochs: IA-32 PC (FE &8

gemu 1:37 93 QEMU: BERER IR E R

gemu-system I:35 94 QEMU: £INRERZHIEHL 3 Hl

gemu-user V2, 1:34 73104 | QEMU: F§ PRI — 3l

gemu-utils V:10, 1:99 6179 | QEMU: TE&

gemu-kvm V22, 1:72 103 KVM: x86 W& £ B EFmEEITHE RN
virtualbox V:34, 1:43 76179 | VirtualBox:i386 70 amd64 L x86 FIRE ML AR R TS =
xen-tools V:0, I:6 666 FATEIZ debian XEN EMREZ ST E

wine V21, I:101 186 Wine: Windows MRz O (FnEEHF )
dosbox V2, 1:20 706 gggigxx gf *"gﬁfy/Herc/CGA/EGAJVGA/SVGA , A
dosemu V:0, I:4 4891 DOSEMU: Linux DOS f&#{28

vzctl V:1,1:3 1060 OpenVZ RBBEMEERAR - B TH
vzquota V:1,1:3 221 OpenVZ RREREMXHEAGTE - HEILE

Ixc V38, I:13 1985 Linux 82 AFPELHE

1.».

\\}

9.10.2 EIMLIIER

Table 9.26: ML TRYIFR

M4EEBFR Comparison of platform virtual machines KIS AR EF &R EHIML ARG RIVIFMILRER.

AR

XERTHIARINEGERTE squeeze S AFRINRA R ] AT,

xR

BM lenny 25, EXIARY Debian AZIESZHF KVM 89,

AR R TR RA TN TR,



http://wiki.debian.org/SystemVirtualization
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/Emulator
http://packages.debian.org/sid/schroot
http://qa.debian.org/popcon-graph.php?packages=schroot
http://packages.qa.debian.org/s/schroot.html
http://packages.debian.org/sid/sbuild
http://qa.debian.org/popcon-graph.php?packages=sbuild
http://packages.qa.debian.org/s/sbuild.html
http://packages.debian.org/sid/pbuilder
http://qa.debian.org/popcon-graph.php?packages=pbuilder
http://packages.qa.debian.org/p/pbuilder.html
http://packages.debian.org/sid/debootstrap
http://qa.debian.org/popcon-graph.php?packages=debootstrap
http://packages.qa.debian.org/d/debootstrap.html
http://packages.debian.org/sid/cdebootstrap
http://qa.debian.org/popcon-graph.php?packages=cdebootstrap
http://packages.qa.debian.org/c/cdebootstrap.html
http://packages.debian.org/sid/virt-manager
http://qa.debian.org/popcon-graph.php?packages=virt-manager
http://packages.qa.debian.org/v/virt-manager.html
https://zh.wikipedia.org/wiki/Virtual_Machine_Manager
http://packages.debian.org/sid/libvirt-clients
http://qa.debian.org/popcon-graph.php?packages=libvirt-clients
http://packages.qa.debian.org/libv/libvirt-clients.html
https://zh.wikipedia.org/wiki/Libvirt
http://packages.debian.org/sid/bochs
http://qa.debian.org/popcon-graph.php?packages=bochs
http://packages.qa.debian.org/b/bochs.html
https://zh.wikipedia.org/wiki/Bochs
http://packages.debian.org/sid/qemu
http://qa.debian.org/popcon-graph.php?packages=qemu
http://packages.qa.debian.org/q/qemu.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-system
http://qa.debian.org/popcon-graph.php?packages=qemu-system
http://packages.qa.debian.org/q/qemu-system.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-user
http://qa.debian.org/popcon-graph.php?packages=qemu-user
http://packages.qa.debian.org/q/qemu-user.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-utils
http://qa.debian.org/popcon-graph.php?packages=qemu-utils
http://packages.qa.debian.org/q/qemu-utils.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-kvm
http://qa.debian.org/popcon-graph.php?packages=qemu-kvm
http://packages.qa.debian.org/q/qemu-kvm.html
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
http://packages.debian.org/sid/virtualbox
http://qa.debian.org/popcon-graph.php?packages=virtualbox
http://packages.qa.debian.org/v/virtualbox.html
https://zh.wikipedia.org/wiki/VirtualBox
http://packages.debian.org/sid/xen-tools
http://qa.debian.org/popcon-graph.php?packages=xen-tools
http://packages.qa.debian.org/x/xen-tools.html
https://zh.wikipedia.org/wiki/Xen
http://packages.debian.org/sid/wine
http://qa.debian.org/popcon-graph.php?packages=wine
http://packages.qa.debian.org/w/wine.html
https://zh.wikipedia.org/wiki/Wine_(software)
http://packages.debian.org/sid/dosbox
http://qa.debian.org/popcon-graph.php?packages=dosbox
http://packages.qa.debian.org/d/dosbox.html
https://zh.wikipedia.org/wiki/DOSBox
http://packages.debian.org/sid/dosemu
http://qa.debian.org/popcon-graph.php?packages=dosemu
http://packages.qa.debian.org/d/dosemu.html
https://zh.wikipedia.org/wiki/DOSEMU
http://packages.debian.org/sid/vzctl
http://qa.debian.org/popcon-graph.php?packages=vzctl
http://packages.qa.debian.org/v/vzctl.html
https://zh.wikipedia.org/wiki/OpenVZ
http://packages.debian.org/sid/vzquota
http://qa.debian.org/popcon-graph.php?packages=vzquota
http://packages.qa.debian.org/v/vzquota.html
https://zh.wikipedia.org/wiki/OpenVZ
http://packages.debian.org/sid/lxc
http://qa.debian.org/popcon-graph.php?packages=lxc
http://packages.qa.debian.org/l/lxc.html
http://lxc.sourceforge.net/
https://zh.wikipedia.org/wiki/Comparison_of_platform_virtual_machines
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
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- BIEENGRL (B RIHEERER),

- BEMEILA@IE mkdir -p /path/to/chroot” BlE,

- RIAHIRZBME ST EERSER dd(1) BRI (B 9.6.1 THIE 9.6.5 ).
— gemu-img(1) AEFSRIERFNEL QEMU ZH5H0ME B ARG ST

- R1EHAEINFN VMDK X8, BEmSE b EHME TERIEAEE.

« {E /A mount(8) HEHMEMRBGRIXHR L (AIIE).

- WFRBHEMGEHE, IBEEAOIFIRE X 18SMET IREEH. (BN1E 963 ).
- WF QEMU 350952 R1%, ILEA1YE network block device 4ZIRIZZ IR (BWEE 9.10.3 ).

- EENXHRE LREBFENRARIE,

- {#F debootstrap fl cdebootstrap ZEMEFRIDENGIEXNTTE (SWE 9.104 ).
- EEEERAENI R T ERIRMER AT RS,

- EEMEIME FBIT—MER.

— chroot IR EARMENLIME, BB EEEEmMRmIFRER, SITIER AN, B1TE&FHPEF daemon.
- QEMU R EF AR CPU 1&1123.
— QEMU #1 KVM @i hardware-assisted virtualization FE{F4HEN R INESRIZ M 2 THEER ZHIFEHL.

— VirtualBox B] BA7E i386 #1 amd64 L, {FA & A hardware-assisted virtualization FE {381 E I RIZ(H L IhEE
RRIEHL.

9.10.3 FEFEINMLZRG M

WFIRIGHIEMGE G, S0E 9.6 .

3T EHE R A 2 & ST, 1REEHS FB{E R network block device P481R1& & tMYAY qemu-nbd(8) SRS Hifth ], FH{ERR
ZAEIR nbd RIFFEA.

gemu-nbd(8) 2 ¥ QEMU Fr 2 #FMIME B 48 0: QEMU Z#F F IR A& N: raw, qcow2, qcow, vmdk, vdi, bochs, cow
(user-mode Linux copy-on-write), parallels, dmg, cloop, vpc, vvfat (virtual VFAT) F1EHi% .

MLEIRIZE BEBRAFMEIFZE —HNARNZIFIX (BIFE 963 1) REBZRTEMNANIEH disk. img” HIFE—

MrX.
# modprobe nbd max_part=16
# gemu-nbd -v -c /dev/nbd@ disk.img

# mkdir /mnt/parti
# mount /dev/nbdOpl /mnt/partil

<IN
{RETBAZA gemu-nbd(8) fEF”-P 1" &R E H disk.img” HIE—IMH[X.



https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Qcow
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/VirtualBox#Virtual_Desktop_Image
https://zh.wikipedia.org/wiki/Bochs
https://zh.wikipedia.org/wiki/Parallels_Workstation
https://zh.wikipedia.org/wiki/Apple_Disk_Image
https://zh.wikipedia.org/wiki/Cloop
https://zh.wikipedia.org/wiki/VHD_(file_format)
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Loop_device
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9.10.4 Chroot 2%
chroot(8) B HEE AN A XKIZIT—MAEN GNU/Linux RELG, HEARAFEEEREENRE,

VIR
TEIYFERIZIERA LR chroot RAEERHLEMEEIAY CPU 2247,

{RET AR T EM A R FSEFEIIFER chroot(8), iBIT7E script(1) Fi&1T pbuilder(8) 2%,

$ sudo mkdir /sid-root
$ sudo pbuilder --create --no-targz --debug --buildplace /sid-root

{REETEEZ! debootstrap(8) Bk cdebootstrap(1) BUAI7E”/sid-root” FEBE sid IMERMRALUE.

R
XLt debootstrap(8) =X cdebootstrap(1) & Debian 2523 FH §Er’”* Debian 8Y. XLt 5] A FAREAER Debian &
KEBIBRT, A—NRSHEE Debian, tHea]ABRETHREE GNU/Linux &Z1ThR,

$ sudo pbuilder --login --no-targz --debug --buildplace /sid-root

fRETLAB R — 4 sid BRI R4 shell RUFIFR T @AY X EIER,

. EIAHEE ("/etc/hosts”, "/etc/hostname”, " /etc/resolv.conf”)
2. H#H/proc” XERS%

3. H#H/dev/pts” XHERY

4, ﬁJL”/usr/sbln/pollcy rc.d” B9idiE, 22 101EH

—_

5. i&{T’chroot /sid-root bin/bash -c ‘exec -a -bash bin/bash’”

ED
—LE7E chroot FHIFER, FEVIRILLRIRR L LR pbuilder BERSIR MMM H ZHE S HIXM. FI90, "/sys”,

"/etc/passwd”, "/etc/group”, "/var/run/utmp”, */var/log/wtmp” F5. HiFEE(ER bind-mounted 3%
n.

EE
"/usr/sbin/policy-rc.d” X 4 PH Lt 7f Debian % % L B s B s B & =7 I £ .
D"/usr/share/doc/sysv-rc/README.policy-rc.d.gz".

W

VI
F R chroot 3148 pbuilder HWERBAIER, 2ME— chroot R4, H7E chroot EEITEKEE, Ef—MNE
MRS, AJUAREERGFENETREBIERSEER, BEASENMNBERNERKBIERLNRG BRI FE.

RBR
ZEABY schroot BRI LAIR—MXMENER, 7 amd64 BIER S LiE1T 1386 chroot R4%,



https://www.debian.org/releases/stable/installmanual
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9.10.5 ZEMHEAR%

B IYFE Debian F2E R A QEMU 3 VirtualBox, XL A EIMLE AR LN ST SEAL, XAEILRIT
1T Debian NE2ERRFIMIAAR E00 S BN A BSE 52X MEEE N LHREK,

ERE4r QEMU TEZIESIEN, YENRLITIE KVM WEHE, BiERTRINE,

BTENAE, BEBEIE—ANTUBTFQEMU B &% Debian RN I MG virtdisk . gcow2”, X4 Debian
RR(EMA debian & ﬁ”* : I\ CDR R,

$ wget http://cdimage.debian.org/debian-cd/5.0.3/amd64/iso-cd/debian-503-amd64-netinst.iso
$ gemu-img create -f qcow2 virtdisk.qcow2 5G
$ gemu -hda virtdisk.qcow2 -cdrom debian-503-amd64-netinst.iso -boot d -m 256

7 Debian wiki: QEWU BJABEEZEE,

VirtualBox B H Qt B RE T EREIEMN, X TFEMNBERREMG ST TERMEREFILATE VisualBox FAF Ff
#0 VirtualBox FiF it (PDF) R&EE,

R’
EEMMETIBIT Ubuntu #l Fedora ZEMEE GNU/Linux &1ThR, B— MM BHZEIHEERDNAEZ HEER
BRIERZFZBATLAEX D GNU/Linux ML T RFHNETT.



https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/QEMU
https://www.debian.org/distrib/netinst
http://wiki.debian.org/QEMU
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Qt_(toolkit)
http://www.virtualbox.org/manual/UserManual.html
http://download.virtualbox.org/virtualbox/UserManual.pdf
https://zh.wikipedia.org/wiki/Virtualization
http://www.ubuntu.com/
http://fedoraproject.org/
https://zh.wikipedia.org/wiki/Virtualization
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Chapter 10

HIREIE

BAF X F7E Debian R4 LER T HBIAMXARENTEREEXER.

10.1 HZE, EIAEH

( ) &
PBRESER, RRNNEEHTSRENRETXE, S BB TRDBOSERIE, KA flock(L) B

XAHIRE HLEIE] A Tkt X e E L.

BENLZEMENZERXZEUMT/LANAGME,

« TFEXAFIENL

« ILFETFEVIIE)

- Sl

- REREXASE

- (BEBEHE

* BILERZRIREI M U310]
 FMARZRNEIFER

XEERT LB R TR &R,

- FEREFIESTE

- EFIFIRS TA

- MEXHZRG

- BEEFAEEN

« T2 shell

- INEARZR

- IRAEFIRETR
- BEEEMMZETR



https://zh.wikipedia.org/wiki/Race_condition
https://zh.wikipedia.org/wiki/File_locking
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10.1.1 EFHEFME4 TR

AT &2 Debian F:45 L AT FAKOTZASFIE A T REVFE,

wHER MITE P NE N ES S iR
tar V:920,1:999 | 2872 | .tar tar(1) FERRETE (FKA)
cpio V:291,1:999 | 989 | .cpio cpio(1) Esg(‘ls)yitg{%/ g*ﬁﬂwﬂﬁﬁ’ S
binutils V:177,1:705 | 91 .ar ar(1) tERSENREEITE
fastjar V4, 1:50 172 jar fastjar(1) Java AT HE (£ zip)
E 3 ~
pax V15,141 | 175 | .pax pax(1) f; E;JOP;?EIHX LR, 51 tar Al
gzip V:890, 1:999 | 231 .9z fg;‘t’((ll)) | GNULz77 ERIE (%ik)
bzip2(1) Burrows-Wheeler block-sorting [£ 48 T
bzip2 V:186,1:946 | 184 | .bz2 bzgt(l)’ | BB wip() EENESE (B
’ gzip BERMUMNEXEERELLEE)
lzma V:3, 1:46 141 . lzma lzma(1) Ezjzg%g éﬁ%}%ﬁ) geip(1) £
xa(1) XZ EGETEBELE bzip2(1) ESH
xz-utils V:449,1:958 | 515 .XZ deec’(l) | BER (ESEEET gzip (BRLE
’ bzip2 &; LZMA 4 TEMERR)
. o 7zr(1), BEEREHEERN 7-zip XEFFEE
p7zip V:82,1:399 | 986 .72 o72ip(1) (LZMA E% ) | .
p7zip-full V:139, 1:520 | 4659 | .7z ;223) ﬁ%&ﬂ%&u Q‘?{é’)zlp SRS
LZO EGETEBELE gzip(l) EEHY
1zop V:6, I:51 97 .1lzo 1zop(1) [E4EFOREE 48R E (B gzip BEME
UBBEBEEGELEER)
zip V:50, 1:440 | 608 .zip zip(1) InfoZip: DOS IAEEFERE L E
unzip V:288,1:801 | 534 .zip unzip(1) InfoZIP: DOS Sz MEEGH T E

Table 10.1: FFHEFME4H TRYIFR

D w
=]

FERFEREREMTA, BUARERESTAPE TE, ELNE tar(l) BI1TH,

Sl

7.

=z
B

gzipped tar(1) |IAMEERTH BRBE". tgz" &”. tar.gz” FIX4.

5=z
EE

xz-compressed tar(1) |I3#EBA T RBAR". txz" 5&". tar . xz" FIXH,

=z
IE=)

FOSS TE, il tar(1), RMEREGEHEZELZX IR FTARIER: gzip - bzip2 - xz

==
EE

cp(1),scp(l) #0 tar(l) TEFTEEFHRNER F—LAFRRI G, cpio(l) TEMEREERESN /Y,



http://packages.debian.org/sid/tar
http://qa.debian.org/popcon-graph.php?packages=tar
http://packages.qa.debian.org/t/tar.html
http://packages.debian.org/sid/cpio
http://qa.debian.org/popcon-graph.php?packages=cpio
http://packages.qa.debian.org/c/cpio.html
http://packages.debian.org/sid/binutils
http://qa.debian.org/popcon-graph.php?packages=binutils
http://packages.qa.debian.org/b/binutils.html
http://packages.debian.org/sid/fastjar
http://qa.debian.org/popcon-graph.php?packages=fastjar
http://packages.qa.debian.org/f/fastjar.html
http://packages.debian.org/sid/pax
http://qa.debian.org/popcon-graph.php?packages=pax
http://packages.qa.debian.org/p/pax.html
http://packages.debian.org/sid/gzip
http://qa.debian.org/popcon-graph.php?packages=gzip
http://packages.qa.debian.org/g/gzip.html
https://zh.wikipedia.org/wiki/LZ77_and_LZ78
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://packages.qa.debian.org/b/bzip2.html
https://zh.wikipedia.org/wiki/Burrows-Wheeler变换
http://packages.debian.org/sid/lzma
http://qa.debian.org/popcon-graph.php?packages=lzma
http://packages.qa.debian.org/l/lzma.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/xz-utils
http://qa.debian.org/popcon-graph.php?packages=xz-utils
http://packages.qa.debian.org/x/xz-utils.html
https://zh.wikipedia.org/wiki/Xz
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip
http://qa.debian.org/popcon-graph.php?packages=p7zip
http://packages.qa.debian.org/p/p7zip.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip-full
http://qa.debian.org/popcon-graph.php?packages=p7zip-full
http://packages.qa.debian.org/p/p7zip-full.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/lzop
http://qa.debian.org/popcon-graph.php?packages=lzop
http://packages.qa.debian.org/l/lzop.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Oberhumer
http://packages.debian.org/sid/zip
http://qa.debian.org/popcon-graph.php?packages=zip
http://packages.qa.debian.org/z/zip.html
https://zh.wikipedia.org/wiki/Info-ZIP
http://packages.debian.org/sid/unzip
http://qa.debian.org/popcon-graph.php?packages=unzip
http://packages.qa.debian.org/u/unzip.html
https://zh.wikipedia.org/wiki/Info-ZIP
https://zh.wikipedia.org/wiki/Free_and_open_source_software
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JES=}
cpio(1l) B AE find(1) MIHEGS—EER, E5TUEENNANGR, Fit, MARSIHEREIRS e
AR,

JED =
Libreoffice BB HHIABREMZ". jar” X, EHATUER unzip TERITH,

JED=
EXLBTESHRFNEETIAR zip, &E “zip -rX” WARNIARTURESRANREE, NREAXHX
INEBMAEEEE, BERNES “-s” EHER,

10.1.2 E#FMELS TR
AR Debian F45 L 9] FRRYE 8 S HIF0 & 4 T RAFIE.

REE TR X | TH
coreutils V:892,1:999 | 15016 | GNU cp FERIE

. §$| ‘_xﬂﬁjﬁ$ /? g: ﬁxﬁ 2 2» E%ﬁ'ﬁ:‘ ;E
openssh-client | V:839,1:996 | 4034 | scp =) e B ( -r SR
openssh-server | v:702,1:816 | 881 sshd SHis BB X (ZfERSEE)
rsync V:266, 1:622 | 691 - AP HEEZ D)
unison V:3,1:19 3457 | - WenEERT &R

Table 10.2: EHIFIET TEIIFR

FEE RIS HRIEHR, rsync(8) LEEfth T EIRHTE S HI4HE,

- ENEREERSARENFSEFENBRXGZENER

- RIENEEE (BIA) 2ERXK/NHE REIMERRT BB TG
”--exclude” #1”- -exc lude - from” EINELLF tar(1)

- @R B RPIRINRBALENE ERE NS E S E B R E P EIZEINY B R al,

VI
7E cron(8) MER"-g " EINMITESE 10.2.3 TEREIAY bkup BIE, 4—:&1 —NF Plan9 (i¥E: Plan9 th@—
M Z %, X vofs, o] BAF apt-cache show 9mount S 3XEBMEREE ) B9 dumpfs E2AEURIFIMIEEHEIURY
IhEE,

BN
£k 10.11 FRIRRAIEFIR G (VCS) FIMEIA AR S BIEINMES TA,

10.1.3 IEiEE

ATRAARRMNITEEHIREEHEE". /source” BRTHAR,
GNU tar(1):



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/rsync
http://qa.debian.org/popcon-graph.php?packages=rsync
http://packages.qa.debian.org/r/rsync.html
http://packages.debian.org/sid/unison
http://qa.debian.org/popcon-graph.php?packages=unison
http://packages.qa.debian.org/u/unison.html
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$ tar -cvJf archive.tar.xz ./source
$ tar -xvJf archive.tar.xz

B}E, WTFAR.

$ find ./source -xdev -print@ | tar -cvJf archive.tar.xz --null -F -

cpio(1):

$ find ./source -xdev -print®@ | cpio -ov --null > archive.cpio; xz archive.cpio
$ zcat archive.cpio.xz | cpio -i

10.1.4 E#HIiE%
MTEARRANIESHIEA”. /source” BERFHAE,

« KiiEHl: 7. /source” B - 7/dest” B
« IEFREEH: AthEHN EBY”. /source” BE - “user@host.dom” EHL LM /dest” BR

rsync(8):

# cd ./source; rsync -aHAXSv . /dest
# cd ./source; rsync -aHAXSv . user@host.dom:/dest

fREems it ER “RERENRBL" 8%,

# rsync -aHAXSv ./source/ /dest
# rsync -aHAXSv ./source/ user@host.dom:/dest

BE, WTAR.

# cd ./source; find . -print® | rsync -aHAXSveO --files-from=- . /dest
# cd ./source; find . -print® | rsync -aHAXSv@ --files-from=- . user@host.dom:/dest

GNU cp(1) #0 openSSH scp(1):

# cd ./source; cp -a . /dest
# cd ./source; scp -pr . user@host.dom:/dest

GNU tar(1):
# (cd ./source && tar cf - . ) | (cd /dest && tar xvfp - )
# (cd ./source && tar cf - . ) | ssh user@host.dom ’(cd /dest && tar xvfp - )’

cpio(1):
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# cd ./source; find . -print® | cpio -pvdm --null --sparse /dest

REEBEMBEE”.” WOIFERfoo” BN”.”, XHFEIUAM”. /source/foo” BREHINXHE”/dest/foo” B
%0

EFBEES”.” N FE, (REEBERMITERIZ”/path/to/source/foo” KAE” . ”, i XM AE#E”cd . /source;”.
WMFATR, SEXESRBETAENARE, BNERENLE,
+ ”/dest/f00”: rsync(8), GNU cp(1), 1 scp(1)

- ?/dest/path/to/source/fo00”: GNU tar(1), ¥ cpio(1)

N
rsync(8) 1 GNU cp(1) BJ AR - u” &I R 28E 15 % ik _E B FAI 4,

10.1.5 BERXHEIEE

find(1) ¥ FVE AR P IFIE G AEENGS (BIE 10.1.3 THE 10.1.4 ) HEATF xargs(1) (BNEE 9.3.9
), BT find WL ITSHNEEBEEINEEF M,

BATF 2 find(1) EARNEENRLE,

- find FESHEHZEMNZNERA,
- —BRERHEN, BLEEMRFLL

- “iZ38 OR” (HFMZER-0” SHIEER ) MERRT 2% AND” (H”-a” SBEERERMZELEEAS
80

- 7 B3 NOT” (HRMRIERY” | H8E) MERST “B% AND”,
« 7-prune” SR2IR[EZ4E TRUE FHMRXNBREFEN, BRIERMRIXDBERCAIMIHF,

« 7-name” IETLEE T shell BREMF (EME 156 T) UGB EHLLETEERL Y F17?” TF/HH .7, (K9
POSIX #514)

« ”-regex” MECEANHERIZ, BFAIARA emacs XA8HY BRE (W% 1.6.2 1I),

. 7-size” REXHKRNRLE (EriETE+ SLEEAWXYE, EiETE”-" SLEE/NXH)
« ”-newer” S ILERLL S E PIEE N T EIIHE,

« 7-print@” B E 2R OB4E TRUE FHIFTE XS (null terminated) TENFIAR I HIRE £,

M2 find(1) 1BEER.

# find /path/to \
-xdev -regextype posix-extended \
-type f -regex ”.*\.cpio]|.*~" -prune -o \
-type d -regex ”".*/\.git” -prune -o \
-type f -size +99M -prune -0 \
-type f -newer /path/to/timestamp -print@

XEGRSTAITIMTaE.

1. ¥ /path/to” FTHIFTE NG



https://zh.wikipedia.org/wiki/POSIX
https://zh.wikipedia.org/wiki/Null_character
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2. RELBERNXGZ 5 BERNZ ERE (BIL% 162 )

3. BRI IR A RARITES” . *\ . cpio” %7, *~” IEMREAII M

4. BEEIEAIBR S URARINE” . */\ . git” EMRARAIB F

5. BT {E LA IRRY A TSR HEBREL 99MB (1048576 T B7T) B RHIX G

6. BERXHER, HENLIEREZGFHHLL”/path/to/timestamp” A4

BB LEFIFHEY -prune -o” HEBRXEGRIS)IRAIE,

IfE
=

JES =N
$+F3F Debian &HAY Unix-like R, BLSEETREARHK find(1) SOz, AXMEAT, NiZEERIFRLER
EFAT-print” BX"-printe”, {RAJEERIFFEEREMBRIGS,

10.1.6 IPHIELR

HEBHBEFETH FHERE i, MRNZGEEENNERME, WFNENMABESED, BfERREQER CD-R
1 DVD-R AR BERERR. F&R FEthrE, (TUH—RERMHEFENR)

JED=}
XL RWFRBEXERGL, RSB ENRBEFEENTRMELLRE, REBRBFEES I IL2HBSE
mEzFE N,

WLt (EERKRETHNEER ) AJUEEFMENRHEAERSES,
« KF 100 F: RHEKHLEE

- 100 5F: JXZE7Ff#E (CD/DVD, CD/DVD-R)

- 30 FF: WIHTEE (R, WE)

- 20 FF: HHEHETFME (CD-RW)
EAEEETARSHRONHESESS,

MWLt (EERETHNEER) AIUEEFENTRNEANERE.
« KTF 250,000 ;% : FEEIRENES

« KF 10,000 % : A7F

+ 1,000 ;X: CD/DVD-RW

+ 1,R: CD/DVD-R, 4

VIR
@ X EBRFESFBME R ERIEIE R ROZHE SRR E B T RBEIENFMEED, SERGSEEREHIEE
= m AR,

R
&’ CD/DVD-R MBERET—X, ENMARELEILETENEESRHNAEEIIEER, ZIRMS!

"R
MRMFPFEEFREMEAHAITABIRE D, BoEIESEMLERZMITIREN LAERRFTIMNED, FIeeRME—7]
T35,



https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_data_storage
https://zh.wikipedia.org/zh-cn/保险箱
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10.1.7 FIRBNTF(EIRS
TR INTEAEIR & TR UL TRV e —Fh,

- USB [NTF&

- EERIRENEE

. HEIRHNEE

- FUEEAEN

- BFERIBME

AT GEE A TR A RE T ER,

- USB
* IEEE 1394 / FireWire
« PCE
& GNOME #1 KDE XM R EIMBEENSE”/ete/Fstab” XEFSBERREZBHIRR, BiEHiXLr]Raig
3
udisks BRM T TP HIZFE XIS AR FRIEHFNENFIX LT
« D-bus SIEE 4K & BoIRIE,
« PolicyKit 2t 7 FrFEBI454X,

BR
umount(8) FE B o EFHIRZMIEHER]BES T B uhe lper="2%,

R
REYHXLERBINIZERBE /ete/fstab” XERIIHE, KEIMETASBNEH,

MR REME FTREH RER”/media/<disk_label>”, ERU#HITFRIIRES,

« FAT &IV Z 45{E A mlabel(1) #5%
» 1S09660 X R L ERATHE”-V” IEIAY genisoimage(1) A5 4

P
~
P
~

« ext2/ext3/extd X RRFERTE”-L” LAY tune2fs(1) a4

"R
HHNPTREFERMREEN (BN% 846 T ),

RBR
EERAERREE LBRXHZRS, FIEESBRENMBIZETREI/dev/sdc”, MRFBEBREBEMNEETR,
TIJ\J_‘_WEBPVTT&/T\HJZEBJ)\ umount(8) SRS RENHE.



https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Optical_disc_drive
https://zh.wikipedia.org/wiki/Universal_Serial_Bus
https://zh.wikipedia.org/wiki/IEEE_1394
https://zh.wikipedia.org/wiki/PC_card
https://zh.wikipedia.org/wiki/D-Bus
https://zh.wikipedia.org/wiki/PolicyKit
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XHEZRG HAIGAIzRER

FAT12 B (<32MiB) LEEENRIENZ

FAT16 7E/NRER (<2GiB) LB ENEIENZ

FAT3D FERTEEE (<8TiB, # MS Windows95 OSR2 X FRIBEE R G T %5 LB L ariRiE
NE

NTES AREEERRE FNEBETEEHEZHIE (7E MS Windows NT IR EIREARELR; &
Linux £, i@i${#EF FUSE i NTFS-3G %#%, )

1SO9660 7£ CD-R #1 DVD+/-R EHEEENRSEIESZ

UDF CD-R ¥ DVD+/-R (31) EFIEEERIES A

MINIX XHF &% RE AT RS M AZER unix BIEES

ext2 XERG AREEZHInx RENEE ERNRIES=Z

ext3 XFR G AREEZHInx RENEE ERNRIES=Z

extd XERG HEERRIHM linux REMEE ERRES =

Table 10.3: EEUERIZR T A]BEIFEIRETERN G RATIR

10.1.8 ERATHZEHIENXGRE

SPEL ] BNFEIRESHEMARD FHRIFENRER, REIZTIEEHRICHRAHRERARE FHINERN X4+ &
%, THRXHRFNIIR.

"R
EEF 981 WRREBRTERAREFMENBETLENBRELZNER.

FAT XH R GHE RSB RIRIER AT, ENTBUABMEREFTHRIERREIEETHRN.
LR NLIRRTE FAT X RGN B TS BIERZMN BN EE, UTRIZ2RIEIERE,
« FH fdisk(8), cfdisk(8) B\ parted(8) &< (BNE 952 T ) IMEAER L BN E S XK HIHEEMI THRIC,

— #RiE2/NF 2GB B FAT 18 & HEF767,
— FRBE K FATI2 iIRE HFRF

« AMTFATRER mkfs.vfat(8) S RLEHXHY,

- EMIEREF, Fla”/dev/sdal” BF FAT16 i%%
- BRI ERMIRE S, HW”-F 32 /dev/sdal” AF FAT32 i%&

S{EF FAT 3% 1309660 XFRAANZLIRE, M TRFBIERNKEEI,

« B tar(1), B cpio(l) BLERXM, BHRNTHRENXMHR, HFEHE, RENXHRRIXHREEREE.
« A split(1) SLIEERX U D BEE TN TF 2GiB /WX H, EEBZXXHEHKRNRE,
- MEBEHEXGRIPERBT R ARZENBIIE,

e =1

Eh FAT XIERGMIRT, FRIXEXR/NA (2732 - 1) bytes = (4GiB -1 byte), WF—LeE|HM 32
MNRZEHWNARFENS, SANXERNEZE/] (2731 -1) bytes = (2G6iB -1 byte), Debian ;858
3 E&EMICIE,



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/NTFS
https://zh.wikipedia.org/wiki/Windows_NT
https://zh.wikipedia.org/wiki/Filesystem_in_Userspace
https://zh.wikipedia.org/wiki/NTFS-3G
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/Universal_Disk_Format
https://zh.wikipedia.org/wiki/Minix_file_system
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/File_system
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iR

MRARAKBFHABINTERIL 200MB B2 X & IRENEE E{ER FAT, th{(1#9"Overview of FAT, HPFS, and NTFS
File Systems XRXERHER T MR AZE R, GIIMENMEETEIRIE, HRAT, FHAE Linux RELER
RIZ{ER extd XHRL,

PN
BRXMAREMLRIXGRAENEZER, BESE Filesystems HOWTO",

10.1.9 MELHEIENZE

SEAMERDZRIEFIRER, (RN XERBERERS. XEF—EER.

2% Ak 55 HAERIZREA
BT “Microsoft Windows MZ&8” HEXE, £ smb.conf(5) ¥l B
SMB/CIFS F Samba ¥ &M 4& X4 & 4 73 Samba 3.x.x $§SHMBEFM ( The Official Samba 3.x.x HOWTO
and Reference Guide ) 3¢ samba-doc &8
e = = .
NFES F Linux NAIEE SR % EF%—H([)J\I/I\;?EHUX W& N EXHF, S0 exports(5) F Linux
HTTP ARS £ web RSB R/EFIm Z BN EX
HTTPS BB Eﬁﬂﬂ%ﬂ'\]f%ﬁ%@ (SSL) SELZ =M= (TLS) FIMERRS
BEFIRPREX S
FTP fR% £ FTP lRFB 28/ B Fim Z Bl 7 ZXHF

Table 10.4: HEUERIAR T o iERHIMLZARS TR

RENFXADZERU, BEMEEAFRANERXAERBIHER, BXAJERETREN, ENIHIMNEERY
LB FAREIMEZ 2,

- F3 SSL/TLS fn#

- B3I SSH i@i&

- ¥37 VPN B8

- MBZEFEZEL2HIBNIE

S0%E 6.10 PFIE 6.11 7,

10.2 FHHRE

BAMERAMNTEVNERSHEE, EBTANNBRERAZNBIER A, SHNRERFEMNNAREEPIE
BEEEN—#5., TR —XIRIEMME S EE,

AN
REMWENRABESAEZESNHRNRE, BEHRIELLMARBNENHEANRATHEEZEENZS,

B 3 MRBIERRELMRE 0 AR E RS,

1 FEREMAMET 4.



http://support.microsoft.com/kb/100108/
http://support.microsoft.com/kb/100108/
http://tldp.org/HOWTO/Filesystems-HOWTO.html
https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Samba_(software)
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://tldp.org/HOWTO/NFS-HOWTO/index.html
http://tldp.org/HOWTO/NFS-HOWTO/index.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/Https
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Virtual_private_network
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- (RECRIEMNBIEXG: £~/ THIEIE
s (RMERMNRREFCIZNBUEX M £ /var/” TRIBWE (BRT”/var/cache/”,”/var/run/”¥1”/var/tmp/”)
- RBEREXMH: E/etc/” THIEIE
o AER{EE: £ /usr/local/” y”/opt/” FHIENIE
c RBRRER: XBER (DK, NEXAET
« WIFRURLER: B SCIMHRIVR S 1R ERTNSTIRIIE
2. AMEEHFESZMINRE.
- REMPIEFE: RIPHETESNR%MHE
- ZEEM: BN EH
- TR&M: HIRER
« BIMNIRE: BENEHEGSEN
3. &S RBIRPLFN AL AN,
o WEBUREKRVIRK
- BEMAENRIR: AN, B, wRE, -
 BIEEXRN AN RERTEEN

R
BRIEMRENEB MR 4, BUREEM /proc, /sys, /tmp, 1 /run BRTHAXEGRSZ (SWE 1.2.12
THE 1.2.13 ), ENIREXKBELTANKIE.

ETFRENREFE, BEEVERNZEANTNEENS X ERIFREANBMMENNGE L, REZXGRFELENHR
IR, EEMRIBRITEMEEREES —RHEN LIS CD/DVD-R REFLEBEEM, (SNE 9.7 TEHTE shell L1T
BANF#EHEN. GNOME REEMIMERIAILRZMABERE: “UE - CD/DVD ZR" KEMENEE, )

=z
EE

HEMBIENRER, (ReJEERBEEILE—LNRAREFISTIPEESN MTA (8015% 6.3 7)),

pES =

R ZEHMNMNOHERMIKE S M INIEREXBERIE X MGG 90" /etc/ssh/ssh_host_dsa_key”,
"/etc/ssh/ssh_host_rsa_key”, "~/.gnupg/*”, "~/.ssh/*", /etc/passwd”, 7"/etc/shadow”,
"/etc/fetchmailrc”, "popularity-contest.conf”, "/etc/ppp/pap-secrets”

F"/etc/exim4/passwd.client/”’, XEHEFNE " EXHEFEBETIQORAWMARBMHNFAERE
£,

=)
WNRARARR P HEFERI S ZUT cron job, RN RTERESX 4" /var /spool/cron/crontabs” B RF BEE /S cron(8),
205 9.3.14 TRIKXBXT cron(8) # crontab(1) HEE.,
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LRG3 mITE RK/Iv | 1%HEH
dump V:1,1:6 340 4.4 BSD dump(8) # restore(8) a8 2 AT ext2/ext3/extd XF R4
. 7E GNU/Linux #1 IRIX EF xfsdump(8) #0 xfsrestore(8) ap S K&
xfsdump V1, I:11 834 BFIRE XFS XEER G
backupninja V4, 1:4 350 ZER 0] FEHY meta-backup R %R
bacula-common V:10, I:18 2074 | Bacula: MERHIEZH, MENZE-ENRNTHEXHE
bacula-client .5 168 Bacula: MEEREEHR, MEMRE-FErincikEE
bacula-console | Vi1, L6 68 Bacula: MEEBREEHR, MEMZRE-XEER
bacula-server I:1 168 Bacula: MR FIEZ 7, MEFMZE-FRS 5 imITik
amanda-common Vi1, 1.2 9760 | Amanda: SE=ZXREHFEZMNShENEMNEBEEITEEE (E)
K iL =z kY F ;fk = Zﬂ uﬂ_l Y=} =
amanda-client VL 12 1073 %ﬁm)anda. OE=ZXREFHAARNSRENEMEEEZITIESE (BF
 QEEZXEFEFANSRENEMBEETES (RSEE

amanda- server V0, 10 1045 ?ﬁﬁn;anda. SEZXFAENSR W Z&r 2 315Es (RS E
backup-manager | V:1,1:2 571 T LE
backup2l Vi1, 1 114 BTFTERHEN ETHEN) DREFNER/MRETER

=] =N g TR A= MERERT T I
backuppc Ved, 15 2930 %\%{EPC RATEH PCHEE (ETHE) NEHEENEL
duplicity V:8, 1:16 1597 | (Z&72) BEER
flexbackup V:0, 1.0 242 =R EBEED
rdiff-backup V9, I:17 704 =) EBEED
restic V0, I:1 16357 | (iZf%) EBEEMD
rsnapshot V6, 1:12 452 (=FE) BEEZD
slbackup V:0, 1.0 153 (=fE) BEER

Table 10.5: SKA&MIEFEHIIR

10.2.1 ZHENEH®

BAF 2 Debian 24 HESFENSAZNIEFEGNTIR,

ZMHTEESENETRENAE,

« Mondo Rescue B—MNEHZR%, EREBHENMEHD CD/DVD HFiFETHREREBRNRYE, MABRZTENNR
FEFRILIE,

- TEIZM B PR, sTAOE T — M EMA (5 10.2.2 73 ) 1 cron(8) K3LH,

« Bacula, Amanda #1 BackupPC @2INEEMENSLHEY, FTERTHNIEEHED.

% 10.1.1 TFE 10.1.2 HEANEM TR ETETE XHARBARZ D, XLEMAINEERT LABT N T T

BRigoE,

s restic M BEEBIBEEM (IZFF ),

« rdiff-backup REBEEBILEEMN (IEFE ).

« dump REBRATFEHILEM IR EBINXERL,

VN
2 01”/usr/share/doc/dump/” 1 ”"Is dump really deprecated?” 3k 7 % dump #£F7.



http://packages.debian.org/sid/dump
http://qa.debian.org/popcon-graph.php?packages=dump
http://packages.qa.debian.org/d/dump.html
https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/xfsdump
http://qa.debian.org/popcon-graph.php?packages=xfsdump
http://packages.qa.debian.org/x/xfsdump.html
https://zh.wikipedia.org/wiki/IRIX
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/backupninja
http://qa.debian.org/popcon-graph.php?packages=backupninja
http://packages.qa.debian.org/b/backupninja.html
http://packages.debian.org/sid/bacula-common
http://qa.debian.org/popcon-graph.php?packages=bacula-common
http://packages.qa.debian.org/b/bacula-common.html
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-client
http://qa.debian.org/popcon-graph.php?packages=bacula-client
http://packages.qa.debian.org/b/bacula-client.html
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-console
http://qa.debian.org/popcon-graph.php?packages=bacula-console
http://packages.qa.debian.org/b/bacula-console.html
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-server
http://qa.debian.org/popcon-graph.php?packages=bacula-server
http://packages.qa.debian.org/b/bacula-server.html
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/amanda-common
http://qa.debian.org/popcon-graph.php?packages=amanda-common
http://packages.qa.debian.org/a/amanda-common.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-client
http://qa.debian.org/popcon-graph.php?packages=amanda-client
http://packages.qa.debian.org/a/amanda-client.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-server
http://qa.debian.org/popcon-graph.php?packages=amanda-server
http://packages.qa.debian.org/a/amanda-server.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/backup-manager
http://qa.debian.org/popcon-graph.php?packages=backup-manager
http://packages.qa.debian.org/b/backup-manager.html
http://packages.debian.org/sid/backup2l
http://qa.debian.org/popcon-graph.php?packages=backup2l
http://packages.qa.debian.org/b/backup2l.html
http://packages.debian.org/sid/backuppc
http://qa.debian.org/popcon-graph.php?packages=backuppc
http://packages.qa.debian.org/b/backuppc.html
https://en.wikipedia.org/wiki/Backuppc
http://packages.debian.org/sid/duplicity
http://qa.debian.org/popcon-graph.php?packages=duplicity
http://packages.qa.debian.org/d/duplicity.html
http://packages.debian.org/sid/flexbackup
http://qa.debian.org/popcon-graph.php?packages=flexbackup
http://packages.qa.debian.org/f/flexbackup.html
http://packages.debian.org/sid/rdiff-backup
http://qa.debian.org/popcon-graph.php?packages=rdiff-backup
http://packages.qa.debian.org/r/rdiff-backup.html
http://packages.debian.org/sid/restic
http://qa.debian.org/popcon-graph.php?packages=restic
http://packages.qa.debian.org/r/restic.html
http://packages.debian.org/sid/rsnapshot
http://qa.debian.org/popcon-graph.php?packages=rsnapshot
http://packages.qa.debian.org/r/rsnapshot.html
http://packages.debian.org/sid/slbackup
http://qa.debian.org/popcon-graph.php?packages=slbackup
http://packages.qa.debian.org/s/slbackup.html
https://zh.wikipedia.org/wiki/Mondo_Rescue
https://en.wikipedia.org/wiki/Bacula
https://zh.wikipedia.org/wiki/Amanda
https://en.wikipedia.org/wiki/Backuppc
http://dump.sourceforge.net/isdumpdeprecated.html
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10.2.2 —MNRGZZHHIBIZAGF

Y Fiz1T unstable EFEINA Debian REIRZARY, RFBRIPPIARBNXRBRIE. ATEEHSFHIEN
LR—REZS. FACEAZENBIAARNELRENENZNLARERF.

HEAEREMMARBIERTEONESEXGHA GUI REIEERSER| CD/DVD B, UTE2XFEXMIHALF,

#!/bin/sh -e

# Copyright (C) 2007-2008 Osamu Aoki <osamu@debian.org>, Public Domain
BUUID=1000; USER=o0samu # UID and name of a user who accesses backup files
BUDIR="/var/backups”

XDIRO=".+/Mail| .+/Desktop”
XDIR1=".+/\.thumbnails|.+/\.?Trash|.+/\.?[cC]ache|.+/\.gvfs|.+/sessions”
XDIR2=".+/CVS|.+/\.git|.+/\.svn|.+/Downloads|.+/Archive|.+/Checkout|.+/tmp”
XSFX=".+\.iso|.+\.tgz|.+\.tar\.gz|.+\.tar\.bz2|.+\.cpio|.+\.tmp|.+\.swp|.+~"
SIZE="+99M"

DATE=$(date --utc +"%Y%m%d-%H%M" )

[ -d "$BUDIR” ] || mkdir -p ”BUDIR”

umask 077

dpkg --get-selections \* > /var/lib/dpkg/dpkg-selections.list
debconf-get-selections > /var/cache/debconf/debconf-selections

{
find /etc /usr/local /opt /var/lib/dpkg/dpkg-selections.list \

/var/cache/debconf/debconf-selections -xdev -printo
find /home/$USER /root -xdev -regextype posix-extended \
-type d -regex "$XDIRO|$XDIR1” -prune -o -type f -regex ”"$XSFX” -prune -o \
-type f -size "$SIZE” -prune -o -print@
find /home/$USER/Mail/Inbox /home/$USER/Mail/Outbox -print0@
find /home/$USER/Desktop -xdev -regextype posix-extended \
-type d -regex "$XDIR2” -prune -o -type f -regex "$XSFX” -prune -o \
-type f -size "$SIZE” -prune -o -print0
} | cpio -ov --null -0 $BUDIR/BUS$DATE.cpio
chown $BUUID $BUDIR/BUS$DATE.cpio
touch $BUDIR/backup.stamp

X2~ root IXERMITHIRIASLIF,
BB IWRIZIRIN T A REIE B LRI T,

« WEXNMHAEEEBRBESIRABENEZLE (SRF 10.1.5 TFE 102 ),
« F3”find ...-newer $BUDIR/backup.stamp -print@” Z{{"find ...-printe” RELINIEEE%H,

o PIRFEFEEIL, B scp(1) 3K rsync(l) L REFMXERTiFHEFLENERE R cD/DVD B, (F{EFH GNOME £H
GUI R{&5 CD/DVD, 8I5%E 12.1.8 TRFEBEZMEER, )

EEFEERML !

W
{RBEHZ Fi"debconf-set-selections debconf-selections” &4 1% & debconf id B #(#&, = LAFA"dpkg
--set-selection <dpkg-selections.list” as& k& dpkg FFIELIE.

10.2.3 ATEHBIRIEHIZA

WFBRMN TENBIRER, "cp -a” LRI USLIEMER,
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F L /var/cache/apt/packages/” BR THINAEN ] BEENFHSHIESE, FA cp -al” S KEIEERE
BRE—MERENZEMNAR, IHTUSKMF BHETIE,

MTFE2—MATRIEZMIRN bkup WERIHE, EEZFIBRTHIAEA (non-VCS) XA ERIFIRBRTHIEER
RPHEILZIEEN L,

#!/bin/sh -e
# Copyright (C) 2007-2008 Osamu Aoki <osamu@debian.org>, Public Domain
fdot(){ find . -type d \( -iname ”.?*” -0 -iname ”“CVS” \) -prune -o -printo;}
fall(){ find . -printo;}
mkdircd(){ mkdir -p ”$1”;chmod 700 ”$1”;cd ”"$1”>/dev/null;}
FIND="fdot”;0PT="-a"”;MODE="CPIOP"”;HOST="1localhost”;EXTP="$(hostname -f)”
BKUP="$(basename $(pwd)).bkup”; TIME="$(date +%Y%m%d-%H%M%S)" ; BU="$BKUP/$TIME"
while getopts gcCsStrlLaAxe:h:T f; do case $f in
g) MODE="GNUCP”;; # cp (GNU)
c) MODE="CPIOP”;; # cpio -p
C) MODE="CPIOI”;; # cpio -i
s) MODE="CPIOSSH”;; # cpio/ssh
t) MODE="TARSSH”;; # tar/ssh
r) MODE="RSYNCSSH”;; # rsync/ssh
1) OPT="-alv”;; # hardlink (GNU cp)
L) OPT="-av”;; # copy (GNU cp)
a) FIND="fall”;; # find all
A) FIND="fdot”;; # find non CVS/ .7?7?7?/
X) set -x;; # trace
e) EXTP="${OPTARG}”;; # hostname -f
h) HOST="${OPTARG}"”;; # user@remotehost.example.com
T) MODE="TEST”;; # test find mode
\?) echo "use -x for trace.”
esac; done
shift $(expr $OPTIND - 1)
if [ $# -gt 0 ]; then
for x in $@; do cp $OPT $x $x.$TIME; done
elif [ $MODE = GNUCP ]; then
mkdir -p ”../$BU”;chmod 700 ”../$BU”;cp $OPT . "../$BU/"
elif [ $MODE = CPIOP ]; then
mkdir -p ”../$BU”;chmod 700 ”"../$BU"
$FIND|cpio --null --sparse -pvd ../$BU
elif [ $MODE = CPIOI ]; then
$FIND|cpio -ov --null | ( mkdircd ”../$BU"&&cpio -i )
elif [ $MODE = CPIOSSH ]; then
$FIND|cpio -ov --null|ssh -C $HOST ”( mkdircd \"$EXTP/$BU\"&&cpio -i )”
elif [ $MODE = TARSSH ]; then
(tar cvf - . )|ssh -C $HOST ”( mkdircd \"$EXTP/$BU\"&& tar xvfp - )”
elif [ $MODE = RSYNCSSH ]; then
rsync -aHAXSv ./ "${HOST}:${EXTP}-${BKUP}-${TIME}"
else
echo "Any other idea to backup?”
$FIND |xargs -0 -n 1 echo
fi

WERR—EA. ERECERMNAZR], BHEIZLENAHFEENRE.

=R
FIE bkup RIFAEFAEY"/usr/local/bin” B, RBEHFE IR REBENHER, EBELFERANTEANS
#LE1T bkup B,
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R
IR REFUBEX S EREXRIRBHLNE, £ git(7) (BRE 1065 F) EEHEHLLREZEH
GoR

10.3 HWEZE=EM

HEZ2EMIRERLENE, ARRENERTRENES,

LESD) mATE NS 1i8H

gnupg V:695,1:996 | 711 gpg(1) GNU F2FAT2 T - OpenPGP IZMEZR LH

gpgv V:869, 1:999 | 820 gpgv(1) GNUPRRF I -ZTRE/UETH

paperkey V-0, I:5 55 paperkey(1) | I\ OpenPGP FATHEE, NNELHEEERE
cryptsetup V:20, 1:82 60 _C_r?]ptsemp(g)’ dm-crypto HRIZFMZEZF5 LUKS TR
ecryptfs-utils | Vvi6,1:9 396 ?_C_ryptfsm’ ecryptfs B X HRAMB TR

coreutils V:892,1:999 | 15016 | md5sum(1) | iFEERKIE MD5 HERE

coreutils V:892,1:999 | 15016 | shalsum(1) TEERE SHAL TIERE

openssl V:806,1:991 | 1306 | openssl(lssl) | fEF”openss1 dgst” (OpenSSL) HEEERE

Table 10.6: #IELZ L EM T EIIZR

EMN%E 9.8 789 dm-crypto F ecryptfs, E1iET Linux WAZIERLI T Boh B INZ %M,

10.3.1 GnuPG ZifEIE

T2 GNU R B+ EAXNRAEESGS,

PPN
AR~

L]

gpg --gen-key

ER—EIFRREAN

gpg --gen-revoke my_user_ID

AERE my_user_ID B— 7 RHIEPD

gpg --edit-key user_ID

REANREZH, BAhelp” KRERGFHRIER

gpg -o file --export

EFENZRHEEIXH

gpg --import file

AXBEEANEH

gpg --send-keys user_ID

&31E user_ID ) RN tAEI N ARS8

gpg --recv-keys user_ID

MY EARSS 28 T &% user_ID FYA%R

gpg --list-keys user_ID

S user_ID FIFT B %A

gpg --list-sigs user_ID

S user_ID FIE=F

gpg --check-sigs user_ID

& & user_ ID ZIHZF

gpg --fingerprint user_ID

TE&E user_ID FIFEZX

gpg --refresh-keys

EHAHEA

EEREX.
WNTF < EEFHAI”10D8D791” N ERZIERAV N AR 287 hkp: //keys. gnupg. net”,

Table 10.7: GNU faFA R TZiAE R SHITIR

$ gpg --keyserver hkp://keys.gnupg.net --send-keys 1DD8D791



http://packages.debian.org/sid/gnupg
http://qa.debian.org/popcon-graph.php?packages=gnupg
http://packages.qa.debian.org/g/gnupg.html
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/gpgv
http://qa.debian.org/popcon-graph.php?packages=gpgv
http://packages.qa.debian.org/g/gpgv.html
http://packages.debian.org/sid/paperkey
http://qa.debian.org/popcon-graph.php?packages=paperkey
http://packages.qa.debian.org/p/paperkey.html
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/ecryptfs-utils
http://qa.debian.org/popcon-graph.php?packages=ecryptfs-utils
http://packages.qa.debian.org/e/ecryptfs-utils.html
http://ecryptfs.sourceforge.net/
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Dm-crypt
http://ecryptfs.sourceforge.net/
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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e SR

- REMEEEEZR/RETE
EETEER
REEBNEERTIHE
HAEEZNE
RIERENEE
T=EE

=GR

C|—h35|Ql0

Table 10.8: {FEREE XFT

FKIARTFHINIBARSE 28 1E"~/ . gnupg/gpg.conf” (IHMAIETE"~/.gnupg/options” ) XEHIRE, LNXEES
TUTES.

keyserver hkp://keys.gnupg.net

MEAREAR S5 2R IRENTT & tARL,

$ gpg --list-sigs --with-colons | grep ’Asig.*\[User ID not found\]’ |\
cut -d ’:" -f 5| sort | unig | xargs gpg --recv-keys

B —MHEIRTE OpenPGP 2 1ABRSS 28 (SEBIRVARZS 0.9.6), RFHFPRI 2 N LRI FHE, 89 gnupg (>1.2.1-2) RGE
BEM IR IXLERRTAY T, S0 gpg(1) FHY”- -repair-pks-subkey-bug” I,

10.3.2 EXHLE{ER GnuPG

XEBEH-EEXMS EER GNU BRI DT S<SflF,

10.3.3 7£ Mutt F{FFH GnuPG

EINTEARER~/ . .muttrc”, EEHNEHE, B%—MEN GnuPG, ERSIKBEHZKS” RAFEMER.

macro index S ”:toggle pgp_verify_sig\n”
set pgp_verify_sig=no

10.3.4 7£ Vim H{EFH GnuPG

gnupg &S LRI B & 57, gpg”, 7. asc”, #1”. ppy” KX FIFEHIE1T GnuPG.

# aptitude install vim-scripts vim-addon-manager
$ vim-addons install gnupg



http://sourceforge.net/projects/pks/
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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e Ll

gpg -a -s file ASCII FERRIE B X file.asc
gpg --armor --sign file =

gpg --clearsign file ERBENEFER

gpg --clearsign file|mail
foo@example.org

RiZ—BEXZEFE foo@example.org

gpg --clearsign

--not-dash-escaped patchfile PECE BRI T
gpg --verify file RUFRAN X &

gpg -o file.sig -b file ER— N ENET
gpg -o file.sig --detach-sig Bt

file

gpg --verify file.sig file {EH file.sig BIEX

gpg -o crypt_file.gpg -r name
-e file

NIME, NXEEERNBEF, £ THEBIEY crypt_file.gpg

gpg -o crypt_file.gpg
--recipient name --encrypt file

Ehs

gpg -o crypt_file.asc -a -r
name -e file

PEAINEE, MIXEFARIREXBF, 4R ASCII #1135/ crypt_file.asc

gpg -o crypt_file.gpg -c file

B XA E] crypt_file.gpg

gpg -o crypt_file.gpg
--symmetric file

Cills

gpg -o crypt_file.asc -a -c
file

WHFRINZE, MR ASCII £ crypt_file.asc

gpg -o file -d crypt_file.gpg

-r name L
gpg -o file --decrypt BLE

crypt_file.gpg

Table 10.9: 7EX {4 E{ERAR GNU FAFAR TR S YR



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII

Debian & Fift 223 /274

10.3.5 MD5 #3&F0

md5sum(1) 24 THIFREX AR —M TR, EfEA rfc1321 BERANGFREXH.

$ md5sum foo bar >baz.md5

$ cat baz.md5
d3b07384d113edec49eaa6238ad5ffO0 foo
c157a79031e1c40f85931829bc5fc552 bar
$ md5sum -c baz.md5

foo: OK

bar: OK

JED=
MD5 R FNHY CPU &8 E L GNU Privacy Guard (GnuPG) IIEZEZZBLM. FFE@ERBAT, AEMANIHE
XHA FBENZERRBREETENLE.

10.4 ERBEHIE

XEFFZRRBEHIA, NITHRRERNENIEA,
nEe mITE X | &% 15 AH
diffutils V:874,1:984 | 1394 | diff(1) EITIERAAI X
diffutitls V:874,1:984 | 1394 | diff3(1) EITHERMEH =AXHF
vim V:118,1:400 | 2668 | vimdiff(1) 7 vim FHHEIEERAANXF
patch V:89,1:813 | 235 patch(1) [RXHFITHT
dpatch Vi1, 1:14 191 dpatch(1) E1IE Debian REFBRIRIFT
diffstat V:18,1:186 | 70 diffstat(1) B diff £ — X ZIERE
patchutils Vi7,1:179 | 223 combinediff(1) AFMEEH T BEE— IR T
patchutils V:17,1:179 | 223 dehtmldiff(1) | A\—7° HTML T1E e BXE — 4 diff
patchutils V17,1179 | 223 filterdiff(1) | A—A diff XEEmIREEE IR diff X
patchutils V:17,1:179 | 223 fixcvsdiff(1) | & A CVS patch(l) EBi= eIE2R diff X
patchutils VA7, 1179 | 223 flipdiff(1) REE A TR
patchutils V17,1179 | 223 grepdiff(1) ERMEXFERLEIENFRIANEIFN T B’

== NG —FR : = 2N 3

patchutils Vi17,1:179 | 223 | interdiff(1) %’j;;’rt:g éﬁfﬂ;?ﬁlgﬁg égﬂﬂ MZFFRY
patchutils V17, 1:179 | 223 Isdiff(1) ETRWEXXHFBANT X
patchutils V:17,1:179 | 223 recountdiff(1) | EFITTEEAAR diff X FRHHRENRE
patchutils V:17,1:179 | 223 rediff(1) BEF T HwiE diff XFNHREMNRRE
patchutils V:17,1:179 | 223 splitdiff(1) REHIEEAT
patchutils V:17,1:179 | 223 unwrapdiff(1) | IRAIEEH 77 1ERIFN T
wiggle V:0, I:.0 167 wiggle(1) N ERRIFN T
quilt V:3, 1:41 784 quilt(1) EIERINFT
meld V:15, 1:42 2898 | meld(1) EERRFNBEXH (GTK)
dirdiff V0, I:2 161 dirdiff(1) EREXNZ BN AEHBERS
docdiff V:0, 1:0 573 docdiff(1) X FHEE RN
imediff2 V:0, I.0 34 imediff2(1) | ZFREANFEREHIE
makepatch V:0, 1.0 102 makepatch(1) | £ BT XHF
makepatch V:0, 1.0 102 applypatch(1) | ¥ B#H T X&F
wdiff V4, .79 644 wdiff(1) EXAXER, EREEPARE

Table 10.10: JEXBEHITAYIFE



http://tools.ietf.org/html/rfc1321
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/patch
http://qa.debian.org/popcon-graph.php?packages=patch
http://packages.qa.debian.org/p/patch.html
http://packages.debian.org/sid/dpatch
http://qa.debian.org/popcon-graph.php?packages=dpatch
http://packages.qa.debian.org/d/dpatch.html
http://packages.debian.org/sid/diffstat
http://qa.debian.org/popcon-graph.php?packages=diffstat
http://packages.qa.debian.org/d/diffstat.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/wiggle
http://qa.debian.org/popcon-graph.php?packages=wiggle
http://packages.qa.debian.org/w/wiggle.html
http://packages.debian.org/sid/quilt
http://qa.debian.org/popcon-graph.php?packages=quilt
http://packages.qa.debian.org/q/quilt.html
http://packages.debian.org/sid/meld
http://qa.debian.org/popcon-graph.php?packages=meld
http://packages.qa.debian.org/m/meld.html
http://packages.debian.org/sid/dirdiff
http://qa.debian.org/popcon-graph.php?packages=dirdiff
http://packages.qa.debian.org/d/dirdiff.html
http://packages.debian.org/sid/docdiff
http://qa.debian.org/popcon-graph.php?packages=docdiff
http://packages.qa.debian.org/d/docdiff.html
http://packages.debian.org/sid/imediff2
http://qa.debian.org/popcon-graph.php?packages=imediff2
http://packages.qa.debian.org/i/imediff2.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://packages.qa.debian.org/m/makepatch.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://packages.qa.debian.org/m/makepatch.html
http://packages.debian.org/sid/wdiff
http://qa.debian.org/popcon-graph.php?packages=wdiff
http://packages.qa.debian.org/w/wdiff.html

Debian & Fift 2241274

1041 MERRBXHSHER
TEEE, SHENEXXENARE, HFREXENAE, SIEEA diff X4 file.patcho” 3*file.patchl”.

$ diff -u file.old file.new > file.patch@
$ diff -u old/file new/file > file.patchl

10.4.2 R EHBIEEH

diff 3XfF (EEWRIUE patch ¥ TXH), BTFRE—MEFEH, B TEHOAN, BWRIERS, MAXNEHE
HEXH,

$ patch -p0@ file < file.patch®
$ patch -p1 file < file.patchl

10.4.3 BE=ABEHEITEH
MB— MRS, HRE=MRAE, REIUET TEMNAR, B dff31) S8mT= 5B,

$ diff3 -m file.mine file.old file.yours > file

10.5 MRAIZFHIZRLGE

Y0F =2 Debian £ 4t LR FRVARARIZHI R G (VCS) BUIEE,

==
R

INRZNIZRARAIZFIR G, (RRZM git AiT], git ASHZSH

VCS BRIIAAREITIZERIRLE (RCS), NERKRHEEEIRIET (SCM),

& Git IS HN VCS BUAEAEANTE, SMALELEFEMNFIRIRGNF LGS, EiE CVS Fl Subversion
MARERN.

81T Debian Salsa AR55, Debian BEASIR it & AY Git BRS3, 7E https://wiki.debian.org/Salsa BE3REIERIRAAS 14,

VI
@ Debian B£2{S1E T EIBER alioth BR%%, |1HAY alioth AR EXIER] BATE alioth-archive ifis EBA tar [E45 1Y
Rz U3REY,

XBEH X TFRIEHEZAR VCS IR ERIENIR,

« {EF”umask 002” (BME 1.24 1)

- EEFBEN VCS IAXHET —MEXIE

- BEMBTEFTARY VCS A B FRIZRELH ID (£ BSD MIXHEIEAZE, SHE 1.23 1)
- EHRETXMANAFEBHE VCS 131



https://zh.wikipedia.org/wiki/Revision_control
https://salsa.debian.org/
https://wiki.debian.org/Salsa
https://alioth-archive.debian.org/
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RG] MITE XN | IH VCS &I i pu
cssc V0, I:2 1979 | CSSC PNz 1] Unix SCCS (E /) B52f&
rcs V:3, .22 539 RCS it ”EE Unix SCCS WEH
cvs V6, [:54 4597 | CVS i BABIHVIZFE VCS ﬁ\)’&_
subversion V:27,1:144 | 4749 | Subversion IZFE h__!:&t CVS Y °, &A= VCS By
Vi\Yi
. . . Fi C 5RYTRE DVCS (¥ Linux A%
. . VAN
git V:274,1:451 | 33183 | Git paKitk HIE A7 B & F)

mercurial FE2&F Python Ef7%

mercurial V:10, 1:60 775 Mercurial 2HR —HNE CEW

bzr V:4, 1:22 74 Bazaar 2HR ;ivzlsa(g %Zt nﬁuﬁef Fﬁl;ython ol
darcs V0, I:8 29914 | Darcs P BEERZEAN TR DVCS ()

tla V:0, 1.7 1011 | GNU arch 2B %Eé"]é)ﬂa Tom Lord S DVCS (Bt
monotone V:0, 1.0 5815 | Monotone b Xk H Cc++ BRI DVCS

tkevs V0, I:1 1498 | CVS, = LIE %Cﬁgg%sé%emon’ms) FRRER
gitk V:7,T:50 1507 | Git DB VCS (Git)

Table 10.11: R XIZHIRZ T EIIR
10.5.1 VCS <L
XEBEBE4S VCS SRR EREHAEME, BANGORIEERINMSH,

@ VIR

MEs$iTBId git -xyz” B git Fas<LHIFIIN, M 2006 FREFIRFMKENE,

"R
MBBE—NETITXM git-foo EHRIFIMELE $SPATH BHE, ERSTMARERRLE git foo”, MIFIEARA

git-foo. X2 git SH—MIE.

"R
g0 tkevs(1) A gitk(1) EHEMERRE TEBPTEERXAMNENRAE, #2322 HMNFEREHMATIEEN
TFfiERERY web SREIRIHZRE AR,

N
Git B EIZETEARN VCS ©E LT E, tbalii CVS # Subversion IR EE, @iF git-cvs # git-svn R
BREKRINCENARININST. S0 AF CvS AFH git F5E 10.6.4 3.

<IN
Git FRYBLEERS7E CVS 1 Subversion FH;E BN MAEHS : "fetch”,rebase”, cherry-pick”, -+



http://packages.debian.org/sid/cssc
http://qa.debian.org/popcon-graph.php?packages=cssc
http://packages.qa.debian.org/c/cssc.html
http://cssc.sourceforge.net/
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/rcs
http://qa.debian.org/popcon-graph.php?packages=rcs
http://packages.qa.debian.org/r/rcs.html
https://zh.wikipedia.org/wiki/Revision_Control_System
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/cvs
http://qa.debian.org/popcon-graph.php?packages=cvs
http://packages.qa.debian.org/c/cvs.html
https://zh.wikipedia.org/wiki/Concurrent_Versions_System
http://packages.debian.org/sid/subversion
http://qa.debian.org/popcon-graph.php?packages=subversion
http://packages.qa.debian.org/s/subversion.html
https://zh.wikipedia.org/wiki/Subversion_(software)
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
https://zh.wikipedia.org/wiki/Git_(software)
http://packages.debian.org/sid/mercurial
http://qa.debian.org/popcon-graph.php?packages=mercurial
http://packages.qa.debian.org/m/mercurial.html
https://zh.wikipedia.org/wiki/Mercurial_(software)
http://packages.debian.org/sid/bzr
http://qa.debian.org/popcon-graph.php?packages=bzr
http://packages.qa.debian.org/b/bzr.html
https://zh.wikipedia.org/wiki/Bazaar_(software)
http://www.ubuntu.com/
http://packages.debian.org/sid/darcs
http://qa.debian.org/popcon-graph.php?packages=darcs
http://packages.qa.debian.org/d/darcs.html
https://zh.wikipedia.org/wiki/Darcs
http://packages.debian.org/sid/tla
http://qa.debian.org/popcon-graph.php?packages=tla
http://packages.qa.debian.org/t/tla.html
https://zh.wikipedia.org/wiki/GNU_arch
http://packages.debian.org/sid/monotone
http://qa.debian.org/popcon-graph.php?packages=monotone
http://packages.qa.debian.org/m/monotone.html
https://zh.wikipedia.org/wiki/Monotone_(software)
http://packages.debian.org/sid/tkcvs
http://qa.debian.org/popcon-graph.php?packages=tkcvs
http://packages.qa.debian.org/t/tkcvs.html
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon-graph.php?packages=gitk
http://packages.qa.debian.org/g/gitk.html
http://www.kernel.org/pub/software/scm/git/docs/gitcvs-migration.html

Debian & Fift 226 /274

Git CVS Subversio B8
git init cvs init z\rfgate IR (Kith) FERE
- cvs login | - EREEFEE
git clone cvVs co (S;\(;n FHIRIEFEER A TER R
git pull cvs up jf S BRI ARk E 5 TEE R
git add . cvs add Zgg BT ¥ B RBTRRISTHERNE VCS
git rm cvs rm i;” M VCS kR T1E B SR sci
] cvs ci EX” oy g vy Ly A T
git commit -a - - RRIAZE FhEE
git push : N B A G RE R E LR

. CVS sSvn
git status ctatus ctatus M VCS RERTAFEFRMEGIRE
git diff cvs diff jﬂf ik < SEFME > F < TIEE RN > NER
git repack -a

2 gt prune |- - EFTAAMOER— N amne
gitk tkcvs tkcvs| VCS FEEMMERREE R

Table 10.12: s VCS &S LR

10.6 Git

Git A] AR RMAMFLTIZRCBEENEMER, IBWE, REBERMICRKRABENR, MARUNEMITIE
CEBEMEER,

10.6.1 & Git EF i

{RE]BATE~/ . gitconfig” BEEIRE/LA Git B P RFEEANEF/ECE, LLNRIRAIRFIEFHbHHiL,

$ git config --global user.name "#&"
$ git config --global user.email EL-FHRFihhE

WNRMR=)IREER CVS 8% Subversion #5%, {IEIFEEREANT/L N GHL 518,

$ git config --global alias.ci ”“commit -a”
$ git config --global alias.co checkout

REEBBEI N T AR EFRNE/EE:

$ git config --global --list
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10.6.2 Git&=

SN THAT.
« man Ff: git(1) (/usr/share/doc/git-doc/git.html)
« Git P (/usr/share/doc/git-doc/user-manual.html)
. git IT4AZFZ (/usr/share/doc/git-doc/gittutorial.html)
. git MBHFE: F 5 (/usr/share/doc/git-doc/gittutorial-2.html)
« GIT 8—XK 20 MEEMTS (/usr/share/doc/git-doc/everyday.html)
+ CVS AP M git (/usr/share/doc/git-doc/gitcvs-migration.html)
- R T EMEERS, URIEZREIEMN CVs 1T E Git,
- HEEGEN EFER git FiR
— Git - SVN il {ZEiRTE
— Git A (/usr/share/doc/gitmagic/html/index.html)

git-gui(1) F gitk(1) &L fE Git TEFERSHER.

AEERATERNEFNH, BME-LETEH, i gitk(l) RIHRERE, ERMAEBEE git &2,

10.6.3 Git &%

BNMEREY I ERARRRIRAESI RS, £/ git() (FARMENIIRBIEGRE, DAR—MFNER, EHgit 7]
BALARTER B LBMEERNERT, SBRINAIREMEN, XEE—L git(l) EANBNGS,

R
£ git(l) T, MERMDZ FHITTIFBRIZ, HEMREILAEAgit rebase -1 master” ZEMGHSRKREHA
LR BIAE, Xe]UMEFRHIE—NTF R BAE, S0 git-rebase(1) F git-cherry-pick(1).

R’
SFRZELE—MFRNITFER, AERERTIFERIRIPRE, ReJBAEM"git stash”. S0 git-stash(1).

10.6.4 F3F Subversion BEH Git

{RETAIB—NFE”svn+ssh://svn.example.org/project/module/trunk” 4 Subversion £ FE#& H 2 — Ay
B9 Git €, {FR”./dest” BR, FIE{EIRIR3ZE Subversion €, #Ia0:

$ git svn clone -s -rHEAD svn+ssh://svn.example.org/project dest
$ cd dest
. EITIEDR
$ git commit -a
. BRETEAMA git TfE
$ git svn dcommit



http://www.kernel.org/pub/software/scm/git/docs/git.html
http://www.kernel.org/pub/software/scm/git/docs/user-manual.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial-2.html
http://www.kernel.org/pub/software/scm/git/docs/everyday.html
http://www.kernel.org/pub/software/scm/git/docs/gitcvs-migration.html
http://git-scm.com/documentation
http://git-scm.com/course/svn.html
http://www-cs-students.stanford.edu/~blynn/gitmagic/
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ERES TE NS 1iEA

git-doc .19 10985 | N/A Git EA X

gitmagic I:1 719 N/A *Git BAR”, ZTIERER Git F

git V:274,1:451 | 33183 | git(7) Git TR, ¥ E. 2HINREEZEFRSR

gitk V:7,1:50 1507 | gitk(1) BIHEINRER Git EIFE B EN R 25

git-gui V:2,1:28 2234 | git-gui(l) Git B2 | ( ZIhEINEE)

git-svn V:2, 1:28 1005 | &% M Subversion SH#HE, SAZ Git
svnimport(1)

git-svn V:2,1:28 1005 | git-svn(1) 7 Subversion # Git Z [B]Ie W[ = 1E

git-cvs Vi0, 1:13 1140 | 8¢ M CVs SHEIE, BAZ Git
cvsimport(1)

git-cvs V.0, I:13 1140 | 8% A it P — 4 CVS #9R%
cvsexportcomiit(1)

git-cvs V:0, 1:13 1140 | 8% Git B CVS BRS#810138
cvsserver(1)

git-email Vo, 114 | 827 ggjﬁﬁf}' M Git FRER FR# &% I EBIBA T

stgit V0, I:1 1535 | stg(1) AT git (Python)

git-buildpackage v 1, 3869 | S FA Git B ##%I{E Debian &
buildpackage(1)

guilt V:0, 1.0 146 guilt(7) $J2%HY git (SH/AWK/SED/-++)

Table 10.13: git HXBMH LR

"R
{£F"- rHEAD” BESIEE 2 5EFE M Subversion € ERIVENAEASR,

10.6.5 igRECE[HER Git

fRe]BAER Git TERFTiCREMEEEIFNEERE, XER—MIF, iLREG3)ICEK"/etc/apt/” AA,

cd /etc/apt/

sudo git init

sudo chmod 700 .git
sudo git add .

sudo git commit -a

&P B BB P

RREE, #ALXRER,
SECEXFHITIE,

$ cd /etc/apt/
$ sudo git commit -a

RREE, PR, HERITILE,

$ cd /etc/apt/
$ sudo gitk --all

MBI ERE,



http://packages.debian.org/sid/git-doc
http://qa.debian.org/popcon-graph.php?packages=git-doc
http://packages.qa.debian.org/g/git-doc.html
http://packages.debian.org/sid/gitmagic
http://qa.debian.org/popcon-graph.php?packages=gitmagic
http://packages.qa.debian.org/g/gitmagic.html
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon-graph.php?packages=gitk
http://packages.qa.debian.org/g/gitk.html
http://packages.debian.org/sid/git-gui
http://qa.debian.org/popcon-graph.php?packages=git-gui
http://packages.qa.debian.org/g/git-gui.html
http://packages.debian.org/sid/git-svn
http://qa.debian.org/popcon-graph.php?packages=git-svn
http://packages.qa.debian.org/g/git-svn.html
http://packages.debian.org/sid/git-svn
http://qa.debian.org/popcon-graph.php?packages=git-svn
http://packages.qa.debian.org/g/git-svn.html
http://packages.debian.org/sid/git-cvs
http://qa.debian.org/popcon-graph.php?packages=git-cvs
http://packages.qa.debian.org/g/git-cvs.html
http://packages.debian.org/sid/git-cvs
http://qa.debian.org/popcon-graph.php?packages=git-cvs
http://packages.qa.debian.org/g/git-cvs.html
http://packages.debian.org/sid/git-cvs
http://qa.debian.org/popcon-graph.php?packages=git-cvs
http://packages.qa.debian.org/g/git-cvs.html
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon-graph.php?packages=git-email
http://packages.qa.debian.org/g/git-email.html
http://packages.debian.org/sid/stgit
http://qa.debian.org/popcon-graph.php?packages=stgit
http://packages.qa.debian.org/s/stgit.html
http://packages.debian.org/sid/git-buildpackage
http://qa.debian.org/popcon-graph.php?packages=git-buildpackage
http://packages.qa.debian.org/g/git-buildpackage.html
http://packages.debian.org/sid/guilt
http://qa.debian.org/popcon-graph.php?packages=guilt
http://packages.qa.debian.org/g/guilt.html
https://zh.wikipedia.org/wiki/Git_(software)
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=z
R

sudo(8) RREMATEEREXH, EEXHNRNIER, WTFEBERAFPNEERE, (FEESM sudo,

==
IE=A

FELEFIFER chmod 700 .git" &<, BRARMGPXXEBIEIEAREZNAIZVIG,

TN
EEMEBNBIULENLICE, B2 etckeeper B: 5 9.2.10 75,

10.7 CVS

CVS B—MEEMRAEFRIZRLE, ERIHIMET Subversion F Git,

AV
TEAIFEL LR CVS BXMNEEITS ERFE.

I THRE.

* cvs(1)

« ”/usr/share/doc/cvs/html-cvsclient”
« ”/usr/share/doc/cvs/html-info”

« ”/usr/share/doc/cvsbook”

- ”info cvs”

10.7.1 CVS FEEMEE

MTFMEER R RV src” ARIRLEE CVS FFEERRIEN, R staff ARMRERE CVs, XA URL H
HEIMR,

cd /var/lib; umask 002; mkdir cvs
export CVSROOT=/srv/cvs/project
cd $CVSROOT

chown root:src .

chmod 2775 .

cvs -d $CVSROOT init

cd CVSROOT

chown -R root:staff .

chmod 2775 .

touch val-tags

chmod 664 history val-tags
chown root:src history val-tags

H oK HHHEHHHHHE

N
{RE] ACY Z"$CVSROOT” BXA"root : staff” FHEEHINRIRE 7973775, X AI CARRGICIZFHIINE,
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10.7.2 ZAiifE Ccvs

ZKIABY CVS ZfEEEH”$CVSROOT” 18TE, N TFIFEII B FAHiAa)d9”$CVSROOT”,

$ export CVSROOT=/srv/cvs/project

10.7.3 £ pserver iZf2ifia] CVS

WFZ 2 H CVS BRS 20T LAIET pserver BRZZF”anonymous” Ik A iZFE Ri%ifie), #40, Debian MIGHABTELZEAS
73 webwml project B FE 42 H Debian alioth fR$ZHY CVS BRSB#HITLHIR, W T anS B AXREI A FiZiZ1A5E1%IH CVS
BER”$CVSROOT?,

$ export CVSROOT=:pserver:anonymous@anonscm.debian.org:/cvs/webwml
$ cvs login

=z
EE

Eh pserver RS WM K EHEARALEM, FUELRIERE KRS FEEREAN.

10.7.4 (£ ssh iZf2iAo CVS

MTERMNGSEHANREE “$CVS_RSH” F “$CVSROOT” TE, LALLSCIN{ER SSH 3EF214(a]IBRY Debian webwml
B FrfER/ CVS B,

$ export CVS_RSH=ssh
$ export CVSROOT=:ext:account@cvs.alioth.debian.org:/cvs/webwml

{RRTLAERS SSH MAEAIANE, XEEBEFRIZIZZD IR T.

10.7.5 {¥ CVS EAHFHE

U T ETREIE ~/path/to/modulel” B&12 T BUFTRIAS R B R,

$ mkdir -p ~/path/to/modulel; cd ~/path/to/modulel

BT AR INE"~/path/to/modulel” FHFRIIA R B R4,
ERINTHSRIEXHS AT CVS,

. }EHRE: "modulel”

- REFHIRE: "Main-branch” (BFENSZHRE)

- R#iR%: "Release-initial” (BATHERMREIRE )

$ cd ~/path/to/modulel
$ cvs import -m ”“Start modulel” modulel Main-branch Release-initial
$ rm -Rf . # optional



http://alioth.debian.org/projects/webwml/
http://alioth.debian.org/projects/webwml/
http://alioth.debian.org/projects/webwml/
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10.7.6 CVS TFEEF ISR

CVS AEBEEHAMEFMEXYG, RREASIMINEHRERE, Alt, ZEEBRNENERBREEM, FEEN
F»/srv/cvs/project” B9”modulel”, WFEHTHME—MIERMES, MNREEZMIESITUTEARPIREFRXF
,%;RO

# cd /srv/cvs/project

# chown -R root:src modulel
# chmod -R ug+rwX  modulel
# chmod 2775 modulel

10.7.7 CVS IT1Ex

XEBEF—/ cvs HE TIERIIEIF,
RUNF AT REZE”$CVSROOT” AR CVS INE EFrE e ARIIELR,

$ cvs rls
CVSROOT
modulel
module2

BRI T AR RZEH " modulel” ZIZIARIB R”. /modulel”,

$ cd ~/path/to
$ cvs co modulel
$ cd modulel

REEREEMNAS,
BI AN TR RNGSREENRT, HEABSFTERdiff -u [repository] [local]l”.
$ cvs diff -u

REMB ST T File_to_undo” XX, MEMBISIEE R FEY,
RUNFETRE CVS RRIBEIAE=Z"file_to_undo” X4,

$ cvs up -C file_to_undo

RINFARIEER THIAMIRE RMRTFE CVS,

$ cvs ci -m "Describe change”

U T RIZHRIN file_to_add” X2 CVS,

$ vi file_to_add
$ cvs add file_to_add
$ cvs ci -m "Added file_to_add”
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RINFFIREF CVS FHRIRFIRA,

$ cvs up -d

HibLAic filename” FFLRYIT, XEFREHRIINE,

BE” . #filename.version” FARZEHRIIED,

B <<<<<<<” FI7>>>>>>>" RRGARFIRENES.
FRE B RBRRR,
RUFErRRII— N &R fiRE"Re lease-17,

$ cvs ci -m ”"last commit for Release-1"
$ cvs tag Release-1

UL AR XX A,
BRI TP RBIR & 57X "Release-17,

$ cvs tag -d Release-1

BRI TFRRIEAZZEAEI CVS,

$ cvs ci -m "real last commit for Release-1"

RINTFFIRABEEH 7RI CVS EFHR HEAD EFiAIN"Re lease-1” KR,

$ cvs tag Release-1

U FAT7RMRelease-initial” iRZIERAIVIIG IR AP RIZ— NS B MMERZR"Re lease-initial-bugfixes”
n%, HIBEXHE|"~/path/to/old” BR,

$ cvs rtag -b -r Release-initial Release-initial-bugfixes modulel
$ cd ~/path/to

$ cvs co -r Release-initial-bugfixes -d old modulel

$ cd old

B
fEA"-D 2005-12-20" (ISO 8601 HHAIE) MAR"-r Release-initial” RIBEEMIEHBEND IS,

EETRBRANE Release-initial-bugfixes” ¥R AR Rt £ T1E,
B Release-initial-bugfixes” 7 ET1F.. ERIBEEHMAMAZIL S,
HECIEBMME RN, RANTARETEMAEL D ST LW XA EEDL,

$ cvs up -d



https://zh.wikipedia.org/wiki/ISO_8601
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BEECUFRERPR,
BRI T ARIERZEAE CVs,

$ cvs ci -m "checked into this branch”

RINFAIRERAN B RO ETORMRE, RRBRMERE (-A") FETNMERXBFI R (7-kk™,

$ cvs up -d -kk -A

BRI TFFRBE S Release-initial-bugfixes” DZFARNMERAXBEFT RIARAREH A B RN (WEH
ETFHEIRFTRA),

$ cvs up -d -kk -j Release-initial-bugfixes

FRYmEE 2R RABRIPR,
BINF AT RIEAZEAE CVs,

$ cvs ci -m "merged Release-initial-bugfixes”

3 (NG iNCFETELER

$cd ..

$ mv old old-modulel-bugfixes

$ tar -cvzf old-modulel-bugfixes.tar.gz old-modulel-bugfixes
$ rm -rf old-modulel-bugfixes

N
"cvs up” AR BEBSMER" - d” IEIR I B RA BT UAMER" - P IR MR H .

TN
{ReTBAEIEFZ30"cvs co modulel/subdir” XHEMFTIHELBHAR, KELH modulel” W— 1M FBEF.

‘I 1%BH
-n MK, ZE= M
-t BRovs @i BRIER

Table 10.14: {BFiEREM CVS &L E (AF cvs(1) BIFE—MED)

10.7.8 CVS HEHIIXH

AN T AT/REA tomor row” IEI, FLEESEI CVS RRIRIIX M.

$ cvs ex -D tomorrow module_name
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10.7.9 CVS HEIHE

RINFFIRIE CVS B (AARSS28) BRI mx” 1RIRF2,

export CVSROOT=/srv/cvs/project

cvs co CVSROOT/modules

cd CVSROOT

echo "mx -a modulel” >>modules

cvs ci -m "Now mx is an alias for modulel”
cvs release -d .

R A

BINTFER, 1REIBAM CVS & H"modulel” (B J: "mx”) " new” B &,

$ cvs co -d new mx
$ cd new

==
=)

ATHITERTRE, MEHESERXER,

10.7.10 HF cvS ZH BRI ITNL

SIRA CVS REHL AR, ENRATIRITIRZRER,

SHIRRMAM BRI filename” XFRXHEH, BTHRITRA RIEAT, &RI0TFARERENE CVS FEERINEX
AR PRSR A2 RIX (0] 2L,

# chmod ugo-x filename

10.8 Subversion

Subversion £ Git ZBIHIHIIRRIRAIZHIZR L, EEHME CVS Z/F. ERD CVS # Git FRIFREF 572 IIEE.

REE %K subversion, libapache2-mod-svn # subversion-tools B ERIEE Subversion fRZ 23,

10.8.1 Subversion FEENEE

subversion R ELEE RS BMNEIUFMEE, MR AFINEREFEER BRI ERTE"/srv/svn/project”,
i3 (IS AVASE N

# mkdir -p /srv/svn/project

TR0 T PRI T SR e

# svnadmin create /srv/svn/project
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10.8.2 @iT Apache2 fR%3 23155 Subversion

SRR ZA Apache2 B35 2317(8] Subversion 77, RRFRUM FAIRNEFEERIZNT www iRS BRI EH,

# chown -R www-data:www-data /srv/svn/project

f£7/etc/apache2/mods-available/dav_svn.conf” B0 GEUEER) 40 FEREIEKR SIFES B AR G)
FEEE.,

<Location /project>
DAV svn
SVNPath /srv/svn/project
AuthType Basic
AuthName ”Subversion repository”
AuthUserFile /etc/subversion/passwd
<LimitExcept GET PROPFIND OPTIONS REPORT>
Require valid-user
</LimitExcept>
</Location>

R T A REER<S IR P IMEX .

# htpasswd2 -c /etc/subversion/passwd some-username

EE Apache2,

iBid”http://localhost/project” #1”http://example.com/project” URL 3Kifio] svn(1) A9 Subversion 17
& (RIRIREY web ARS3 2889 URL A”http://example.com/”),

10.8.3 I%ZAZAiif (] Subversion

WTFATRGEIIAF4E, 9l project, BILAZAHIABIAY Subversion FFfiEEE,

# chmod 2775 /srv/svn/project
# chown -R root:src /srv/svn/project
# chmod -R ug+rwX /srv/svn/project

BTF project ARAM A PRI LAIAB]7E>file: ///localhost/srv/svn/project” 8 file:///srv/svn/project”
T svn(1) FB9FT Subversion T# &R, {RWMIIE"umask 002” FizfTi&UN svn, svnserve, svnlook 1 svnadmin &
<, RWRAFAIUAGE,

10.8.4 &id SSH iZFE1/|o) Subversion

FA P 4ART LA 18] 89 Subversion 7Z{iEERY URL Jg”example.com:/srv/svn/project”, ZF SSH ijjla], {REEUSTE
svn(1) FH”svn+ssh://example.com:/srv/svn/project” URL AlEIE,
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10.8.5 Subversion B R4

¥F Subversion 3Kik, FZIE EAZEIIN TR B RBIRIFH ER D ZIIRENRE.

————— modulel
| | -- branches
| | -- tags
[ | |-- release-1.0
| | ‘-- release-2.0
|
[ ‘-- trunk
| |-- filel
| |-- file2
[ ‘-- file3
I
‘-- module2
=N
RATER"svn copy .." e L RIFEHD ZHIRE, XHIR Subversion IERHRVICER X ARIIE KA LB T B 1714
=8,

10.8.6 {E Subversion EEA\—/FME

U FATREIE ~/path/to/modulel” B2 BUFTRIAS R B RKiw,

$ mkdir -p ~/path/to/modulel; cd ~/path/to/modulel
B ERINE)"~/path/to/modulel” FHIFFHY AR B R,
IBES AZI Subversion FIBHEF B THISE,

EIRZ: "modulel”

Subversion {ii & URL: ”file:///srv/svn/project”
Subversion H3%: "modulel/trunk”

Subversion #5%: “modulel/tags/Release-initial”

cd ~/path/to/modulel

svn import file:///srv/svn/project/modulel/trunk -m ”Start modulel”

svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release <«
-initial

& BB

&, WTAR.

$ svn import ~/path/to/modulel file:///srv/svn/project/modulel/trunk -m ”“Start modulel”
$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release «
-initial

BR
{REES A& http://.” F1"svn+ssh://. . .” XHERH URL RER"file:///..  URL,




Debian & Fift 2371274

10.8.7 Subversion T{E%

X EBLEH{ER Subversion R E[R4EZE i8R T {ERRA,

VI
git-svn G EIRHENE Fim BJLAYEA{ER git @< Y Subversion TYERII— N HIMERE, SWE 10.6.4
.

BB TR URL ”file:///srv/svn/project” $g[EH Subversion Il B A v] FRIER,

$ svn list file:///srv/svn/project
modulel
module2

AT ERRE94E H”modulel/trunk” E”modulel” B&,

$ cd ~/path/to
$ svn co file:///srv/svn/project/modulel/trunk modulel
$ cd modulel

REEREEMIAT.
BI AT RNGSREENRT, HEABSFTERdiff -u [repository] [local]l”.
$ svn diff

REMBESMIFA T file_to_undo” X, MEMSIEERZRITFH.,
U0 F Er~RIF Subversion FRRYTF/2EIAREE"file_to_undo” X,

$ svn revert file_to_undo

BRI T PIRBIEE R EH 7 HIAHR B R RTFE] Subversion,

$ svn ci -m "Describe change”

RN T ATRRIEIE file_to_add” XEFHEERNZE] Subversion,

$ vi file_to_add
$ svn add file_to_add
$ svn ci -m "Added file_to_add”

BT FrRE#i LYEFE D13 Subversion PAYRITIRA,

$ svn up
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HibLAc filename” FFLHIIT, XEREHRIINZE,

BEENXHHRRZ BRI, il filename.r6”, ”filename.r9” F#1”filename.mine” X4,
B <<<<<<<” FI7>>>>>>>" RRGHARMIRERER.

REERUERBRAE,

U TRl — N & finE"Release-17,

$ svn ci -m ”"last commit for Release-1"
$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release <+
-1

SR L5 AR XX A,
BN TR RBRAMDZ Release-1",

$ svn rm file:///srv/svn/project/modulel/tags/Release-1

U0 F BT R BeR T % A\ 2 Subversion,

$ svn ci -m "real last commit for Release-1”"

U0 T B /RTEERFAY Subversion EFRIEM EEFIRINEZH DX "Release-17,

$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release «+
-l

U FE/RE"modulel/tags/Release-initial” BEFEEMRYIRAER EBEIE— 1N i812H modulel/branche
HHsz, HIEEZHE"~/path/to/old” BE,

$ svn cp file:///srv/svn/project/modulel/tags/Release-initial file:///srv/svn/project/ «
modulel/branches/Release-initial-bugfixes

$ cd ~/path/to

$ svn co file:///srv/svn/project/modulel/branches/Release-initial-bugfixes old

$ cd old

RR
fEA"modulel/trunk@{2005-12-20}" (ISO 8601 HEAHE ) MAZE 'modulel/tags/Release-initial” 3k
BEHZEIZEHER B E,

EETFEIBMRARRelease-initial-bugfixes” 7 ZHIAHIE B R £ T,
JMBE7E"Release-initial-bugfixes” N LT1E... EEIBEHMAMAZILES X%,
BRI T ERES Bt ATELE S 2 EeRanays s

$ svn up



https://zh.wikipedia.org/wiki/ISO_8601
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BB R ARIR PR,
HIN T ETRIER TS Z A\ E Subversion,

$ svn ci -m "checked into this branch”

RINFFIRE# AN B R D ETFHIRIHRE,

$ svn switch file:///srv/svn/project/modulel/trunk

RNTATRBIE S Release-initial-bugfixes” DAV AIVKREFH AN E R (REAEFHIRIHIRA),

$ svn merge file:///srv/svn/project/modulel/branches/Release-initial-bugfixes

FYRiB RS RARIRIPIR,
U0 F R BER T % A\ 2 Subversion,

$ svn ci -m "merged Release-initial-bugfixes”

3 (NG imNCFETELER

$cd ..

$ mv old old-modulel-bugfixes

$ tar -cvzf old-modulel-bugfixes.tar.gz old-modulel-bugfixes
$ rm -rf old-modulel-bugfixes

"R
{REEEERMB http://. F'svn+ssh://. . .7 XHERE URL RER"file:///.. URL,

‘R
i@id"svn co file:///srv/svn/project/modulel/trunk/subdir modulel/subdir” &&<, REJLA
AZH modulel” —MNFEF.

TN AR
--dry-run MR, R B=M
-V ER svn jGaIRFAER

Table 10.15: {E1F/E=ERY Subversion AL IEIN (EARME R svn(1) IE—IMSE)
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Chapter 11

HIELR IR

TFHERXT Debian 24 LA AMBNEE TEREEXRETRNESR.

ETIENTER, RIEBFAN, EXXHNETRRERIER.

111 NAPEERHRTE

MTEXAFIEEIRTE,
wE8 RITE K\ xHEiE }%EH = —
] ] _ e H iconv(l) BAENES A E (locale ) Z[B]H
libc6 V:948,1:999 | 11401 | FF&E A IRADEEREE (ERHAY)
- FHRE +1 | NEESIME (locale) ZBIN ARIDEHREE
recode V4, 1:30 608 | 7 (SThaet, B2 RSN )

NE[iE= INE 8] g% F _E?}ﬁ""
konwert V:1, 1:58 123 | =R ?%Té“é}]:'? % (locale ) Z BRI AARIDFIRES
nkf V1, 11 346 e HEFHEME
tcs V-0, I:0 479 e FRAEENE
unaccent V-0, 1.0 29 FRE REEEFEN, EHNeHEINEESTET

L AL a :
tofrodos V:2,1:32 51 1T ;JE gg:séu) Onix IR fromdos()
. . = £ Macintosh #1 Unix Z [BIFIX A& 35!
macutils V:0, I:1 298 W17 frommac(1) 1 tomac(1)

11.1.1 A iconv ai L RIEIMRI A

Table 11.1: XALIRZF ML TREIIR

N

iconv(l) & libc6 GBI —ERH FH EHEFILAESE Unix RS LIEHRF IR,

{REETSIBIT YN T A& < F iconv(1) SRELHR X A LAY 4RED,

$ iconv -f encodingl -t encoding2 input.txt >output.txt



http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/recode
http://qa.debian.org/popcon-graph.php?packages=recode
http://packages.qa.debian.org/r/recode.html
http://packages.debian.org/sid/konwert
http://qa.debian.org/popcon-graph.php?packages=konwert
http://packages.qa.debian.org/k/konwert.html
http://packages.debian.org/sid/nkf
http://qa.debian.org/popcon-graph.php?packages=nkf
http://packages.qa.debian.org/n/nkf.html
http://packages.debian.org/sid/tcs
http://qa.debian.org/popcon-graph.php?packages=tcs
http://packages.qa.debian.org/t/tcs.html
http://packages.debian.org/sid/unaccent
http://qa.debian.org/popcon-graph.php?packages=unaccent
http://packages.qa.debian.org/u/unaccent.html
http://packages.debian.org/sid/tofrodos
http://qa.debian.org/popcon-graph.php?packages=tofrodos
http://packages.qa.debian.org/t/tofrodos.html
http://packages.debian.org/sid/macutils
http://qa.debian.org/popcon-graph.php?packages=macutils
http://packages.qa.debian.org/m/macutils.html
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mEa(E =53

ASCII ZEHEERBRINVERDE, 7UREBATEENS

UTF-8 BThBERREREAGNS G E

1SO-8859-1 [HRARRIESinE, ASCI+ Es

1SO-8859-2 [HOZRFRIESInE, ASCIL+ E5M S

1SO-8859-15 [HI R BT SRARRIES in/E (1SO-8859-1)

J— code page 850, AT EERRIES FIMEX DOS HBEFHNFA,
1SO-8859-1 HY TR

CP932 code page 932, H1& Microsoft Windows B9 Shift-JIS &K

CP936 code page 936, A TFEIARPXBIMIREIERANIER GB2312,
GBK B{#& GB18030 FJ T4k

CP949 code page 949, ATHBNRIRXEFERZNXIER EUC-KR &
Unified Hangul Code F9ZZ{A

CP950 code page 950, AT ERFXEIRIREERZAENIZR Bigs IR

CP1251 code page 1251, ATHAERFENMIREIERZNIERIIRIE

CP1252 code page 1252, AT AMIES NRERRERZXAIZE
1SO-8859-15 B4k

KOI8-R BTFAERFEIHEFEE UNIX fnE

1SO-2022-JP HXHHFRERE, RER 7 IFD

eucJP ZHHX UNIX #ER) 8 iiF T, #0 Shift-JIS TE2AIE

Shift-JIS H3Z JIS X 0208 P 1 #rE (E I CP932)

Table 11.2: fRIB{EFNHIEHVFIZR

RIBERAX/NEREEN, BRERKNZE “-" f1 “_", "IUERA “iconv -1" S EXRIFAIRG,

=z
R

—LREARISRIELR, TR ESTENE (F 841 ),

& ASCII #1 1SO-8859 X EHTFREFTNFMAE, FHEBNFHFE/LFENERE—H4EE,

NFSFHOFRAE, b, BFHEXEYIIS X 0213, SAFEASFTBIBE M Universal Character Set (UCS, Unicode,
1SO-10646-1) , B S MYRIZFH R F I ENTRF T EIE,

« BXH EUC #1 ISO/IEC 2022 (2 ##5 J9 JIS X 0202)

+ Unicode #9 UTF-8, UTF-16/UCS-2 #1 UTF-32/UCS-4 4%15

WFCA B, FREMNFHRILZEIRERENX,
WRLEHEN KM=, code page BRIF AFFFMIBRAVE XIFRER.

xR

HER, KEDRIGRAHLZF ASCI 19 7 (IFAFHIRERED, BB LIS, NRIFMBEBEFTIRE shift-JIS 4ri
BV, #BHUEMNANX CIESEFRHM URL #iE, B UTF-8 18T\, (RREEMCPI32" fF A BARAE shift-JIs”
RIGEIHAEEMLER : 0X5C - "\" # OX7E - "~". BN, XEFHIENL A BRFR.

B
recode(1) the] BE#E{EAF B NN E iconv(l), fromdos(l), todos(l), frommac(1l) #1 tomac(l) THEERILES, 18
BIREESER, BSN"info recode’,



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/ISO/IEC_8859-2
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_936
https://zh.wikipedia.org/wiki/GB2312
https://zh.wikipedia.org/wiki/GBK
https://zh.wikipedia.org/wiki/GB18030
https://zh.wikipedia.org/wiki/Code_page_949
https://zh.wikipedia.org/wiki/Extended_Unix_Code#EUC-KR
https://zh.wikipedia.org/wiki/Code_page_950
https://zh.wikipedia.org/wiki/Big5
https://zh.wikipedia.org/wiki/Windows-1251
https://zh.wikipedia.org/wiki/Windows-1252
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/KOI8-R
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ISO/IEC_8859
https://zh.wikipedia.org/wiki/字符编码
https://zh.wikipedia.org/wiki/JIS_X_0213
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-16/UCS-2
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
https://zh.wikipedia.org/wiki/Code_page
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11.1.2 Hiconv ENXHEARZE UTF-8 4Ri5
{REE BT I T 552 A iconv(l) SRIEE — N AX 2R UTE-8 4B,

$ iconv -f utf8 -t utf8 input.txt >/dev/null || echo ”"non-UTF-8 found”

VN
£ EEAIFIFHER"- -verbose” SEKRILEIZE— non-UTF-8 F1F,

11.1.3 {FH iconv &R HER
XER—NROIES, ER—BRT, BEENBERAZA TR XHEHG, EinRI UTF-S.

#1/bin/sh
ENCDN=1is0-8859-1
for x in *;
do
mv "$x” "$(echo "$x” | iconv -f $ENCDN -t utf-8)”
done

"$ENCDN” EEEX THEEMNRFRA T, XHREAWFRERG, IR 11.2.

SWFEMEZREMER, BERESRIZRISIES mount(8) RN (B 84.6 ) REHBEEEIENGINERE
(e, MELH—12KX), ER”cp -a” wSRENENEINRER HI—MER UTF-8 HHIIXHRE L,

11.1.4 RITHRAEHR

NAXHFREI, FHAlRITRE (R1TF) w3, BTaMirlt,

4= K '/"i' I -~ -~
T4 YT P D fﬁ;;ﬂ“ it 16 i#41
Debian (unix) LF N 10 0A
MSDOS #0 Windows | CR-LF AMAJ | 1310 0D 0A
F R FY Macintosh CR AM 13 0D

Table 11.3: NEFERNIRITHHIIR

WITIFEEIRFERT, fromdos(1), todos(1), frommac(1), 1 tomac(1), =HZH 5 {E. recode(1) L 2H B,

JES =
7£ Debian R4t ERI—LE403RE, 40 python-moinmoin #XHA-EHY wiki TIEEIE, £ MSDOS A#H) CR-LF 179
BTG, FRCA, EERVMUMNZ— BRI,

e
=

REB4YmiERS (EE¥0: vim, emacs, gedit, ---) BEFSIERRALIE MSDOS N HERVIRI TR X4,

VN
S FIEBE MSDOS # Unix NHFRIXH, K—EF| MSDOS #®RITHIHE, (EM"sed -e '/\r$/1s/$/\r/"" K&
todos(1) LE3X4F. (4N, TE(ER diff3(1) BER N MSDOS NI HF/E.) XZ2E ) todos LFTBERTTIEM CR.
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11.1.5 TAB 5

XEBH ik TAB KBHELT A,

IhgE bsdmainutils coreutils
EFRTT BR=E “col -x” expand
‘]ﬂ'f&12n;§§}ﬁ3\‘j$|]%f€ 5 5

( unexpand ) col -h unexpand

Table 11.4: bsdmainutils Fl coreutils BRI TF L TAB HIG ST

indent EH#Y indent(1) S EEWBEFIE N C FEFPHITIE,

30 vim F0 emacs XM IRB RG] A FRY B TAB, FAZ vim Kii, {REE2ZINFimAN":set expandtab”
7 :%retab” %KY B TAB, {REFJLARRIRFFMA %set noexpandtab” FI”:%retab” < RER.

11.1.6 FTHEBENEIRINEENRIERE

& vim XHEFRVIAE gedmiE 234X (4 = A8 = BE FRRY 7+ B RE WS SO IRAE (I bl R R CA AT IS AE TN, {RIZ7E 2 $5 UTF-8
mIDEVIZHI G LHE UTF-8 MR M ERX L RmIBRIRIRSRIFIIFRE M,

A latinl ( is0-8859-1) 4mAE7ZAERIIRPEERIBESHY Unix XANXH, “u-file.txt”, REETUWTFI/RIOA vim 2519
YmiE,

$ vim u-file.txt

XZERIEERNE Y vim BIX - 4wiE B ENie MG S ERES A2 UTF-8 wig, MREM T, MEREER latinl 4KiD,
BA latin2 (iso-8859-2 ) fRABTFAiEAYIRR=1E/Y Unix XAXH, “pu-file.txt”, BEBITUNFAT/RAVA vim 458,

$ vim '+e ++enc=latin2 pu-file.txt’

I eucJP fREZTZAERYIHHIBRY Unix XA, 7ju-file.txt”, BE@EILITFRAUA vim 4RiE,

$ vim ’"+e ++enc=eucJP ju-file.txt’

BARTIBRY shift-JIS w5 (BMtNEVIHIAER : CP932) f7fiERIIHH1E MS-Windows X AN, "jw-file.txt”, BEBTU
TErREIA vim 4RiE,

$ vim "+e ++enc=CP932 ++ff=dos jw-file.txt’

SH— XA vim FTARERHRFE B ++enc” FI7++F 17 N, 7 Vim ST W LS URBAFHEXHHFES
BERXMY, (FBE]ATE Vim S5 S1THREFMEX SR RER, flg, ~:w ++enc=utf8 new.txt”,

BEF vim EEFERPE mbyte.txt, ” BFTHXAEZS” MR 11.2RKF ++enc” ERNKMERNESE.
emacs FKIXHIFZFFRETS SLILEIHERIINAE,
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11.1.7 REE&AXRK

MTATRIEA web TTEFIBEHMMN AN H, S Web FRIZNECEE R TE web TTE M AL grep(1) BIEHH]
Unix XATEAR, TS BIEEEAI,

$ w3m -dump http://www.remote-site.com/help-info.html >textfile

B, (RETCAERI T AR T EMNE MR AR,

RHEE RITE NIES G IhgE

» » IS 3 4
w3m V:114,1:528 | 2303 | html - text ?; w3m -dump” FE HTML ¥t 0 XX ARITR
html2text V:13, .55 257 html  text SR HTML B[ A X FRIFEIRES (1S08859-1)

i) 9y AN Y s
lynx V:23, 1:107 1907 heml - text ngElynX -dump” A S8 HTML #X h X KGR
elinks VAL T:31 | 1583 | html - text ;H;;;%lﬁi”ks -dump” 85238 HTML 3£ 932 AEY
links V15, 1:44 | 2123 | html - text ;E;éi”ks -dump” 85 §E HIML 32{t A XX AEH
links2 V2, 1:16 5366 | html - text ;H,;;’%gi;ksz -dump” 85218 HTML 3%t 930 AEY
antiword V4, 1:13 623 MSWord - text, B& ¥ MSWord X EIZH 3 5% ps X5
catdoc V:56,1:106 | 675 MSWord — text, ¥, MSWord XFZIZE 3 A8} TeX &
pstotext V:2, I:5 126 ps/pdf - text | MK PostScript #1 PDF X FE S H XA
unhtml V-0, I:0 42 html - text K—" HTML X & EmRBRIFICIRE
odt2txt V2, 1.7 53 odt — text MBS R B AR BV

Table 11.5: AT IRENA XA FIEN T EYIR

11.1.8 SREFBIVECANETEIE
{RE] BB 90 F FTRBVRE R H BT SR IR,

11.2 XML U

¥ FBHRIEIES Extensible Markup Language (XML) @ —M4iriCiES, ATEBEMHUERIINHE,
£ XML.COM BENARE.

« 7 AR XML?”

« 7 fH 4R XSLT?”

7 {+ 42 XSL-FO?”

« ” ft AR XLink?”

11.2.1 XML HWEXRIER
XML MABRRGLER HTML. EAEBERI1ZEE— N2 MER, —MEEM XML R42 docbook-xs1 %k

“a, EXEFER,
F—1 XML XH4ER TERE XML BEBRFAA.



http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/html2text
http://qa.debian.org/popcon-graph.php?packages=html2text
http://packages.qa.debian.org/h/html2text.html
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
http://packages.qa.debian.org/l/lynx.html
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
http://packages.qa.debian.org/e/elinks.html
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
http://packages.qa.debian.org/l/links.html
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
http://packages.qa.debian.org/l/links2.html
http://packages.debian.org/sid/antiword
http://qa.debian.org/popcon-graph.php?packages=antiword
http://packages.qa.debian.org/a/antiword.html
http://packages.debian.org/sid/catdoc
http://qa.debian.org/popcon-graph.php?packages=catdoc
http://packages.qa.debian.org/c/catdoc.html
http://packages.debian.org/sid/pstotext
http://qa.debian.org/popcon-graph.php?packages=pstotext
http://packages.qa.debian.org/p/pstotext.html
http://packages.debian.org/sid/unhtml
http://qa.debian.org/popcon-graph.php?packages=unhtml
http://packages.qa.debian.org/u/unhtml.html
http://packages.debian.org/sid/odt2txt
http://qa.debian.org/popcon-graph.php?packages=odt2txt
http://packages.qa.debian.org/o/odt2txt.html
https://zh.wikipedia.org/wiki/XML
http://xml.com/
http://www.xml.com/pub/a/98/10/guide0.html
http://xml.com/pub/a/2000/08/holman/index.html
http://xml.com/pub/a/2002/03/20/xsl-fo.html
http://xml.com/pub/a/2000/09/xlink/index.html
https://zh.wikipedia.org/wiki/HTML
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LRESD] MITE K| xEEiE 15BA
F”:source
vim-runtime V:19,1:440 | 29056 | &= $VIMRUNTIME/syntax/html.vim” Vim Z&H<
H(CRAREE] HTML
cxref V:0, 1.0 1182 | c—html JK C #2F 3 Tatex #1 HTML E’J’#’s’?ﬁﬁgﬁ (CiEs
src2tex V:0, I:0 622 == BT ZRXIEE] TeX (CI1ES
, - EREREI A e = = HTML, XHTML,
source-highlight o, ., 2002 | B= LaTeX, Texinfo, ANSI Eiita %5 X FE5IF] DocBook X
% (C+H)
_— FZ EREI T E = o R
highlight Vi1, 116 1028 | == BTSRRI FES=ERE HTML,

XHTML, RTF, LaTeX, TeX or XSL-FO X, (C++)

text —» SN

gre V0, I:2 188 i AT R AREREELERLEE (Python)
txt2html V0, [:4 296 text — html XZAZ] HTML 5528 (Perl)

markdown V:0, I:7 57 text - html markdown XA 52 (X)HTML (Perl)
asciidoc I:14 80 text — any AsciiDoc X AN 2] XML/HTML (Python)
pandoc V:5, 1:38 115026 text—any BEHAFRICAE{LES (Haskell)

python-docutils | .o 1303 | 1752 | textoany | BHIXASRYE] XML (Python)

¥ {LXAZ] HTML, SGML, LaTeX, man page,

txtztags V0, L1 813 text ~any MoinMoin, Magic Point and PageMaker (Python)
udo V:0, 1.0 564 text - any BANXAXHERILIE (CES

stx2any V:0, 1.0 264 text — any AN AR E IR NRI SRR (md)
rest2web V:0, 1.0 527 text—html | EMAE] huml FIXFEFELEF (Python)

aft V:0, 1.0 235 text — any > BHARBIV IXHFESRE (Per)

yod1l V:0, I:0 615 text — any BMXEES TEXRLEXHF (CI1EBS)

sdf V:0, 1:0 1445 | text - any B BRI IHEITTES (Perl)

sisu V-0, I:0 5341 | text—any XFHHZHE, HERR. FEETEZE (Ruby)

Table 11.6: SRAXARIFENTRIIE



http://packages.debian.org/sid/vim-runtime
http://qa.debian.org/popcon-graph.php?packages=vim-runtime
http://packages.qa.debian.org/v/vim-runtime.html
http://packages.debian.org/sid/cxref
http://qa.debian.org/popcon-graph.php?packages=cxref
http://packages.qa.debian.org/c/cxref.html
http://packages.debian.org/sid/src2tex
http://qa.debian.org/popcon-graph.php?packages=src2tex
http://packages.qa.debian.org/s/src2tex.html
http://packages.debian.org/sid/source-highlight
http://qa.debian.org/popcon-graph.php?packages=source-highlight
http://packages.qa.debian.org/s/source-highlight.html
http://packages.debian.org/sid/highlight
http://qa.debian.org/popcon-graph.php?packages=highlight
http://packages.qa.debian.org/h/highlight.html
http://packages.debian.org/sid/grc
http://qa.debian.org/popcon-graph.php?packages=grc
http://packages.qa.debian.org/g/grc.html
http://packages.debian.org/sid/txt2html
http://qa.debian.org/popcon-graph.php?packages=txt2html
http://packages.qa.debian.org/t/txt2html.html
http://packages.debian.org/sid/markdown
http://qa.debian.org/popcon-graph.php?packages=markdown
http://packages.qa.debian.org/m/markdown.html
http://packages.debian.org/sid/asciidoc
http://qa.debian.org/popcon-graph.php?packages=asciidoc
http://packages.qa.debian.org/a/asciidoc.html
http://packages.debian.org/sid/pandoc
http://qa.debian.org/popcon-graph.php?packages=pandoc
http://packages.qa.debian.org/p/pandoc.html
http://packages.debian.org/sid/python-docutils
http://qa.debian.org/popcon-graph.php?packages=python-docutils
http://packages.qa.debian.org/p/python-docutils.html
http://packages.debian.org/sid/txt2tags
http://qa.debian.org/popcon-graph.php?packages=txt2tags
http://packages.qa.debian.org/t/txt2tags.html
http://packages.debian.org/sid/udo
http://qa.debian.org/popcon-graph.php?packages=udo
http://packages.qa.debian.org/u/udo.html
http://packages.debian.org/sid/stx2any
http://qa.debian.org/popcon-graph.php?packages=stx2any
http://packages.qa.debian.org/s/stx2any.html
http://packages.debian.org/sid/rest2web
http://qa.debian.org/popcon-graph.php?packages=rest2web
http://packages.qa.debian.org/r/rest2web.html
http://packages.debian.org/sid/aft
http://qa.debian.org/popcon-graph.php?packages=aft
http://packages.qa.debian.org/a/aft.html
http://packages.debian.org/sid/yodl
http://qa.debian.org/popcon-graph.php?packages=yodl
http://packages.qa.debian.org/y/yodl.html
http://packages.debian.org/sid/sdf
http://qa.debian.org/popcon-graph.php?packages=sdf
http://packages.qa.debian.org/s/sdf.html
http://packages.debian.org/sid/sisu
http://qa.debian.org/popcon-graph.php?packages=sisu
http://packages.qa.debian.org/s/sisu.html
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<?xml version="1.0" encoding="UTF-8"?>

XML TEHERIEEZR X TEHGINRC,

<name attribute="value”>content</name>

RBERZW XML TH, ERTEESIURC,

<name attribute="value”/>

F@ESFPAy attribute="value”” 27EHY,
XML EEAGERESRS, 2R TEAIRIC.

<!-- comment -->

ANETFEMIFE, XML ELERERNE TR B RERENL T IFN,

FIUE M SEIR S ESE
&quot; -1k
&apos; s
&lt; <:NFE
&gt; >: K5
&amp; &: &S

Table 11.7: XML FE X SERFIR

VAV
“<” 8 “&” TEETEREM (attributes ) ST (elements ) H{EH,

R
Y SGML XA P E XSEIF, tbil"&some-tag:”, HEFERANMIR, F—IMEXESEBEZHEN,
7E'<!ENTITY some-tag “entity value”>" BR/R.

¥

RE X

B
HEXML FER—HERE—IRZRBES (—LRIBFLANTEME ), EH Extensible Stylesheet Language
Transformations (XSLT) RE1#%E] F9h—4 XML, 22— MEAREERES.

11.2.2 XML &GI8

BIrZ2TEUATAIE XML X4, tbilii: sIH EF$UZRI1ES Extensible Stylesheet Language (XSL).

—BREIET —MNMFRIRMAA XML X, BEALEXiH, (RIMEIUER fTH BN RIES ¥ Extensible Stylesheet
Language Transformations (XSLT), ¥§E3&i&mIEAE,



https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/Extensible_Stylesheet_Language
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
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RG] ATE X | XEE 15 BR
docbook-xm1 I:513 2131 | xml DocBook BJ XML XHEEEFE X (DTD)
N =1 o 7
xsltproc V:15,1:114 | 154 xslt ;S,ég B fTREIERS (XML — XML, HTML, 530,
o fF XSLT ¥ DocBook XML A Ep) &k iE T
docbook-xs1l V:12,1:220 14998 | xml/xslt B XSL Rzt
xmlto V:2,1:32 126 xml/xslt f#F XSLT & XML R E[EERIRNAFEREE
dbtoepub V:0, I:1 71 xml/xslt DocBook XML Z.epub %%
V27 \‘ 0
dblatex V:6, 1:22 4648 | xml/xslt 527 XSLT 5 Docbook X fF3%3R75 DVI, PostScript
PDF 314
fop V:2,1:46 64 xml/xsl-fo 41k Docbook XML X {5 %] PDF

Table 11.8: XML T B%|&

BRI B R IES Extensible Stylesheet Language for Formatting Objects (XSL-FO) ZFR{E Hig XL 1R
RAER. fop REBLE Debian main BREZEH, ERTHKHE Java RIZTIES. LaTeX KIBEE RN XML {8 XSLT &£
B%, LaTeX 2GR EIE DVI, PostScript 1 PDF X 2= $TENRI S,

HF XML 2 #nE@ARICIBS Standard Generalized Markup Language (SGML)BY—/MNF£, AT 48 SGML B9y BT
B, hEem A2 XML, bl XA IBES FFSEIES Document Style Semantics and Specification Language (DSSSL).

eSS ATE XV | KB 1i8H
openjade V:3,1:46 988 dsssl ISO/IEC 10179:1996 #x/E DSSSL RbIEER (R FAY)
{&F DSSSL &3 DocBook XML Z &g L8,
docbook-dsssl V:1,1:32 2604 xml/dsssl B DSSSL #stE
DocBook XHFRIT EE, BIEFEA DSSSL A%k
docbook-utils Vi1, 1:22 281 xml/dsssl MEEIR (HTML, RTF, PS, man, PDF) i
docbook2* &%
sgm1l2x V:0, I:0 90 SGML/dsssl | SGML 1 XML {&F DSSSL # R\ RAI5E1REE

Table 11.9: DSSSL T B3I

=R
GNOME #Y yelp {E{F8Em8 A {ERE 1%EY DocBook XML X, XZERERIUMN X SRFELHAIELR,

11.2.3 XML #IEEEN

ERATENTGE, REBMAEEHRIVEE HTML 55 XML $#iE.

WFIE XML B9 HTML X, {RAE98453RE (10 XHTML, XHTML 22— MEY A ELRY XML 325, XHTML RE98 %4
XML T EAE.

—B@E3M XML £/, ETFIRCHATSE, (REEBER XSLT RARIEKIE.

11.3 HEhR

Unix EBY troff 2P RYIZHE AT&T KB &R, AJAKAMEREHR, MAERARCEFMIL

Donald Knuth & BREY Tex 2iEFE @ ANAVHENR TR 23LFR L8945/, &=¥IZ2H Leslie Lamport FF & B8 LaTex {15
B] AR A5 EIIR A Tex BUFEKINEE,



http://packages.debian.org/sid/docbook-xml
http://qa.debian.org/popcon-graph.php?packages=docbook-xml
http://packages.qa.debian.org/d/docbook-xml.html
http://packages.debian.org/sid/xsltproc
http://qa.debian.org/popcon-graph.php?packages=xsltproc
http://packages.qa.debian.org/x/xsltproc.html
http://packages.debian.org/sid/docbook-xsl
http://qa.debian.org/popcon-graph.php?packages=docbook-xsl
http://packages.qa.debian.org/d/docbook-xsl.html
http://packages.debian.org/sid/xmlto
http://qa.debian.org/popcon-graph.php?packages=xmlto
http://packages.qa.debian.org/x/xmlto.html
http://packages.debian.org/sid/dbtoepub
http://qa.debian.org/popcon-graph.php?packages=dbtoepub
http://packages.qa.debian.org/d/dbtoepub.html
http://packages.debian.org/sid/dblatex
http://qa.debian.org/popcon-graph.php?packages=dblatex
http://packages.qa.debian.org/d/dblatex.html
http://packages.debian.org/sid/fop
http://qa.debian.org/popcon-graph.php?packages=fop
http://packages.qa.debian.org/f/fop.html
https://zh.wikipedia.org/wiki/XSL_Formatting_Objects
https://zh.wikipedia.org/wiki/Java_(programming_language)
https://zh.wikipedia.org/wiki/SGML
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
http://packages.debian.org/sid/openjade
http://qa.debian.org/popcon-graph.php?packages=openjade
http://packages.qa.debian.org/o/openjade.html
http://packages.debian.org/sid/docbook-dsssl
http://qa.debian.org/popcon-graph.php?packages=docbook-dsssl
http://packages.qa.debian.org/d/docbook-dsssl.html
http://packages.debian.org/sid/docbook-utils
http://qa.debian.org/popcon-graph.php?packages=docbook-utils
http://packages.qa.debian.org/d/docbook-utils.html
http://packages.debian.org/sid/sgml2x
http://qa.debian.org/popcon-graph.php?packages=sgml2x
http://packages.qa.debian.org/s/sgml2x.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/DocBook
https://zh.wikipedia.org/wiki/Troff
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
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nREE RITE PNINRES 3] 156
. Vid 18 17 MSWord -~ | IAf8%X Word #8XE] HTML, LaTeX, S NEIXE
e {EAIHE Lz,
texizhtml V-0, I:9 1832 | texi— html JX Texinfo 2] HTML FY4E#REE
ﬁ
manzhtml V20, I:3 141 mﬂﬁﬂﬂ" M man FMTIZI HTML 9551558 (L1 CGI)
unrtf Vi, 4 145 rtf - html JXRTF 2] HTML ZHiE1REE
info2www V2, 1.4 156 info  html K GNU info 2] HTML F9%E#R288 (&5 CGI)
- el ;
0002dbk V0, 1 17 s - xl igg(épenofﬁce.org SXW 3Z#5%] DocBook XML B9%E
. WordPerfect | WordPerfect 5.0 1 5.1 X &2 TeX, LaTeX, troff,
wp2X V:0, I.0 215 =R GML #1 HTML
doclifter V:0, 1.0 446 troff — xml troff 2 DocBook XML FJEIREE
Table 11.10: XML BRIV T BE5&
RER MITE KAV | xHE 154 ER
. . o1 ﬁﬁﬁ xmlling(1) B XML &% 21T LE (BEEE, &
libxm12-utils V:21, 1:304 169 XmthtmlHXhT% g2t{L, IR, o)
tidy V2, 1:17 83 xml « html  xhfiTML 18516 EF1E s it
Table 11.11: XML E{ITENTHRIIR
RER mITE KAV | XHEiE L)z
texlive V:6, 1:64 69 (La)TeX FTFHERR. FTREEANFTENRY TeX R4t
groff V:5, 1:109 9389 | troff GNU troff X AL R R

Table 11.12: HEhR TERIFIFER



http://packages.debian.org/sid/wv
http://qa.debian.org/popcon-graph.php?packages=wv
http://packages.qa.debian.org/w/wv.html
http://packages.debian.org/sid/texi2html
http://qa.debian.org/popcon-graph.php?packages=texi2html
http://packages.qa.debian.org/t/texi2html.html
http://packages.debian.org/sid/man2html
http://qa.debian.org/popcon-graph.php?packages=man2html
http://packages.qa.debian.org/m/man2html.html
http://packages.debian.org/sid/unrtf
http://qa.debian.org/popcon-graph.php?packages=unrtf
http://packages.qa.debian.org/u/unrtf.html
http://packages.debian.org/sid/info2www
http://qa.debian.org/popcon-graph.php?packages=info2www
http://packages.qa.debian.org/i/info2www.html
http://packages.debian.org/sid/ooo2dbk
http://qa.debian.org/popcon-graph.php?packages=ooo2dbk
http://packages.qa.debian.org/o/ooo2dbk.html
http://packages.debian.org/sid/wp2x
http://qa.debian.org/popcon-graph.php?packages=wp2x
http://packages.qa.debian.org/w/wp2x.html
http://packages.debian.org/sid/doclifter
http://qa.debian.org/popcon-graph.php?packages=doclifter
http://packages.qa.debian.org/d/doclifter.html
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon-graph.php?packages=libxml2-utils
http://packages.qa.debian.org/libx/libxml2-utils.html
http://packages.debian.org/sid/tidy
http://qa.debian.org/popcon-graph.php?packages=tidy
http://packages.qa.debian.org/t/tidy.html
http://packages.debian.org/sid/texlive
http://qa.debian.org/popcon-graph.php?packages=texlive
http://packages.qa.debian.org/t/texlive.html
http://packages.debian.org/sid/groff
http://qa.debian.org/popcon-graph.php?packages=groff
http://packages.qa.debian.org/g/groff.html
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11.3.1 roff HERR

FHENX L, roff  Unix EEEMNNXKRLIERYG, S0 roff(7), groff(7), groff(1), grotty(1), troff(1), groff mdoc(7),
groff_man(7), groff_ms(7), groff_me(7), groff mm(7) #1”info groff~,

LRI grof f REBLAG, RGN -me” ZIESHMEEBRE — M A HIESFM, ERMIER"/usr/share/doc/groff/~,

N
"groff -Tascii -me -"#idHiTH ANSI % XBMAN A, WMRIFEE manpage WEHHBIFZH" F"_",
L (EAENRTHS"GROFF_NO_SGR=1 groff -Tascii -me -7,

R’
NRBEBRR groff EMBINXAX AR H F1"_", {£A"col -b -x" RKITIRE,

11.3.2 TeX/LaTeX

Tex Live SR T 28 TeX R4, texlive FTTEIRRZE TeX Live FHI—E5, ERERBNITHEES,
XEHFZEAM TeX l LaTeX HSEZEM,

* The teTeX HOWTO: The Linux-teTeX Local Guide

+ tex(1)

* latex(1)

+ texdoc(1)

+ texdoctk(1)

+ ”The TeXbook”, Y& Donald E. Knuth, (Addison-Wesley)

« ”LaTeX - A Document Preparation System”, fE& Leslie Lamport, (Addison-Wesley)

+ ”The LaTeX Companion”, fE# Goossens, Mittelbach, Samarin, (Addison-Wesley)

XRRBANHMIME, 112 SGML AERCEFHEREFRIETE, lyx REBRMER Lyx 7 texmacs RFE
IRHtAY GNU TeXmacs & %9 LaTeX {2t T IEE RN ERIFTILENFF1SAUmEEIFE, SAMIFS AR Emacs 1 Vim {FAHIR
g miE RS,

B ZHELRIRTFE,

« TEX Live Guide - TEX Live 2007 (”/usr/share/doc/texlive-doc-base/english/texlive-en/live.html”)
(texlive-doc-base B)

+ Latex/Lyx BJ— /MBI $55]
o {EH LaTeX #1TXFAIE
+ teTeX/LaTeX HYZAit FH 55|

UL EBEKRE, TeX BRI SHE, RUTFE”/etc/texmf/texmf . cnf” &N pool HIK/N (BHINIIRIE R SR
g2 /etc/texmf/texmf.d/95NonPath” H Hiz{T update-texmf(8)) SR{& & Itb[a] &,

R

"The TeXbook” f4 TeX JE#E B LA M http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex £ T #§, ULt
XHBETHERZHMEBNEES, BNRIEXXEFRE 7 215 10 T:ER T HERM \input manmac
\proofmodefalse”, FABIAF tex(1) SRALIBUEIZHE, FHBZIBINEMWXIXAFH (£F Donald E. Knuth B/
HithP) MARERTELRA, BRELRAFIFEIEBHLEFS] Tex MARFHIFF !



https://zh.wikipedia.org/wiki/Roff
https://zh.wikipedia.org/wiki/Macro_(computer_science)
https://zh.wikipedia.org/wiki/转义序列
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://www.tldp.org/HOWTO/TeTeX-HOWTO.html
https://zh.wikipedia.org/wiki/Standard_Generalized_Markup_Language
https://zh.wikipedia.org/wiki/Lyx
https://zh.wikipedia.org/wiki/GNU_TeXmacs
https://zh.wikipedia.org/wiki/LaTeX
https://zh.wikipedia.org/wiki/WYSIWYG
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Vim_(text_editor)
http://www.stat.rice.edu/~helpdesk/howto/lyxguide.html
http://www-h.eng.cam.ac.uk/help/tpl/textprocessing/latex_basic/latex_basic.html
http://supportweb.cs.bham.ac.uk/documentation/LaTeX/lguide/local-guide/local-guide.html
http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex
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11.3.3 EXMFTENFMDT

REEBRAN T ER— e S ETEIN LIR=ATENFMIT.

$ man -Tps some_manpage | lpr

11.3.4 tIEFHmn

RERL wroff #FANEFAMIT (manpage ) ATEERY, XEXRE—LIHEIMEF A TLIZFMIL,

RG] ITE NIES G 1B

docbook-to-man | V:0,1:16 187 ;Gﬁ%%{ AT X DocBook SGML 2 roff FARTIZHE S HIE 5
help2man V:0, 1:10 464 | g™ | BT help SRENERFMANTE
info2man V:0, 1:0 134 ggﬂ:ﬁma“ %3 GNU info 3] POD 5, F i} T1H05515 28
txt2man Vi, I11 65 | mpm | IBEEE ASCI XA DFHTUER

Table 11.13: SIFEFMIIMNTEIIR

11.4 OJENRIAVELIE

7£ Debian Z 4R, BI$TENRIEUIE R PostScript #£ VY, 3T F3E PostScript FTEN#, &@F Unix $TEN&R 4 (CUPS) (£
Ghostscript fE R E 5 & b IR Iz 7,

11.4.1 Ghostscript

RLIE BT ENRIBYEIBAYAZ IO R Ghostscript PostScript fEF28, EREB LR HEIER,

KB Artifex FIEHT_Li5 Ghostscript 34 BLRIFR] M AFPL 6% GPL, HEAXHHIREFHIRA, HREH 7 &Y ESP
ARABIEZZZ, 590 CUPS 8.60 hix A4S,

RHEE TATE XAV ] RER

ghostscript V:151,1:672 | 219 GPL Ghostscript PostScript/PDF f#F% 25
ghostscript-x V:28, 1:73 211 GPL Ghostscript PostScript/PDF f#f5z3-X ER 15
libpoppler74 V:26, 1:61 3330 | PDF ;B#FE (xpdf PDF JGERHIN <)
Libpoppler-glibgl y ., 1500 | 447 | PDFERE (ETF Glib HEZE)
poppler-data V:106, 1:666 | 12219 | FF PDF JEZFERJ CMaps (CJK Z#F: Adobe-*)

Table 11.14: Ghostscript PostScript f#FE 28713

N
"gs -h” BEfZ B 7R Ghostscript WEEEER.



https://zh.wikipedia.org/wiki/Troff
http://packages.debian.org/sid/docbook-to-man
http://qa.debian.org/popcon-graph.php?packages=docbook-to-man
http://packages.qa.debian.org/d/docbook-to-man.html
http://packages.debian.org/sid/help2man
http://qa.debian.org/popcon-graph.php?packages=help2man
http://packages.qa.debian.org/h/help2man.html
http://packages.debian.org/sid/info2man
http://qa.debian.org/popcon-graph.php?packages=info2man
http://packages.qa.debian.org/i/info2man.html
http://packages.debian.org/sid/txt2man
http://qa.debian.org/popcon-graph.php?packages=txt2man
http://packages.qa.debian.org/t/txt2man.html
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/ghostscript
http://qa.debian.org/popcon-graph.php?packages=ghostscript
http://packages.qa.debian.org/g/ghostscript.html
https://zh.wikipedia.org/wiki/Ghostscript
http://packages.debian.org/sid/ghostscript-x
http://qa.debian.org/popcon-graph.php?packages=ghostscript-x
http://packages.qa.debian.org/g/ghostscript-x.html
http://packages.debian.org/sid/libpoppler74
http://qa.debian.org/popcon-graph.php?packages=libpoppler74
http://packages.qa.debian.org/libp/libpoppler74.html
http://packages.debian.org/sid/libpoppler-glib8
http://qa.debian.org/popcon-graph.php?packages=libpoppler-glib8
http://packages.qa.debian.org/libp/libpoppler-glib8.html
http://packages.debian.org/sid/poppler-data
http://qa.debian.org/popcon-graph.php?packages=poppler-data
http://packages.qa.debian.org/p/poppler-data.html
https://zh.wikipedia.org/wiki/CJK_characters
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11.4.2 EHEA PS 5 PDF X

{REETS(EF Ghostscript FFHY gs(1) SREFE A PostScript(PS) S RI BB 140 (PDF ) X4,

$ gs -g -dNOPAUSE -dBATCH -sSDEVICE=pswrite -sOutputFile=bla.ps -f fool.ps foo2.ps
$ gs -q -dNOPAUSE -dBATCH -sDEVICE=pdfwrite -sOutputFile=bla.pdf -f fool.pdf foo2.pdf

==
R

PDF BAERI MBTARIEIRIFVEEEN, EXRLEFTHE —LHIMFHNT BIEYE T PS 181,

R
WFERLITHRIL, psmerge(l) F psutils BHEMGLSERIE PostScript X Z2EEREM, pdftk BHH
pdftk(1) 7EALIE PDF XHSRIRHER R RIF BN,

11.4.3 RIEFEIRIFIEN TR
WMT 2AIETENRISEN TRSIR,

RHE TR WNNES i L]
e ] ] pdf - ps,text, | PDF TH: pdftops, pdfinfo, pdfimages,
poppler-utils V:48, 1:476 592 pdftotext, pdffonts
psutils V:8,1:158 219 ps — ps PostScript X &R T H
poster V:0, .6 49 pSs — ps H PostScript TIHITE R ELER
- 3| 1 ]
enscript VL 24 o111 | text—ps, 2744 ASCII X AZ] PostScript, HTML, RTF &%,
html, rtf Pretty-Print
" {ERISIAE] PostScript’ FV3EHk B FEHERHEI R
2 2, 1:21 2 - O
azps V:2, 3620 text - ps SEHFTENRS R
pdftk V:8, 1:58 3873 | pdf - pdf PDF X555 T H: pdftk
htm12ps V.0, I:4 249 html - ps K HTML Z PostScript FI5% 1238
gnuhtml2latex V0, I:1 27 html - latex | K html Z] latex B95%E#R23
o ¥ LaTeX SXHHETBERR Microsoft Word 1ZEXHY
latex2rtf V:0, I.7 478 latex — rtf RTF A& 2t HSTRY
5 )| i (
ps2eps V:5, 1:105 o4 DS eps é}l;{)%sﬁtSCnpt Z EPS ( Encapsulated PostScript ) FJ
ezps V:0, I:0 112 text - ps 58 H X mhd 2 F5HI XA E PostScript ¥ 1R28
impose+ V0, I:1 180 ps - ps PostScript TE
. . E=FTEMF 28R/ ( C, C++, Java, Pascal, Perl,
trueprint V:0, 10 138 text—ps Pike, Sh, #[I Verilog ) 2!l PostScript, (C iB%)
pdf2svg V:0, I:4 26 ps — svg PDF Z[e] AR ERFZIE R TRES
pdftoipe V:0, 1.0 62 ps - ipe JXPDF Z[ IPE ‘s XML 18R 45 TR 2R

Table 11.15: & IBRJENRIEIRM T EYIR

11.4.4 FH CUPS #TEfl

Unix JBAITENRLE (CUPS ) AR Ip(1) # Ipr(1) SRS ERRHE T B E I TENERIREAIIE,
{RE] LAERR R 9as < R —/NRETED 3 (B RITTIBAISIE,



https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Portable_Document_Format
https://zh.wikipedia.org/wiki/Portable_Document_Format
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/poppler-utils
http://qa.debian.org/popcon-graph.php?packages=poppler-utils
http://packages.qa.debian.org/p/poppler-utils.html
http://packages.debian.org/sid/psutils
http://qa.debian.org/popcon-graph.php?packages=psutils
http://packages.qa.debian.org/p/psutils.html
http://packages.debian.org/sid/poster
http://qa.debian.org/popcon-graph.php?packages=poster
http://packages.qa.debian.org/p/poster.html
http://packages.debian.org/sid/enscript
http://qa.debian.org/popcon-graph.php?packages=enscript
http://packages.qa.debian.org/e/enscript.html
http://packages.debian.org/sid/a2ps
http://qa.debian.org/popcon-graph.php?packages=a2ps
http://packages.qa.debian.org/a/a2ps.html
http://packages.debian.org/sid/pdftk
http://qa.debian.org/popcon-graph.php?packages=pdftk
http://packages.qa.debian.org/p/pdftk.html
http://packages.debian.org/sid/html2ps
http://qa.debian.org/popcon-graph.php?packages=html2ps
http://packages.qa.debian.org/h/html2ps.html
http://packages.debian.org/sid/gnuhtml2latex
http://qa.debian.org/popcon-graph.php?packages=gnuhtml2latex
http://packages.qa.debian.org/g/gnuhtml2latex.html
http://packages.debian.org/sid/latex2rtf
http://qa.debian.org/popcon-graph.php?packages=latex2rtf
http://packages.qa.debian.org/l/latex2rtf.html
http://packages.debian.org/sid/ps2eps
http://qa.debian.org/popcon-graph.php?packages=ps2eps
http://packages.qa.debian.org/p/ps2eps.html
http://packages.debian.org/sid/e2ps
http://qa.debian.org/popcon-graph.php?packages=e2ps
http://packages.qa.debian.org/e/e2ps.html
http://packages.debian.org/sid/impose+
http://qa.debian.org/popcon-graph.php?packages=impose+
http://packages.qa.debian.org/i/impose+.html
http://packages.debian.org/sid/trueprint
http://qa.debian.org/popcon-graph.php?packages=trueprint
http://packages.qa.debian.org/t/trueprint.html
http://packages.debian.org/sid/pdf2svg
http://qa.debian.org/popcon-graph.php?packages=pdf2svg
http://packages.qa.debian.org/p/pdf2svg.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/pdftoipe
http://qa.debian.org/popcon-graph.php?packages=pdftoipe
http://packages.qa.debian.org/p/pdftoipe.html
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
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$ Ip -n 3 -0 Collate=True filename

$ 1lpr -#3 -0 Collate=True filename

{REETSIBIT -0 number-up=2”,”-0 page-set=even”,”-o page-set=odd”,”-o scaling=200”,”-0 natural-sc

FSTEMWLETURZ — P E I TENVURIF, FEBISHES Was S 1THTENFIEIR,

11.5 HREEIEEE IR

FOUERAHERAE IRIR - B IR T FRIARIK,

0nEe mATE K| XEE 15 BA
sharutils V:6, 1:85 1389 i Es shar(1), unshar(1), uuencode(1), uudecode(1)
mpack V:2,1:23 91 MIME YRIZFIRERS MIME {52 mpack(1) F1 munpack(1)

8 MIME Bff#5 &8 application/ms-tnef”, ZIZI\

tnef V6, I:11 98 ms-tnef 1 AR R
uudeview V:0, I:5 101 BB AR TR wwencode xxencode,

BASE64, quoted printable F BinHex

Table 11.16: BEITF M4 EIBIEIRBVR G BIIR

R’
MRIREZ Fime] CAECE (£ IMAPA AR5528, SEXRER RPN FRA 4 (IMAP4) BR$58:8 (0% 6.7 ) FIMA
FRIEER N EBEMF R AEEB LR,

11.5.1 MR BUEER

HR 4 (SMTP) BB ZEEZWRFI A 7 MU BURFI, Z#HEIEIEFN 8 A1 X A EHE(E A Multipurpose Internet Mail Extensions
(MIME) B EXM 2 FIZER A4 R FIERHNFAERBE 7 (48X, (B0E 8.4.1 ).

FRERBRMETZAEE VR mbox, EE2MIE RFC2822 (F RFC822 E#) KAIAE. 2 mbox(5) (H mutt B IEHL).
WFRGMES, HTF8 B4 8 iIlFF, "Content-Transfer-Encoding: quoted-printable” il ISO-8859-1 F
HEBEWE TR INRIN X A B W YRED J UTF-8, HF/LELR 7 U E, f£A "Content -Transfer-Encoding:
quoted-printable” hE2&iEH,

WFHIE, E4H Content-Type: text/plain; charset=IS0-2022-JP” @& # A FHRESRIRIT AL 7 (L,
BERENMRARKE R EEANIER TER Shift-JIS K& XM, MRBIBXARZA UTF-8 43, HTFEB1FZ 8
I EE, {FF Base6d BH1EN, HEIMES HEEMIER,

pEF=1
WERARAYAE Unix BBEEBUEET LB E — N E &0 IMAP4 BREZiBRHIIE Debian EFIHSE], (RE]IEEIEITIRE
IMAP4 BRSZSRIGHBE LR H, (BIE 6.7 ).

==}
MRIFERETHRHFERN, F—TIEENBINE mbox BIELIREF, & mutt(l) X B INEERNE P IRTZF T
BRI STRIX SEIRIF,

{ReTBA{E A procmail(1) 0 formail(1) 3EEBFE RS 73 FH A% & — STHBEF.
B EETSEAR A mpack A EIRY munpack(l) < (EEHFHTE ) XKikE MIME HIEAE,



http://localhost:631/help/options.html
http://packages.debian.org/sid/sharutils
http://qa.debian.org/popcon-graph.php?packages=sharutils
http://packages.qa.debian.org/s/sharutils.html
http://packages.debian.org/sid/mpack
http://qa.debian.org/popcon-graph.php?packages=mpack
http://packages.qa.debian.org/m/mpack.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/tnef
http://qa.debian.org/popcon-graph.php?packages=tnef
http://packages.qa.debian.org/t/tnef.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/uudeview
http://qa.debian.org/popcon-graph.php?packages=uudeview
http://packages.qa.debian.org/u/uudeview.html
https://zh.wikipedia.org/wiki/Uuencoding
https://zh.wikipedia.org/wiki/Xxencode
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Quoted-printable
https://zh.wikipedia.org/wiki/BinHex
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc2822
https://zh.wikipedia.org/wiki/Base64

Debian & Fift 253 /274

11.6 BRI E

MTFRRTERAIESGR, HENEENTAS,

R
£ aptitude(8) (&EZE 2.2.6 T7) PFHEMNRAR ~Gworks-with: :image” REHEZSMEKITE,

BAR gimp(1) IHEMNERREEFRIEEEAN, B imagemagick(l) XHMNHLTTEEAMNEEMLAIERER
B = RABE A,

SRR _E RIS EAEN B ER R PT S IREEMSR SR TU(EXIF), iXMIETVEAE JPEG BIRSXHE TN LRI — LT BIRIRE,
EEEBRFEMBEA. HEFENIZENES.

The Lempel-Ziv-Welch (LZW) ZIFIBEBENEEITHA T, EA LZW E4H 0 BREREEI (GIF) TEIE]
BA7E Debian R FBEHERT.

R’
R B R BIE R R BEN ST AR T BAZE Linux LilBid USB 751N R TIE, BN EBIEHEIX
HREZTNFEER FAT XERE, 5% 10.1.7 7,

11.7 AEMEMIEERTE

XEFZ Hit AT RIELRIN TR, 7 aptitude(8) (BE5F 2.26 T ) BAIEMNRIAIN"~Guse: :converting”” kK
EHNTRIREE,

{REENSEIT N T A5 < M RPM A8 AY B IR BY AR,

$ rpm2cpio file.src.rpm | cpio --extract



https://zh.wikipedia.org/wiki/Exchangeable_image_file_format
https://zh.wikipedia.org/wiki/JPEG
https://zh.wikipedia.org/wiki/Lempel-Ziv-Welch
https://zh.wikipedia.org/wiki/Graphics_Interchange_Format
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/File_Allocation_Table
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eSO ATE NS5 1ER
gimp V:86, 1:491 | 17769 | B (i) | GNU B EERERF
imagemagick V49, 1:552 | 207 B (fIE) | EERERER
graphicsmagick | V:6,1:17 5158 | Bz (ilE) | B&RIEERF (imagemagick JRZE HKE)
L e 7 SANE FET GTK+ HaiimEZ R m GRS,
: : =2 e
xsane V:20,1:192 | 909 B (hIE ) R EEET)
netpbm V:28,1:554 | 4302 | B (uE) | BFRENERIE
. . o . S Windows FSFIAIRFEL R PNG 183X, HE
icoutils V:12,1:148 192 png « ico(bitma PNG F&ZUE51L 0 SIERE R (favicon.ico)
scribus V:5, 1:28 19090 | PPAISVE! | ibus DTP ttg s
Uibreoffice-dray ..,0 1469 | 9896 ;g’ (X | LibreOffice DAEH-2E
=2
inkscape V:153, 1:336 | 77572 *g/ (X | sve (ARHBEBER) HES
dia V:20,1:39 | 3916 ;g’ (X | mzmEs (oo
- " . ﬁg ( % [A2] '/, 7‘: = - £ 7|'RIE
xfig V:10, I:18 1792 | g ) EERRE T, XREANEREGEIHE
. . ps/pdf — image(FostScript 7 PDF X421 7] JmiE Kk E I H5E R
pstoedit V:6, 1:196 984 2) 22 (SVG)
Libwmf-bin Vi1, 1341 | 104 g)“dowy mage( dows T (% R EFIE) IR TA
fig2sxd V20, 1:0 149 fjif)* AR | gy XFig ST H OpenOffice.org 42 EF&T
unpaper V2, .17 453 image — image] [5%CIE OCR AEIIH T HE
tesseract-ocr V-5, I:31 1044 | image-text | =T BRIl OCR 3|ZM%%E OCR E
tesseract-ocr-erg, . OCR 3ZEIE: AT EX AR tesseract-ocr 185
:32 4032 image — text Sy
gocr Vi1, 1:20 477 image - text | 5% OCR
ocrad Vi1, 1.6 299 image . text | 2% OCR &
eog V:90,1:307 | 11254 | Ef& (Exif) | Eye of GNOME BN LT
gthumb V:13, 1:24 3364 | B (Exif) | EI&Iaes ( GNOME )
geeqie V:13,1:23 1990 | Ef& (Exif) | ETF GTK+ FEIBNEES
shotwell V:19,1:205 | 6635 | EIf& (Exif) | ISR E1E2E (GNOME )
gtkam V:0, I:6 1154 | BElf&® (Exif) | ABRBEENFRES BIERIN A (GTK+)
gphoto2 V:1, I:13 961 ElfR (Exif) | gphoto2 RERHZ 117‘3‘18’3% EREENNIE
gwenview Vv:32,1:104 | 11261 | B (Exif)y | EIRMI%E (KDE)
kamera [:104 748 Elf& (Exify | KDE ERVZFEFEEHENBNERG
digikam V:3,1:16 3639 | Elf& (Exify | T KDE KA ENRFEREENA
exiv2 V:4,1:60 239 Elf& (Exify | EXIF/IPTC JTRIERIETH
exiftran V:2,1:25 71 El%& (Exif) R ERS EEAENLAT jpeg BIBRIRT
jhead Vi1, 112 105 | EMK (Exif) ;%I.Effﬂ JPEG CfF (BBRALEFR) B Exif Y
exif V1, 12 238 Bl (Exif)y | E/R JPEG XHHH EXIF EEMNGSTLE
exiftags V0, I:4 288 El®& (Exif) | AAEXRGAENIRT JPEG XF1ZEY Exif SR ISEH T E
exifprobe V0, I:3 490 Ef®& (Exif) | AEBEEFR PIZBCoRE
: 74y
deraw V2,123 | 384 g;*gﬁf“ RO R A M BB AR E
findimagedupes | V:0, I:1 79 image — ﬁngerpr}ﬁélﬁfﬁﬂlﬂ
ale V:0, 1.0 753 image — image| & FF[E ZANR REATEIEDE
imageindex V:0, 1.0 144 image(Exif) —~ hAEIFZ R ETEFRES HTML ElE
outguess V0, I:2 216 jpeg,png 1B FIRY Steganographic TH
Tibrecad V:10, 1:18 7929 | DXF CAD BiE%miE2: (KDE)
blend, TIFF, o —
. . y ) - f o oo
blender Vi4, 1:34 106780 VRML, -+ FTohEry 3D fmigas
mm3d V:0, 1:0 4047 gff‘?’_ _Obj’ ETF OpenGL ] 3D 1&R 474528
open-font-desigr -I%)olklt 10 {tf, ps, -+ AT ARG E
fontforge V.0, 1.9 91 ttf, ps, - FF PS, TrueType #0 OpenType R 1A JmE 25
= £ VB3 =15 Wily
xgridfit V-0, 1:0 876 f FT TrueType F&R) WMIBHISFINFERRZA B

3k



http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/graphicsmagick
http://qa.debian.org/popcon-graph.php?packages=graphicsmagick
http://packages.qa.debian.org/g/graphicsmagick.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/netpbm
http://qa.debian.org/popcon-graph.php?packages=netpbm
http://packages.qa.debian.org/n/netpbm.html
http://packages.debian.org/sid/icoutils
http://qa.debian.org/popcon-graph.php?packages=icoutils
http://packages.qa.debian.org/i/icoutils.html
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/Favicon
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
http://packages.qa.debian.org/s/scribus.html
https://zh.wikipedia.org/wiki/Scribus
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
http://packages.qa.debian.org/i/inkscape.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/xfig
http://qa.debian.org/popcon-graph.php?packages=xfig
http://packages.qa.debian.org/x/xfig.html
http://packages.debian.org/sid/pstoedit
http://qa.debian.org/popcon-graph.php?packages=pstoedit
http://packages.qa.debian.org/p/pstoedit.html
http://packages.debian.org/sid/libwmf-bin
http://qa.debian.org/popcon-graph.php?packages=libwmf-bin
http://packages.qa.debian.org/libw/libwmf-bin.html
http://packages.debian.org/sid/fig2sxd
http://qa.debian.org/popcon-graph.php?packages=fig2sxd
http://packages.qa.debian.org/f/fig2sxd.html
http://packages.debian.org/sid/unpaper
http://qa.debian.org/popcon-graph.php?packages=unpaper
http://packages.qa.debian.org/u/unpaper.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr
http://packages.qa.debian.org/t/tesseract-ocr.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr-eng
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr-eng
http://packages.qa.debian.org/t/tesseract-ocr-eng.html
http://packages.debian.org/sid/gocr
http://qa.debian.org/popcon-graph.php?packages=gocr
http://packages.qa.debian.org/g/gocr.html
http://packages.debian.org/sid/ocrad
http://qa.debian.org/popcon-graph.php?packages=ocrad
http://packages.qa.debian.org/o/ocrad.html
http://packages.debian.org/sid/eog
http://qa.debian.org/popcon-graph.php?packages=eog
http://packages.qa.debian.org/e/eog.html
http://packages.debian.org/sid/gthumb
http://qa.debian.org/popcon-graph.php?packages=gthumb
http://packages.qa.debian.org/g/gthumb.html
http://packages.debian.org/sid/geeqie
http://qa.debian.org/popcon-graph.php?packages=geeqie
http://packages.qa.debian.org/g/geeqie.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/gtkam
http://qa.debian.org/popcon-graph.php?packages=gtkam
http://packages.qa.debian.org/g/gtkam.html
http://packages.debian.org/sid/gphoto2
http://qa.debian.org/popcon-graph.php?packages=gphoto2
http://packages.qa.debian.org/g/gphoto2.html
http://packages.debian.org/sid/gwenview
http://qa.debian.org/popcon-graph.php?packages=gwenview
http://packages.qa.debian.org/g/gwenview.html
http://packages.debian.org/sid/kamera
http://qa.debian.org/popcon-graph.php?packages=kamera
http://packages.qa.debian.org/k/kamera.html
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
http://packages.qa.debian.org/d/digikam.html
http://packages.debian.org/sid/exiv2
http://qa.debian.org/popcon-graph.php?packages=exiv2
http://packages.qa.debian.org/e/exiv2.html
http://packages.debian.org/sid/exiftran
http://qa.debian.org/popcon-graph.php?packages=exiftran
http://packages.qa.debian.org/e/exiftran.html
http://packages.debian.org/sid/jhead
http://qa.debian.org/popcon-graph.php?packages=jhead
http://packages.qa.debian.org/j/jhead.html
http://packages.debian.org/sid/exif
http://qa.debian.org/popcon-graph.php?packages=exif
http://packages.qa.debian.org/e/exif.html
http://packages.debian.org/sid/exiftags
http://qa.debian.org/popcon-graph.php?packages=exiftags
http://packages.qa.debian.org/e/exiftags.html
http://packages.debian.org/sid/exifprobe
http://qa.debian.org/popcon-graph.php?packages=exifprobe
http://packages.qa.debian.org/e/exifprobe.html
http://packages.debian.org/sid/dcraw
http://qa.debian.org/popcon-graph.php?packages=dcraw
http://packages.qa.debian.org/d/dcraw.html
http://packages.debian.org/sid/findimagedupes
http://qa.debian.org/popcon-graph.php?packages=findimagedupes
http://packages.qa.debian.org/f/findimagedupes.html
http://packages.debian.org/sid/ale
http://qa.debian.org/popcon-graph.php?packages=ale
http://packages.qa.debian.org/a/ale.html
http://packages.debian.org/sid/imageindex
http://qa.debian.org/popcon-graph.php?packages=imageindex
http://packages.qa.debian.org/i/imageindex.html
http://packages.debian.org/sid/outguess
http://qa.debian.org/popcon-graph.php?packages=outguess
http://packages.qa.debian.org/o/outguess.html
https://zh.wikipedia.org/wiki/Steganography
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
http://packages.qa.debian.org/libr/librecad.html
http://packages.debian.org/sid/blender
http://qa.debian.org/popcon-graph.php?packages=blender
http://packages.qa.debian.org/b/blender.html
http://packages.debian.org/sid/mm3d
http://qa.debian.org/popcon-graph.php?packages=mm3d
http://packages.qa.debian.org/m/mm3d.html
http://packages.debian.org/sid/open-font-design-toolkit
http://qa.debian.org/popcon-graph.php?packages=open-font-design-toolkit
http://packages.qa.debian.org/o/open-font-design-toolkit.html
http://packages.debian.org/sid/fontforge
http://qa.debian.org/popcon-graph.php?packages=fontforge
http://packages.qa.debian.org/f/fontforge.html
http://packages.debian.org/sid/xgridfit
http://qa.debian.org/popcon-graph.php?packages=xgridfit
http://packages.qa.debian.org/x/xgridfit.html
https://zh.wikipedia.org/wiki/Hinting
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RG] ATE X | XEiE 1B
alien V:3, I:51 166 rpm/tgz —deb | FEANKEVIRGFEL4EHR 7 Debian &

D) ) N /=1 — R
freepwing V-0, 1:0 421 | EB-EPWING iﬁﬁgﬁlgfgﬁg% )zﬁki B JIS X 4081
calibre V7, 1:40 51519 | any-EPUB | B PEBRBNESE

Table 11.18: NEIFEMHEXIRTEIIR



http://packages.debian.org/sid/alien
http://qa.debian.org/popcon-graph.php?packages=alien
http://packages.qa.debian.org/a/alien.html
http://packages.debian.org/sid/freepwing
http://qa.debian.org/popcon-graph.php?packages=freepwing
http://packages.qa.debian.org/f/freepwing.html
https://ja.wikipedia.org/wiki/JIS_X_4081
https://ja.wikipedia.org/wiki/EPWING
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
http://packages.qa.debian.org/c/calibre.html
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Jmiz

XEFLAH —L Debian RAEPIER, BIFIREMALITERRNE, TEARESXENREEN S ZIT N
X,

RG] ITE NI

autoconf V:34, 1:264 1868 M autoconf-doc BIEHE) “info autoconf”
automake V:33,1:260 1710 FH automakel.10-doc BIRfERY “info automake”

bash V:835,1:999 | 5776 | Hi bash-doc BEH#A) “info bash”

bison Vi1, [112 2061 M bison-doc BIEHER “info bison”

cpp V:386, .794 | 42 H cpp-doc B&MHER “"info cpp”

ddd V:0, I:12 3929 | H ddd-doc BE#E “info ddd”

exuberant-ctags V:7,1:43 333 exuberant-ctags(1)

flex V:10, 1:100 1220 | B flex-doc B1RHEAET “info flex”

gawk V:420,1:520 | 2196 | H gawk-doc BIIEHAEY “info gawk”

gcc V:151,1:606 | 45 H gcc-doc BIRERY "info gcc”

gdb V:17,1:131 7928 | H gdb-doc BEER “info gdb”

gettext V:50, 1:358 6502 | H gettext-doc BIIEEE) “info gettext”

gfortran V7, 1:67 16 i gfortran-doc B “info gfortran” (Fortran 95)
fpc L4 120 fpc(1) F1E fp-docs BIEMER himl 3XFH (Pascal )

glade Vi1, 1:9 2306 | 1814 UI Builder IR RIS

Libc6 V:948, 999 | 11401 ‘ﬁii%libc-doc # glibc-doc-reference IRERM “info
make V:153,1:614 | 1292 | i&d make-doc BRRMER “info make”

xutils-dev V:1,1:15 1466 | imake(1), xmkmf(1) &,

mawk V:339,1:997 | 183 mawk(1)

verl V591, 1:993 | 568 l;\elﬂ(l) & per1-doc #1 per 1-doc-htm1 32EA html X
python V:622,1:.987 | 68 python(1) A& python-doc BIEER html 15

tcl V:29, 1:440 21 tcl(3) CAF @ tcl-doc BIRENFEFAMFMIIE

tk V:31, 1:429 21 tk(3) CAREIT tk-doc BIIRENFEFAMFMIIE

ruby V:166,1:344 | 37 ruby(1) AFGEE ri BRENRKERNSZEFH

vim V:118,1:400 | 2668 | @14 vim-doc BLIEHAUESEN (F1) &

susv2 I:0 16 BT “BE— UNIX A58 (hRZAS 2) 7 3REX (R1BXHE)

susv3 1.0 16 i “BE— UNIX FI58 (ARZA3) 7 FRBX (Z=iBX1S )

Table 12.1: ESBN4RIZEMRGEFE

%% manpages #l manpages-dev 825, TIETEIT “man B EEFMAPNSEREFR, TETGNU L
BMEXXEEZE, BJEBEIE!T “info BFEM EESEXH. KL GFDL tHXMIXIE S DFSG HART,



http://packages.debian.org/sid/autoconf
http://qa.debian.org/popcon-graph.php?packages=autoconf
http://packages.qa.debian.org/a/autoconf.html
http://packages.debian.org/sid/automake
http://qa.debian.org/popcon-graph.php?packages=automake
http://packages.qa.debian.org/a/automake.html
http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://packages.qa.debian.org/b/bash.html
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
http://packages.qa.debian.org/b/bison.html
http://packages.debian.org/sid/cpp
http://qa.debian.org/popcon-graph.php?packages=cpp
http://packages.qa.debian.org/c/cpp.html
http://packages.debian.org/sid/ddd
http://qa.debian.org/popcon-graph.php?packages=ddd
http://packages.qa.debian.org/d/ddd.html
http://packages.debian.org/sid/exuberant-ctags
http://qa.debian.org/popcon-graph.php?packages=exuberant-ctags
http://packages.qa.debian.org/e/exuberant-ctags.html
http://packages.debian.org/sid/flex
http://qa.debian.org/popcon-graph.php?packages=flex
http://packages.qa.debian.org/f/flex.html
http://packages.debian.org/sid/gawk
http://qa.debian.org/popcon-graph.php?packages=gawk
http://packages.qa.debian.org/g/gawk.html
http://packages.debian.org/sid/gcc
http://qa.debian.org/popcon-graph.php?packages=gcc
http://packages.qa.debian.org/g/gcc.html
http://packages.debian.org/sid/gdb
http://qa.debian.org/popcon-graph.php?packages=gdb
http://packages.qa.debian.org/g/gdb.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
http://packages.qa.debian.org/g/gettext.html
http://packages.debian.org/sid/gfortran
http://qa.debian.org/popcon-graph.php?packages=gfortran
http://packages.qa.debian.org/g/gfortran.html
http://packages.debian.org/sid/fpc
http://qa.debian.org/popcon-graph.php?packages=fpc
http://packages.qa.debian.org/f/fpc.html
http://packages.debian.org/sid/glade
http://qa.debian.org/popcon-graph.php?packages=glade
http://packages.qa.debian.org/g/glade.html
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/make
http://qa.debian.org/popcon-graph.php?packages=make
http://packages.qa.debian.org/m/make.html
http://packages.debian.org/sid/xutils-dev
http://qa.debian.org/popcon-graph.php?packages=xutils-dev
http://packages.qa.debian.org/x/xutils-dev.html
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
http://packages.qa.debian.org/m/mawk.html
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/python
http://qa.debian.org/popcon-graph.php?packages=python
http://packages.qa.debian.org/p/python.html
http://packages.debian.org/sid/tcl
http://qa.debian.org/popcon-graph.php?packages=tcl
http://packages.qa.debian.org/t/tcl.html
http://packages.debian.org/sid/tk
http://qa.debian.org/popcon-graph.php?packages=tk
http://packages.qa.debian.org/t/tk.html
http://packages.debian.org/sid/ruby
http://qa.debian.org/popcon-graph.php?packages=ruby
http://packages.qa.debian.org/r/ruby.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/susv2
http://qa.debian.org/popcon-graph.php?packages=susv2
http://packages.qa.debian.org/s/susv2.html
http://www.unix.org/version2/
http://packages.debian.org/sid/susv3
http://qa.debian.org/popcon-graph.php?packages=susv3
http://packages.qa.debian.org/s/susv3.html
http://www.unix.org/version3/
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FrLAReIBERETE main EEFREE contrib # non-free ABE FHHALREEL .

oFr

H
AEH “test” fEARMITHMIAXHAHRIRZF, ER shell FRER “test” @<,

g

( : ) NEy
{RAT LAEMGRER B RiIZEEIMIEFEIEME “/usr/local” 8 “/opt” BR, BIH¥TUNBRERALERF
BE,

=R
“Breh: 99 HRAEE" MVRIBRGIFT AR SRS MIESWIFER,

12.1 Shell fijZ&
Shell iR 2EE 85 TEHBNAIRTRITHIN AR 4,

#!/bin/sh

F—1THEEA TIRENFMITIX N SIFRY shell f2FE2R,

1R1E shell fIAMRFDERKEMRE UNIX RARWFEI TIEN, XEHE—L shell HIFNIRR. BF “Shell H#
i®” ( http://www.greenend.org.uk/rjk/2001/04/shell.html ), BJLAMEEIRPZEZ],

A& shell REART (20 1.5 T 1.6 1), shell IAINEFERSE. FEFMERE,

12.1.1 POSIX shell #& 4

RIS AL LUBIEEE POSIX shell (8RR 1.13) KMIT. RAERIBKIA shell 2 “/bin/sh”, EREANE
B shell F2FFAY5EE,

« Xt lenny SAEZBRIRARKIL, ER bash(1)
« ¥ squeeze SKEFHHIR LKL, ER dash(l)

5 RE BB bashisms ( bash {¥ ) 5¢F zshisms ( zsh ¥, ) {BiERY shell BIA, WHIRBIATEFTE POSIX shell Z[BEHF]
iEtE, {RPJLA{EH checkbashisms(1) W E#ITIRE,

§FH9: POSIX N 1ZE %/ : bashism

if [ "$foo” = "$bar” ] ; then .. | if [ "$foo” == "$bar” ] ; then ..
diff -u file.c.orig file.c diff -u file.c{.orig,}

mkdir /foobar /foobaz mkdir /foo{bar,baz}

funcname() { ..} function funcname() { ..}
JUEFIE: "\377” FREFEN: \xff”

Table 12.2: B1%Y bashism iB;%%13FE

£/ echo” G LMIHERFZIEUT/LANAE, ERRIEAE shell FIMPaGRLHINE, ERKIMBBEER,



http://www.99-bottles-of-beer.net/
https://zh.wikipedia.org/wiki/Shell_script
http://www.greenend.org.uk/rjk/2001/04/shell.html
https://zh.wikipedia.org/wiki/POSIX
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- BREMAR “-n” DOAMIERGRSITIEDL
- BRAFHEPEREXFI, ENIRIE shel RNE, TEENERBR—1,

RE “-n” BMARE POSIX &%, BEBHZESR,

"R
MRMFREAMEFFEPRALNFI, Bprintf” &<E"echo” &<,

12.1.2 Shell 8%

F37AHY shell BEEZETE shell HIAEEBEAE,

shell 2% &

$0 shell 3§ shell FIAFI&F5

$1 FE— shell &8

$9 % 9 /N shell B

$# NESHHR=E

T "$1 $2 $3 $4 ..

II$@II II$1II II$2" II$3II II$4II N
$? RIE— XS LR HIREH
$$ XA shell FIZE] PID

$! RIEAIEIE&ES PID

Table 12.3: shell S#471F&

M RRRBEICICHNETNSHRE.

SRT|EAED

MR var TECIREIHRLER

MR var TERBRIREBLER

${var:-string} ”$var” ’string”

${var:+string} ”’string” “null”

${var:=string} “$var” ”string” (FFz{T”var=string”)
${var:?string} “$var” 7E stderr FE/R’string” (HERHE)

Table 12.4: shell SR IR

PA X LR AR 7 SERR EER R RT iR,

- B0 FFMAR var ERFERIES
« BB EF MR var EREREFERN, FILAZ

12.1.3 Shell £4iEF]

B LHIRE BHIRE, XA FFEDER.

« BXIN: 0 ("True”)
« 5L0g: 3E 0 ("False”)
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SRERER #ZE5

${var%suffix} WFRGITF var ZEERY suffix &/NILECIRTV

${var%%suffix} BFRGITF var ZEERT suffix R ALECIERV

${var#prefix} RGBT var FF3LET prefix B/\ILECFR LG

${var##prefix} MBR AL T var FF3KAY prefix Bz KILECARTC

Table 12.5: EE /Y shell SEHEIRTIR
ES=

"0” 7£ shell REFIBAHHEBR True”, AT

0" £ C FHBRIPIIE X i False”,

=z
=)

'[ R test MORENM, TIWEE]" ZEMSHRIEN—PRERER.

MTFARRREICIZHNEM FMEE.

e ”<command> && <if_success_run_this_command_too> || true”

« »<command> || <if_not_success_run_this_command_too> || true”

« MIFARRZITHIARER

if [ <conditional_expression> ]; then
<if_success_run_this_command>

else
<if_not_success_run_this_command>
fi
XERER “|| true” BFEH, EOIURIEXA shell fIAERNNMERT “-e” MW IARNAKEZITR
MR H,
FIAH REZEEFT RIS
-e <file> <file> TF1E
-d <file> <file> FEHHEZR—TBEX
-f <file> <file> FEHHE—TEBEXH
-w <file> <file> FEHHEAE
-x <file> <file> FEHETRIT

<filel> -nt <file2>

<file1> R &EE <file2> F

<filel> -ot <file2>

<file1> B &EE <file2> [H

<filel> -ef <file2>

<file1> F0 <file2> I TRV IR E EFHBMERER inode =

Table 12.6:

EARBBWLERERMGRANF N -eq”, -

12.1.4 shell &%

XEH LM AT POSIX shell BITEMHZ .

e ”for x in fool foo2

; do command

ey

ERHRIATNPEITU LR

)’ » 'Lt)’ )’_'Le”, )’_gt:) %u»_ge”o

; done”, iz &i§7fool foo2 .»"WFTE"x” FMIT command”,
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TIAR REZEEFRERG

-z <str> <str> I RERE

-n <str> <str> IREARAE

<stri> = <str2> <str1> Fl <str2> fHEE

<stri> I= <str2> <str1> F <str2> NHZF

<stri> < <str2> <str1> HEPITE <str2> Z Rl ( BURTE=S IhiR )
<stri> > <str2> <strl> HEBITE <su2> ZJg (BURFES IR )

Table 12.7: FEFRFRIANPHITFIFRLLE

- "while condition ; do command ; done”, ¥”condition” KHER, 2FEH 1T ’command”,
« »until condition ; do command ; done”, ¥”condition” JfEEt, SEEM T command”,
« ”break” B] A FARIR H fEIR.

- “continue” FILAFREHFH LA T —IRIER,

hj_'
SPHBUEENFTBAA seq(l) SKBIR4&ER"fool foo2 ...7%

BR
S0 939 T,

12.1.5 shell GF<{THRIEGF

shell REILA T RN RAEIE — NI,

+ shell iZBX—1T,

- MRZATEEE"." 2 ..
AIF—/MEMEIT) .

", shell WHZITR B HITHEIESR —MFIR (one token ) (1FE:

« shell @I FAHNFITHHEEE D 7R #71i7 (tokens ),
- EAFMF: < =HE > <tab> < BRITHF >

- JTFM: <>|;&()
o shell RAEBEEF—NAALTF ".." 8k ' ... " BY token FRY REFRIFEENIT A,

- fREB¥F: if then elif else fi for in while unless do done case esac
o shell BAARMIF 7.." 3% 7. .. " HH 518,
o shell BAARMIF 7.." 3% ... R IERLE.

-7~ - HEIAPHNRBER

- ”~<user>” o <user>MzxRBEF
" ) TERARENE.
- TE: "$PARAMETER” B{”${PARAMETER}”

o shell RBAARNGITF /... Iy 558k,

+ shell EARIT ' .

one token 2#§ shell 13
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- »$( command )” - “command” 4§
-7 command ” - ”command” f%H

* shell  FARLITF ".." 8% " ... " FHY glob BIZR A A LECRIXHEHR,

- * o EFF
-? - —NFF

- [.] - FEEGF . REFR

« shell ARFULAEER sG5SFH AT,

- BRENX
- REm<

- “$PATH” AREYETIITSC
« shell IfE T —1T, FIREXMIAFE M KB RHITLIE,

W5 SRR SRR

BURE,

7E shell T “set -x" fEMA “-x" EISEDN shell FJBALL shell BRHFABERITHG L, EIWIFARIZRZIEES

(Ed:DR

12.1.6 T shell FIANBIEF

7T fELREY shell F2/F1E Debian 24t ERPIgEM BB BIEN, MNZIER LENRAEMEHRINNAERF.

- ”aptitude search ~E”, 7t HENREE,
- ”dpkg -L <package_name> |grep ’/man/man.*/’”, %t <package_name> (R4 EETIRHHY man FHf,

LR MITE K/ | iHBEH
coreutils V:892,1:999 | 15016 | GNU #%OL T H
debianutils V:946,1:999 | 214 FHT Debian I&FHTE
bsdmainutils V:870, 1:998 | 587 KB FreeBSD E 2T EES
bsdutils V:866, :999 | 256 SE8 4.4BSD-Lite WEM T E
moreutils V4, 1:23 205 ENINEY Unix TH

Table 12.8: B & HTF shell BIA#Y /BN FFE R R0R 4B
N

RE moreutils AJEEARTEFE Debian 24, (BEERME T —LHBW/NEF, RIESFEEN—E sponge(8), 1R

MEERRXMER, ESIEETFH,

12.1.7 shell FIAIHEE

—NEIERH] shell BFRIAFRER, echo fl read GLMREMR AR, RA]MEAMNIEREFSFREARGH.
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RG] AT K/ [ HBE
x11-utils V:240, 1:633 | 631 xmessage(1): E—AEAPER—FBEEED (X)
whiptail V:414,1:996 | 74 X shell IR ERAFRFRIXTIERE (newt )
dialog V:18, 1:132 1118 X shell lIARE REFPRIFRIXNIERE (ncurses )
zenity V:93, 1:403 369 MK shell FIARR EREFITIERE (gtk2.0)

=Z Il - - T ‘ - j-_‘
ssft V-0, 1:0 75 ;g)ell B ZRBiim L& (zenity, kdialog, and 58 gettext BY dialog £
gettext V:50, 1:358 6502 “/usr/bin/gettext.sh”: FREEERE

Table 12.9: AR R EEFIIR

12.1.8 zenity 9 shell B ZA&Z 1|

TEE—/MEEMMA, Bi#iT dvdisaster(1) IR T HE RS02 #MFEEIEMY 1SO BR{E,

#!/bin/sh -e
# gmkrse2 :
#set -x
error_exit()
{
echo "$1"” >&2
exit 1
}
# Initialize variables
DATA_ISO="$HOME/Desktop/iso-$$.img”
LABEL=$(date +%Y%m%d -%H%M%S -%Z)
if [ $# '= 0 ] & [ -d "$1” ]; then
DATA_SRC="$1"
else
# Select directory for creating ISO image from folder on desktop
DATA_SRC=$(zenity --file-selection --directory \
--title="Select the directory tree root to create ISO image”) \
| | error_exit ”"Exit on directory selection”
fi
# Check size of archive
xterm -T “Check size $DATA_SRC” -e du -s $DATA_SRC/*
SIZE=$(($(du -s $DATA_SRC | awk ’'{print $13}’)/1024))
if [ $SIZE -le 520 ] ; then
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="The data size is good for CD backup:\\n $SIZE MB”
elif [ $SIZE -le 3500 ]; then
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="The data size is good for DVD backup :\\n $SIZE MB”
else
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="The data size is too big to backup : $SIZE MB”
error_exit ”"The data size is too big to backup :\\n $SIZE MB”
fi
# only xterm is sure to have working -e option
# Create raw ISO image
rm -f "$DATA_ISO0” || true
xterm -T ”genisoimage $DATA_ISO” \
-e genisoimage -r -J -V "$LABEL” -o "$DATA_ISO0” "$DATA_SRC”
# Create RS02 supplemental redundancy
xterm -T ”"dvdisaster $DATA_ISO” -e dvdisaster -i "$DATA_ISO” -mRS02 -c
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="IS0/RS02 data ($SIZE MB) \\n created at: $DATA_ISO”
# EOF

Copyright (C) 2007 Osamu Aoki <osamu@debian.org>, Public Domain
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Rl B EREEIR— MR, HPN&HSIRENEM “/usr/local/bin/gmkrse2 %d” BIFZT,

12.2 make

Make @ —MEFREFEANT R, —BNIT make(1), make RIZEVFINIZ 4 Makefile, BN LRBRXHHIENE,
WRBIRXHRBPIBRXAERE TN, BLMKEMBTXGE, HNEBIRXENTE, BLXEXHEHTES
Ef &%,

HL ST B9IEIE SN R AR

Bir: [BxXHE ...]
[TAB] &%$1

[TAB] -m$2 # ZIEHEIR
[TAB] @&<3 # ZIFEE

XEME”[TAB]” 2—1 TAB {18, B—1THEHITREZRUEIW shell i#R, EITRER"\” REZUHE, &
FA7$$” MIN"$” K3k15 shell lIAPRIMELE1E,

BRIRE XXt R BUBII R A M LG, Flan, NIRRT,
%.0: %.c header.h

EXE, BREaT % FHF (RRENPHINE -1 ), "% FREBLEXGNERXEHEE—TEENFH,
BRXHEFER%” RRIAENIREHS B4 EIEKRN,

ElES =

$@ SrIE R

$< ERRES 4GS

$? PTBERERIHER XA

$A PTEMEXXHF

$* BiiERF, §* BRLER % LERZS

Table 12.10: BZiLEM5IFR

TET R 15 FH

fool := bar — X RE
foo2 = bar BRTE
foo3 += bar ¥Emn

Table 12.11: TEH EMTIR

iz{T’make -p -f/dev/null” GLREBANSENLAIFN,

123 C

fRE] LA oI5 AIREE H MR mIZER C RiZIES HEHIERF.

# apt-get install glibc-doc manpages-dev libc6-dev gcc build-essential
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libc6-dev X8, BIGNUC &, RIHT CIrERE, EBE7T C RIZIESERRSSSXGHIESTE,
SEERUT.

« “info libc” (C EEFSE)
« gce(1) 0 “info gec”

+ each_C_library_function_name(3)

o~

+ Kernighan & Ritchie, “C f2FFi&1H1ES", % _HR ( Prentice Hall )

12.3.1 EEA CFEF (gee)

—MEEAFIF “example.c” FILAEEIITARF “Libm” EFE—E4miFHTHITIERF “run_example”,

$ cat > example.c << EOF
#include <stdio.h>
#include <math.h>
#include <string.h>

int main(int argc, char **argv, char **envp){
double x;
char y[11];
x=sqrt(argc+7.5);
strncpy(y, argv[0], 10); /* prevent buffer overflow */
y[10] = '\e’; /* fill to make sure string ends with ’'\@’ */
printf(”%51i, %5.3f, %10s, %10s\n”, argc, X, y, argv[1]);
return 0;

Iy
EOF

$ gcc -Wall -g -o run_example example.c -1m
$ ./run_example
1, 2.915, ./run_exam, (null)
$ ./run_example 1234567890qwerty
2, 3.082, ./run_exam, 1234567890qwerty

A TIERA sqrt(3), HFEAE “- Im” §3ERE 1ibe6 HREEIMIE “/usr/1ib/libm. so”, SEFRRIESIENITF “/1ib/”,
XHERHR “libm.so.6”, BREME “libm-2.7.s0” B—ikE,

BE-TALNANRE—, BEEET “%l0s”, EMRIBELT 10 MFH.

FEREBIHRNENIEHATFIRIERL, Ll sprintf(3) F strepy(3), R AERINER, RABLEEFRHEEMSH L
ERYEH R, E{FE A snprintf(3) F strncpy(3) KREX.

12.4 it
Il RIEFPREEN —27n., HEEHEXIFNTEFESIER Debian ERENMR, SEBMEEEXMNEIRIRS,

12.4.1 EAXK) gdb FRAGS

Debian E[RIGHIIEIXEER gdb(1), EREILIFERRFRITHRIRICEIRF,
IERATET T AR &G LR E R gdb LEMEXERF,
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# apt-get install gdb gdb-doc build-essential devscripts

gdb BYSFRIEIEM”info gdb” IR EFEFICAEMN LRV E it 55E, SITFRA gdb() &> BF” HH”-g” EURwIF
ROBHERSR = £ RS R,

$ gdb program

(gdb) b 1 # EE—ITIREMNS
(gdb) run args # HERIGITIER
(gdb) next # BPITTF—2
(gdb) step # BHA
(gdb) p parm # ¥TEN parm B9{E
(gdb) p parm=12 # IBEIRA 12
(gdb) quit

R

W2 gdb(1) RLEPREW MBS, Tab ¥ RIRTE shell —HERRETLIE,

12.4.2 i Debian #{&4E

EJ97E Debian £ EENFTEE R R _HGIZFEH R EN, RASEMEATSELNENNREBPRBIRT.
7377 #2F3 gdb(1) @i Debian $X4- €L, NIRRT * -dbg B * -dbgsym RUBREER L X (FIU0 1ibce FELHE
libc6-dbg, coreutils EEXH coreutils-dbgsym),

SR EGEIFIRMEAENE * -dbg REFE, ERMERIREGE —iE, EIEBIE Debian main BHERE, WFHBIREE,
HE(RwIER, BSBMN~TE *-dbgsym BREGE, BRLEFR IR BLIG R IR BUTE debian-debug BERE. EZFEEES
[ Debian Wiki 34 .

MR—AFBERFINRGELERME *-dbg MHAHEEK *-dbgsym KB, RFEERM FARMMNERRBHEN
HELRE,

mkdir /path/new ; cd /path/new

sudo apt-get update

sudo apt-get dist-upgrade

sudo apt-get install fakeroot devscripts build-essential
apt-get source package_name

cd package_name*

sudo apt-get build-dep ./

B BH B BL R LR

&FIEY bug,

RHELRIAAR AR ERIE T Debian WRARHR, BIINSEHHRIZFEFENREGERAER +debugl” 54, WTF
PIRRRmIFRRITHIIRA EIRA LR ~prel” 54K,

$ dch -i

T AT REmIFF LR T H IR SHRIEE,
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$ export DEB_BUILD_OPTIONS=nostrip,noopt
$ debuild

$cd ..

$ sudo debi package_name*.changes

MEERERH MR AH BRI ZHGIFRHRER T CFLAGS=-g -Wall” I,

12.4.3 x5k
SRR ZIFE B RAVEHE, RS bug B EAEME R RN TNEIEER,
WFErREY S B o] AB SIS &,
« £ gdb(1) HB1TIEF.
- EMEEIE,
- EESMEHRDE gdb BRA.
« 7£ gdb IRRFTFFHEADL”,

BEFELIRTE gdb MMEIRITH, MRERKRMN, RATIET Ctrl-C RALEFRFRENS gdb R,

BN

BE, MEBIIERINEE —1T&EZ1TA ™ malloc ()" Bk"g_malloc ()" HXMHIRAIEHE, (REVERAZIEE
BAN., K -EHABEN—NMERGERIREMZTEE SMALLOC_CHECK " BY{EJ 2 (malloc(3)). {R=T BAEL
FEBHGNEIRTT gdb FRE,

$ MALLOC_CHECK_=2 gdb hello

1244 =% gdb @<

e < AER IR
(gdb) thread apply all bt I EEREFRRE&IEIRM
(gdb) bt full EERBFARTHNESRER

(gdb) thread apply all bt full MBI EREIT— ESFEERISE

(gdb) thread apply all bt full | eayg 10 MBMIBMAMSHIER, UIERERTRLN0MS

(gdb) set logging on & gdb FEHER T EIXHEF FKIAFIZE gdb . txt”)

Table 12.12: 5% gdb S IR
12.4.5 Fid5 X HXAEIR
R — GNOME #2/% previewl I8 7T — X &2, BRYERN—LTEXENES,

‘previewl’ EFHI X RERAER.

MRIMBXMER, Re]USHEBITIEFARMEIN L - - sync” &1, FEE”gdk_x_error” R E RHKI%K
FHEmES,
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12.4.6 1SEREAREME

RO R ERRER 1dd(1) SKREL 2 R RO B AR RS 14

$ 1dd /bin/1s

librt.so.1 => /1lib/librt.so.1 (0x4001e000)

libc.so0.6 => /1ib/1libc.so0.6 (0x40030000)
libpthread.so.0 => /1lib/libpthread.so.0 (0x40153000)
/1ib/1d-1inux.so0.2 => /1lib/1d-1linux.so0.2 (0x40000000)

& 79 1s(1) iBITTE chroot ed 2/1E, LA LEMIEEFE chroot ed B 2 7] BB Y,

2D1% 936 T,

12.4.7 AERENTER
Debian 75 —ta] AHIRTE RSN T A,

ENER3) ATE KAV | 15EEH

libc6-dev V:286,1:621 | 18102 | mtrace(1): i glibc AFEY malloc

valgrind V7, 1:54 72218 | AR AR Mo iTes

electric-fence | V:0,L5 70 malloc(e) T35

leaktracer V0, 1:2 56 C++ R A IR b an

Tibdmalloc5 V0, 1:3 360 AEREERR

Table 12.13: AfFHEAEN T RAVTIR

1248 BESABEIHIAR

AT REM lint FFRSRB T LA,

RHEE AT XAV | iRER

splint V0, 4 2239 | 2SKRECTEFbugITE

flawfinder V:0, 1.0 175 & C/C+H+ BEREBMNERZ /AN ITIE
perl V:591, 1:993 | 568 BB NEREr A CRERIMEAEFEES ¢ B::Lin(3perl)
pylint V6, 1:17 2648 | Python KBRS ESS

weblint-perl V:0, 1:2 35 FT HTML RY/NISENEER SR

linklint V:0, I:1 343 PRIEFIMULZETF T E R R E R
Tibxm12-utils V21, 1:304 | 169 {FH xmllint(1) RKEE XML X&F

Table 12.14: FFSAB LT TEMTIR

12.4.9 L4 G

{REIAE A FER A NEE objdump(1) & 4miF Z# R,

$ objdump -m 1386 -b binary -D /usr/lib/grub/x86_64-pc/stagel

==
EE

gdb(1) FTBARRIR B RICHRICHE,



http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
http://packages.qa.debian.org/libc/libc6-dev.html
http://packages.debian.org/sid/valgrind
http://qa.debian.org/popcon-graph.php?packages=valgrind
http://packages.qa.debian.org/v/valgrind.html
http://packages.debian.org/sid/electric-fence
http://qa.debian.org/popcon-graph.php?packages=electric-fence
http://packages.qa.debian.org/e/electric-fence.html
http://packages.debian.org/sid/leaktracer
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http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon-graph.php?packages=libxml2-utils
http://packages.qa.debian.org/libx/libxml2-utils.html
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12.5 Flex ——NEIFHY Lex

Flex 23 A Lex FUMIRIBZ D MTIZF LR 23,
BILAMERA “info flex” &E flex(1) HIZIE,

FEERMIME K main()” 7 yywrap()”. BN, {REY flex 12FF, BERGIHN, HIEFENMMEEASTE, X
—ERyywrap” —1N%, "%option main” BRHEITH T %option noyywrap”.

%option main
%%

.|\n ECHO ;
%%

BI—MTFE, EMRE cc(l) BLITERE, REIAMERRIZHEERRIED, »-1f1°, (REA”- 11 #9 AT&T-Lex ). £1X
MIERT, REE"%option”.

12.6 Bison ——NEFHY Yacc

7£ Debian B, BJLMREEIRME YaccEBHIFIIEMER) LR ##47 2 LALR #RATHI4E AL EE,

LRI RITE X/ | HER

bison Vi1, 112 2061 | GNU LALR fEMrES k28

byacc V:0, I:6 160 {8524 (Berkeley ) LALR A58 £ R} 38
btyacc I.0 207 ET byacc FIEIRREITER 28

Table 12.15: 3ZA Yacc B9 LALR #RITE2 4 M 285K
BJUAfEER “info bison” ZE& bison(1) FIFFIE,

REZRMMBE S main()” F”yyerror()”. BE, Flex BIEZ#”main()” B B”yyparse()”, EXEAHA
Tryylex()”.

%%

%%

12.7 Autoconf

autoconf R—MAFBENEMRGRNBEEEE shell MANTER, BUEN{ERE GNU MER AR SZME Unix R,

autoconf(1) B EM A “configure” ., “configure” R “Makefile.in” RRBEMEM—PETE XK
“Makefile”,

12.7.1 RFALEER

or:
(rd

SR REFFOEFNRE, FREAEBSRANM.
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Debian R&7E”/usr/local” 3> /opt” BR FEIENXH, NRMGEEREBRIFER, IBELRE/usr/local/” B
RxTF, EAXHAREEME Debian,

$ cd src

$ ./configure --prefix=/usr/local

$ make

$ make install # X—TRIEXHLZREIRA L

12.7.2 EFHIEF
YNR{REJERSH B E1EF autoconf(1)/automake(1), MNRIFEEICEBIRREMRBETIE, RITNTHGSREHERE,

$ ./configure "all-of-the-options-you-gave-it”
# make uninstall

%E, MRMBTHBMELRHIRIEXHEMET”/usr/local/” THAXERTAEENERA, RaTUBITNTH
mLRBFREMBIRE.

# find /usr/local -type f -print® | xargs -0 rm -f

MBFABEXHHRELREITHME, ReIUEEER checkinstall 3B HRY checkinstall(8), ERRREMH—NE
MIRDENERRIZ, WA, EXHEIEHHE “-D” ALY Debian R,

12.8 Perl 51 ARIMIT

SIMENT AWK BIZRERRT BAEIT a2p(1) 454K Perl, {EBE1THY AWK MIARIFERFENEEIRI BITHY Perl I,
IEFAREE FTEX N AWK A FER,

awk ’($2=="1957") { print $3 }’ |

XENTF FINEZ—1T,

perl -ne ’'@f=split; if ($f[1] eq ”“1957"”) { print "$f[2]\n"}’ |

perl -ne ’if ((@f=split)[1] eq ”1957”) { print "$f[2]\n"}’ |

perl -ne '@f=split; print $f[2] if ( $f[1]==1957 )’ |

perl -lane ’'print $F[2] if $F[1] eq "1957"' |

perl -lane ’print$F[2]if$F[1]eq+1957" |
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FEZMGHSITIEINS W perlrun(1), 18EFRITAY Perl BIA, =JLAEFT Perl Golf,

12.9 Web

BANNSREM IR B0 T F5EHIE,

- EMHEFEFAFHIZ HTML R,
c HAFRAEREFZERESANEREE web RS B[/RIEXHERIBSHM T Y URL FHEZ—,
- ”http://www.foo.dom/cgi-bin/program.pl?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
— *http://www.foo.dom/cgi-bin/program.py?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
- ”http://www.foo.dom/program.php?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
« £ URL BE"%nn” 2EA— 16 #HIFFH nn ERE
s IMETEIRE : "QUERY_STRING="VAR1=VAL1 VAR2=VAL2 VAR3=VAL3"”.
* Web fR$528 LRICGIFZRF (IEffl—/Nprogram. *”) FERITHY, EBE{EFA"$SQUERY_STRING” IMRLE.
* CGI 270 stdout &RiXEINGIRE, FRRERIFNZE web TIHRER.
HFL2EE, RFFNEBCKAKREEBET CGI ’3§QE’J¥Z 7(‘ Perl ] Python FREMBRIFRIREICAEA. PHP HELS
XEETNEE. YEEE P IREUIREAER, SI{ERHTTP cookies . HEEAIEE Fin N HER, i85 (F M Javascript.

BZER, S0 BAMXENO, Apache REFEESR, Fl JavaScript.

EHE}XUZZ%miﬂ:qﬁgu)\ http://www.google.com/search?hl=en&ie=UTF-8&q=CGI+tutorial i8] BATE Google L% “CGI
tutorial”, XR7E Google fR%Z 88 EEE CGI HIAEITHF A%,
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IR IRIZF,
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perl V:591, 1:993 | 568 AWK - PERL| fEJRCRBIN AWK F53%J5 PERL: a2p(1)
f2c V:0, I:8 430 FORTRAN -, ¢ fEE{CRE X FORTRAN 77 3&3&R} C/C++: f2c(1)
intel2gas V-0, I:0 174 intel - gas FK NASM (Intel #83X) 35X GNU JLZRFZF (GAS)
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12.11 #I{E Debian &

WMR(FAEFIE— Debian €, FHIZTEAR.

2 EEMEANBEEERA

2.7.13 HIEBEANBETE

« 5 9.10.4 TIERFEAR chroot A

« debuild(1), pbuilder(1) F1 pdebuild(1)

« 3 1242 HYRIFFOFREE

« Debian ¥4I EIES| fEA— IR (maint -guide )
* Debian FF & EESEFf (developers-reference &)
+ Debian FKH#EF i (debian-policy )

* Debian 3P #4155/ (debmake-doc &)

£
£

debmake, dh-make, dh-make-perl ER &6, WRESITERTE, thEHL,



https://www.debian.org/doc/manuals/maint-guide/
https://www.debian.org/doc/manuals/developers-reference/
https://www.debian.org/doc/debian-policy/
https://www.debian.org/doc/manuals/debmake-doc/

Debian & Fift 2721274

Appendix A

B3

AXHEER

A.1 Debian *E

Linux RAZ— M EEAMETENNINERANTETS, A, FIERAENLIINEHFIESE. EAIF PostScript
ROFTENHLECE LPR FTEDHIEATI, FARANFHIF. ( BMNERH CUPS RAMFNLZRAAHINGE, MABEBE, )

E—KEEMERMEWM “SOURCE CODE” , BIE ERERIEIERE, TH —ESEHI HOWTO F mini-
HOWTO, ENISTIEMR, BAETASHTRMEATIE T KAE, ATERAE NHS, HBEMNEEKKN HOWTO
ik EF XK,

BAEEX “Debian BEFM (ARZA 2.73 )" (2018-07-01 15:51:07 UTC ) REESBN7E Debian = EEAHMEII AL, Fofth
IR E— NFHE &5,

A2 fRWASE

Debian & F i Fk ( Osamu Aoki<osamu at debian dot org>) &2, HFEFA—ITPMARAKERELIL, EFNFSA
BHEBRF MDebian F FBHAZIRFNEM Debian X FIRIRSHIRE,

TER4N 7 KB Josip Rodin BIEIX Z & (Josip Rodin #EDebian XA4IE ( DDP ) HIEEERK ), “Debian SEFM (5
—hR, 2001-2007 )" AT DDP XA4HI— R,

6 Ff5, HEIREIFREFRN “Debian EEZFM (F—HR ) WABMKIA, EHBREHRESAR., il “Debian SEFM (F
ZhR ) 1E 2008 &,

BIZMERMRZ, JUBE FTENABSRER.
+ ”Linux F§ P FM” Larry Greenfield (1996 £ 12 B)
— Z I EREY (Debian 3FE) BUL
« ”Debian #{#£” Havoc Pennington (1998 £ 12 B 11 H)

— EB43H Oliver Elphick, Ole Tetlie, James Treacy, Craig Sawyer # Ivan E. Moore I 55
— ZX M ERAY (Debian GNU/Linux: L3FEAFM) BUL

« ”Debian GNU/Linux: ZZF1{EAFM” John Goerzen 1 Ossama Othman (1999)

— A5 (Debian 2EFM (F—HR D) B



http://lists.debian.org/debian-user/
https://www.debian.org/doc/ddp
http://www.ibiblio.org/pub/Linux/docs/linux-doc-project/users-guide/user-beta-1.pdf.gz
https://www.debian.org/doc/manuals/debian-tutorial/
http://archive.debian.net/woody/debian-guide

Debian & Fift 2731274

REGEEF RN — LERIFF R, E%EL TENNERER,
« ”Debian FAQ” (2002 £ 3 AhRZAs, =AM Josip Rodin ££3P)
HEABTH-—LEFRNRR, BB TEIRNERE,
» ”Debian & Ffff (35— hR)” Osamu Aoki (2001-2007)

— F 2008 FHIXHHY"Debian SEFM (FE_HR)” B,
5EA1A “Debian SEFM (F—HR)" HIFSTMECIE,

+ Thomas Hood RMEELE XA EEABTIFE

» Brian Nelson SR 53Rk 7 X F X 1 VCS FIHHRER

« Jens Seidel WHEMAFITSZ ABHEIERM T AR

« David Sewell #1T 7 KERIRIT

- REEFE. TIEkEF bug |EEMITS Tk

Debian 24 Z A TTEMNE R NEKARFAINENEESE. £ EEEMNEF LHERT AFER
MMPEIFS 7, LEZHRSHE X, HETEORIRE, DOEMN XL AIE HASAEREESR .

gdb IEIXEZAVHEIRE A T 3 BDebian EERNFRILEM R L, iIX 2 Ari Pollak, Loic Minier, I Dafydd Harries EE#Y.

RT EEIRZIMER D 29, “Debian SEFM (kA 2.73 ) (2018-07-01 15:51:07 UTC )" WAL HPARBEEBECSHW T
£, —ETEMEBHRSNREHITER.

fF& Osamu Aoki FE LR BT BEXEEIFTIEF B4 THEEA,

A3 XHEIBIV

RYFIEXHEIREX B RIRER AsciiDoc XAXHRBEE, AsciiDoc EHERIEEER, ERhELLRLRETTH XML,
BALLERL, HEREFTEMNANZIFRE, MLk XML 1 PO XE2EIEHEXE, B TMERE, fthi]
#3EIRAY DocBook XML &3, B~ SEIEAN, FHAM— M &4289 Docbook XML &, XM E£HY Docbook
XML JRX 4 BEA2 #8553 pY HTML, epub, 437K, PostScript, 1 PDF. (& fHIAHE, SEIRIBHER. )

A4 ERAFREE

SR E AP EE, 81 Debian EARHREFIRBETIE, BEAEEIIZITIEET weblate #17, YRIBKFKYEL:
iBiT weblate S10&0i¥: https://hosted.weblate.org/projects/debian-reference/translations/-
zh_CN/

ZIN B RS SERI AR, LA ZKEE weblate 5, BENFERFAIMTS, vTUE EEL.

Debian E AMILtB R E S THEINWEFHEIZMERE: https://www.debian.org/doc/manuals/debian-reference,

index.zh-cn.html

ZFMREGERFA: debian-reference-zh-cn
BAMI1J: https://packages.debian.org/testing/doc/debian-reference-zh-cn

VI

7 testing WREMH, KU BEMIER AN, ARUWRE apt FEMEIRE T testing I MeIUEEHR
apt-get install debian-reference-zh-cn L ERIZNEE, TRHEBE, METUERNE pdf £
(/usr/share/debian-reference/debian-reference.zh-cn.pdf ) B4,



https://www.debian.org/doc/manuals/debian-faq/
http://packages.debian.org/search?keywords=debian-referenceamp;searchon=sourcenamesamp;exact=1amp;suite=allamp;section=all
https://zh.wikipedia.org/wiki/Fair_use
http://wiki.debian.org/HowToGetABacktrace
https://packages.debian.org/search?keywords=asciidoc
https://packages.debian.org/search?keywords=asciidoc
https://hosted.weblate.org/projects/debian-reference/translations/zh_CN/
https://hosted.weblate.org/projects/debian-reference/translations/zh_CN/
https://www.debian.org/doc/manuals/debian-reference/index.zh-cn.html
https://www.debian.org/doc/manuals/debian-reference/index.zh-cn.html
https://packages.debian.org/testing/doc/debian-reference-zh-cn

Debian & Fift

274|274

SHZF A ER R HE e MY, KWK ZRTE Debian &8 A 3 HRHF I R 1T E:

* debian-chinese-gb dot lists.debian.org

* debian-110n-chinese dot lists.debian.org

(Debian SEFM) (EhR ) EHFHEXEIBARITIOT:

Gt s 2 & 1E51:2017-09-19

(—) RXFERTE!

FMEXE 7638 NFFE, 82658 Mial, AR pdf X, B 271 01,
(D) BniZER

zh-cn.po X4 git ¥)ia1RXHERA:

commit 20948e15ffab®B5b6b4b6c6dd36F2833f01368T09
Author: Faris Xiao
Date: Wed Jun 29 18:59:03 2016 +0800

Chines init version po copy from templates.pot

FAER 15 NEBETE)A, TR T 2EREE,
(=) gt BRXHE
weblate 1F T, 2B 688 )% git 1233,

git log zh-cn.po|grep commit|wc -1
688

(m) 2587
M weblate ¥l git HE4ETH, 5E/aH 26 (UEIFTIEAE,
TEMENBRFR:

chimez Dongliang Mu John Zhang Liang Guo zlffcn Zunway fIlA # X2 ZQ Anthony Fok mao CGH Jiagang Xu rainysia Xie
Yanbo Zhang Rui zhangmiao wenqin chen Zongren Zhang scmarxx Boyuan Yang zlf chiachen Philip Ye 2 2 Lou Letian B

1234




	GNU/Linux 教程
	控制台基础
	shell 提示符
	X 系统下的 shell 提示符
	root 账户
	root shell 提示符
	GUI 系统管理工具
	虚拟控制台
	怎样退出命令行提示符
	怎样关闭系统
	恢复一个正常的控制台
	建议新手安装的额外软件包
	额外用户账号
	sudo 配置
	动手时间

	类 Unix 文件系统
	Unix 文件基础
	文件系统深入解析
	文件系统权限
	控制新建文件的权限：umask
	一组用户的权限（组）
	时间戳
	链接
	命名管道（先进先出）
	套接字
	设备文件
	特殊设备文件
	procfs 和 sysfs
	tmpfs

	Midnight Commander (MC)
	自定义 MC
	启动 MC
	MC 文件管理
	MC 命令行技巧
	MC 内部编辑器
	MC 内部查看器
	自动启动 MC
	MC 中的 FTP 虚拟文件系统

	类 Unix 工作环境基础
	登录 shell
	定制bash
	特殊按键
	Unix类型的鼠标操作
	分页程序
	文本编辑器
	设置默认文本编辑器
	定制vim
	记录 shell 活动
	基本的Unix命令

	简单 shell 命令
	命令执行和环境变量
	“$LANG”变量
	"$PATH" 变量
	"$HOME" 变量
	命令行选项
	Shell 通配符
	命令的返回值
	典型的顺序命令和 shell 重定向
	命令别名

	类 Unix 的文本处理
	Unix 文本工具
	正则表达式
	替换表达式
	正则表达式的全局替换
	从文本文件的表格中提取数据
	用于管道命令的小片段脚本


	Debian 软件包管理
	Debian 软件包管理的前提
	软件包配置
	基本的注意事项
	持续升级的生活
	Debian 档案库基础
	Debian 是100% 的自由软件
	软件包依赖关系
	包管理的事件流
	对包管理问题的第一个回应

	基础软件包管理操作
	apt vs. apt-get / apt-cache vs. aptitude
	命令行中的基础软件包管理操作
	aptitude 的交互式使用
	aptitude 的按键绑定
	aptitude 软件包视图
	aptitude 搜索方式选项
	aptitude 正则表达式
	aptitude 的依赖解决
	软件包活动日志

	aptitude 操作范例
	通过正则表达式匹配软件包名称来列出软件包
	使用正则表达式匹配浏览
	完整地清理已删除软件包
	调整自动/手动安装状态
	全面的系统升级

	高级软件包管理操作
	命令行中的高级软件包管理操作
	验证安装的软件包文件
	预防软件包故障
	搜索软件包元数据

	Debian 软件包内部管理
	档案库元数据
	顶层“Release”文件及真实性
	档案库层的“Release”文件
	获取用于软件包的元数据
	APT 的软件包状态
	aptitude 的软件包状态
	获取的软件包的本地副本
	Debian 软件包文件名称
	dpkg 命令
	update-alternatives 命令
	dpkg-statoverride 命令
	dpkg-divert 命令

	从损坏的系统中恢复
	不兼容旧的用户配置
	具有相同文件的不同软件包
	修复损坏的软件包脚本
	使用 dpkg 命令进行救援
	恢复软件包选择数据

	软件包管理技巧
	如何挑选 Debian 软件包
	混合源档案库中的软件包
	调整候选版本
	更新和向后移植
	阻止推荐的软件包的安装
	使用带有 unstable 软件包的 testing 版本
	使用带有 experimental 软件包的 unstable 版本
	自动下载和升级软件包
	限制 APT 的下载带宽
	紧急降级
	上传软件包的是谁？
	equivs 软件包
	移植一个软件包到 stable 系统
	用于 APT 的代理服务器
	小型公共软件包档案库
	记录和复制系统配置
	转换或安装一个外来的二进制软件包
	不使用 dpkg 解压软件包
	更多关于软件包管理的文档


	系统初始化
	启动过程概述
	第一阶段：BIOS
	第二阶段：引载加载程序
	第三阶段：迷你 Debian 系统
	第四阶段：常规 Debian 系统

	Systemd 初始化
	主机名
	文件系统
	网络接口初始化
	内核消息
	系统消息
	systemd 下的系统管理
	定制 systemd

	udev 系统
	内核模块初始化


	认证
	一般的 Unix 认证
	管理账号和密码信息
	好密码
	设立加密的密码
	PAM 和 NSS
	PAM 和 NSS 访问的配置文件
	现代的集中式系统管理
	“为什么 GNU su 不支持 wheel 组”
	严格的密码规则

	其它的访问控制
	sudo
	PolicyKit
	SELinux
	限制访问某些服务端的服务

	安全认证
	确保互联网上的的密码安全
	安全 Shell
	互联网额外的安全方式
	root 密码安全


	网络设置
	基本网络架构
	主机名解析
	网络接口名称
	局域网网络地址范围
	网络设备支持

	现代的桌面网络配置
	图形界面的网络配置工具

	没有图像界面的现代网络配置
	传统的网络连接和配置
	网络连接方式（传统）
	以太网 DHCP 连接
	以太网静态 IP 连接
	使用 pppconfig 的 PPP 连接
	使用 wvdialconf 的另一种可选的 PPP 连接
	使用 pppoeconf 的 PPPoE 以太网连接

	使用 ifupdown 进行基本网络配置（旧）
	简单的命令语法
	"/etc/network/interfaces" 基本语法
	回环网络接口
	使用 DHCP 的网络接口
	使用静态 IP 地址的网络接口
	无线局域网接口基础
	使用 WPA/WPA2 的无线局域网接口
	使用 WEP 的无线局域网接口
	PPP 连接
	另一种 PPP 连接
	PPPoE 连接
	ifupdown 网络配置状态
	网络重新配置基础
	ifupdown-extra 包

	使用 ifupdown 的高级网络配置（旧）
	ifplugd 软件包
	ifmetric 软件包
	虚拟接口
	高级命令语法
	映射节 mapping stanza
	手动的可切换网络配置
	ifupdown 系统的脚本
	guessnet Mapping 映射

	底层网络配置
	Iproute2 命令
	安全的底层网络操作

	网络优化
	找出最佳 MTU
	设置 MTU
	WAN TCP 优化

	Netfilter 网络过滤框架

	网络应用
	网页浏览器
	浏览器配置

	邮件系统
	电子邮件基础
	现代邮件服务基础
	工作站的邮件配置策略

	邮件传输代理 (MTA)
	exim4 的配置
	带有 SASL 的 postfix 配置
	邮件地址配置
	基础 MTA 操作

	邮件用户代理 (MUA)
	基础 MUA — Mutt
	高级 MUA — Mutt + msmtp

	远程邮件检索和转发实用工具
	getmail 配置
	fetchmail 配置

	带有过滤器的邮件投递代理 (MDA)
	maildrop 配置
	procmail 配置
	重新投递 mbox 内容

	POP3/IMAP4 服务器
	打印服务和工具
	服务器远程访问和工具 (SSH)
	SSH 基础
	SMTP/POP3 隧道的端口转发
	免密码远程连接
	处理其它 SSH 客户端
	建立 ssh 代理
	怎样通过 SSH 关闭远程系统
	SSH 故障排查

	其它网络应用服务
	其它网络应用客户端
	系统后台守护进程（daemon）诊断

	X 窗口系统
	关键软件包
	设置桌面环境
	Debian 菜单
	Freedesktop.org 菜单
	从 Freedesktop.org 菜单到 Debian 菜单

	服务器/客户端关系
	X 服务器
	X 服务器的（重新）配置
	连接到 X 服务器的方式

	启动 X 窗口系统
	使用 gdm3 启动 X 会话
	自定义 X 会话（经典方式）
	自定义 X 会话（新方式）
	通过 SSH 连接一个远程 X 客户端
	连接互联网的安全 X 终端

	X 窗口中的字体
	基础字体
	其它字体
	CJK 字体

	X 应用
	X 办公应用
	X 实用应用

	X 琐事
	剪贴板
	X 中的键盘和鼠标按钮映射
	典型的 X 客户端
	X 终端模拟器 —— xterm
	以 root 运行 X 客户端


	国际化和本地化
	键盘输入
	IBus 支持的输入法
	一个日语的例子
	禁用输入法

	显示输出
	东亚环境下宽度有歧义的字符
	语言环境
	编码的基础知识
	UTF-8 语言环境的基本原理
	语言环境的重新配置
	“$LANG” 环境变量的值
	只用于 X 窗口的特定语言环境
	文件名编码
	本地化信息和翻译文档
	语言环境的影响


	系统技巧
	screen 程序
	screen(1) 的使用场景
	screen 命令的键绑定

	数据记录和展示
	日志后台守护进程（daemon）
	日志分析
	清晰的记录 shell 活动
	定制文本数据的显示
	定制时间和日期的显示
	shell 中 echo 的颜色
	有颜色输出的命令
	记录编辑器复杂的重复操作动作
	记录 X 应用程序的图形
	记录配置文件的变更

	监控、控制和启动程序活动
	进程耗时
	调度优先级
	ps 命令
	top 命令
	列出被一个进程打开的文件
	跟踪程序活动
	识别使用文件和套接字的进程
	使用固定间隔重复一个命令
	使用文件循环来重复一个命令
	从 GUI 启动一个程序
	自定义被启动的程序
	杀死一个进程
	单次任务时间安排
	定时任务安排
	Alt-SysRq 键

	系统维护技巧
	谁在系统里？
	警告所有人
	硬件识别
	硬件配置
	系统时间和硬件时间
	终端配置
	声音基础设施
	关闭屏幕保护
	关闭蜂鸣声
	内存使用
	系统安全性和完整性检查

	数据存储技巧
	硬盘空间使用情况
	硬盘分区配置
	使用 UUID 访问分区
	LVM2
	文件系统配置
	文件系统创建和完整性检查
	通过挂载选项优化文件系统
	通过超级块（superblock）优化文件系统
	硬盘优化
	固态硬盘优化
	使用 SMART 预测硬盘故障
	通过 $TMPDIR 指定临时存储目录
	通过 LVM 扩展可用存储空间
	通过挂载另一个分区来扩展可用存储空间
	通过 “mount --bind” 挂载另一个目录来扩展可用存储空间
	通过 overlay 挂载（overlay-mounting）另一个目录来扩展可用存储空间
	使用符号链接扩展可用存储空间

	磁盘映像
	制作磁盘映像文件
	直接写入硬盘
	挂载磁盘映像文件
	清理磁盘映像文件
	制作空的磁盘映像文件
	制作 ISO9660 镜像文件
	直接写入文件到 CD/DVD-R/RW
	挂载 ISO9660 镜像文件

	二进制数据
	查看和编辑二进制数据
	不挂载磁盘操作文件
	数据冗余
	数据文件恢复和诊断分析
	把大文件分成多个小文件
	清空文件内容
	样子文件
	擦除整块硬盘
	擦除硬盘上的未使用的区域
	恢复已经删除但仍然被打开的文件
	查找所有硬链接
	不可见磁盘空间消耗

	数据加密提示
	使用 dm-crypt/LUKS 加密移动磁盘
	用dm-crypt加密的交换分区
	使用dm-crypt/LUKS挂载加密的磁盘
	用eCryptfs自动加密文件
	自动挂载 eCryptfs

	内核
	Linux 内核 2.6/3.x
	内核参数
	内核头文件
	编译内核和相关模块
	编译内核源代码：Debian 内核团队推荐
	硬件驱动和固件

	虚拟化系统
	虚拟化工具
	虚拟化工作流
	挂载虚拟磁盘映像文件
	Chroot 系统
	多桌面系统


	数据管理
	共享，拷贝和存档
	存档和压缩工具
	复制和同步工具
	归档语法
	复制语法
	查找文件的语法
	归档媒体
	可移动存储设备
	选择用于分享数据的文件系统
	网络上的数据分享

	备份和恢复
	实用备份套件
	一个系统备份的脚本例子
	用于备份数据的复制脚本

	数据安全基础
	GnuPG 密钥管理
	在文件上使用 GnuPG
	在 Mutt 中使用 GnuPG
	在 Vim 中使用 GnuPG
	MD5 校验和

	源代码合并工具
	从源代码文件导出差异
	源代码文件移植更新
	通过三方移植进行更新

	版本控制系统
	VCS 命令的比较

	Git
	配置 Git 客户端
	Git 参考
	Git 命令
	用于 Subversion 仓库的 Git
	记录配置历史的 Git

	CVS
	CVS 存储库的配置
	本地访问 CVS
	使用 pserver 远程访问 CVS
	使用 ssh 远程访问 CVS
	往 CVS 导入新的源
	CVS 存储库中的文件权限
	CVS 工作流
	CVS 中最新的文件
	CVS 的管理
	用于 CVS 签出时的可执行位

	Subversion
	Subversion 存储库的配置
	通过 Apache2 服务器访问 Subversion
	按组本地访问 Subversion
	通过 SSH 远程访问 Subversion
	Subversion 目录结构
	往 Subversion 里导入一个新的源
	Subversion 工作流


	数据转换
	文本数据转换工具
	用 iconv 命令来转换文本文件
	用 iconv 检查文件是不是 UTF-8 编码
	使用 iconv 转换文件名
	换行符转换
	TAB 转换
	带有自动转换功能的编辑器
	提取纯文本
	高亮并格式化纯文本数据

	XML 数据
	XML 的基本提示
	XML 处理
	XML 数据提取

	排版
	roff 排版
	TeX/LaTeX
	漂亮的打印手册页
	创建手册页

	可印刷的数据
	Ghostscript
	合并两个 PS 或 PDF 文件
	处理可印刷数据的工具
	用 CUPS 打印

	邮件数据转换
	邮件数据基础

	图形数据工具
	不同种类的数据转换工具

	编程
	Shell 脚本
	POSIX shell 兼容性
	Shell 参数
	Shell 条件语句
	shell 循环
	shell 命令行的处理顺序
	用于 shell 脚本的应用程序
	shell 脚本对话框
	zenity 的 shell 脚本案例

	make
	C
	简单的 C 程序（gcc）

	调试
	基本的 gdb 使用命令
	调试 Debian 软件包
	获得栈帧
	高级 gdb 命令
	调试与 X 相关的错误
	检查库依赖性
	内存泄漏检测工具
	静态代码分析工具
	反汇编二进制程序

	Flex — 一个更好的 Lex
	Bison — 一个更好的 Yacc
	Autoconf
	编译并安装程序
	卸载程序

	Perl 短脚本的疯狂
	Web
	源代码转换
	制作 Debian 包

	附录
	Debian 迷宫
	版权历史
	文档格式
	简体中文翻译


